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Johnny Long, Author

What’s the story with the proceeds?

It’s simple, really. My proceeds from this book are going to AOET (aoet.org), an organization that provides food, education and medical care to children left in the wake of Africa’s HIV/AIDS epidemic. More than an aid organization, AOET aims to disrupt the cycle of poverty and hopelessness in sub-Saharan Africa through empowerment programs and job training, enabling children and adults to be self-sustaining, restoring not only their health but their pride and hope for a brighter future. A single book purchase made through my Amazon associates account (linked from any of my websites, or though http://tiniuri.com/f/Xpc) will generate enough income for AOET to feed a child for an entire month. Other retail purchases (which generate half as much income) will provide either medical services or educational supplies and funding for a single child through a donation pool set aside for those purposes. Because I am called to “look after orphans and widows in their distress” (James 1:27), and I know from personal experience how mutually transformative it can be to take that calling seriously. Hamlet was onto something when he wondered, “Whether this nobler in the mind to suffer the slings and arrows of outrageous fortune or to take arms against a sea of troubles, and by opposing, end them.”

“I’m Johnny. I Hack Stuff.”

There are many people to thank this time around, and I won’t get to them all. But I’ll give it my best shot. First and foremost, thanks to God for the many blessings in my life. Christ for the Living example, and the Spirit of God that encourages me to live each day with real purpose. This book is more a “God thing” than a “Johnny thing.” Thanks to my wife and four wonderful kids. Words can’t express how much you mean to me. Thanks for putting up with the real me.

I’d like to thank the members of the Shmoo group for fielding lots of questions, and to my book team: Alex, CP, Deviant, Eric, Freshman, Garland, Jack, Joshua, Marc, Ross, Russ, Vince and Yoshi. It was great to have your support, especially in such a tight timeframe. Thanks also to Scott Pinzon, for being a mentor and a great editor. You’ve taught me so much. I’d also like to thank Vince Ritts for taking the time to plant no-tech hacking seed all those years ago.

And to the many friends and fans that have supported my work over the years, a final thanks. You make it very difficult to remain anti-social.

Be sure to check out our companion website at http://notechhacking.com as we continue the story of the no-tech hacker.

Johnny Long is a Christian by grace, a professional hacker by trade, a pirate by blood, a ninja in training, a security researcher and author. He can be found lurking at his website (http://johnny.ihackstuff.com). He is the founder of Hackers For Charity (http://ihackcharities.org), an organization that provides hackers with job experience while leveraging their skills for charities that need those skills.





Technical Editor

Scott Pinzon, CISSP, is Editor-in-Chief for LiveSecurity, a service offered by WatchGuard Technologies in Seattle. Pinzon has edited, written, and/or published well over 1,500 security alerts and “best practices” articles to LiveSecurity subscribers, who have tripled in number during his tenure. Pinzon has worked in the fields of security, encryption products, e-commerce, and voice messaging, with 18 years of experience writing about high-tech products for clients both large (Weyerhaeuser IT) and small (Seattle’s first cash machine network). LiveSecurity training videos that Pinzon has co-written and directed have accumulated more than 100,000 views on Google Video and YouTube. He also hosts the internationally respected podcast, Radio Free Security. Pinzon was story editor for Stealing the Network: How to Own a Shadow, available from Syngress. He still believes he made the right call when he turned down the publisher who asked him to ghost-write books for Mr. T.





Contributing Author

Jack Wiles is a security professional with over 30 years’ experience in security-related fields, including computer security, disaster recovery, and physical security. He is a professional speaker and has trained federal agents, corporate attorneys, and internal auditors on a number of computer crime-related topics. He is a pioneer in presenting on a number of subjects that are now being labeled “Homeland Security” topics. Well over 10,000 people have attended one or more of his presentations since 1988. Jack is also a cofounder and president of TheTrainingCo. He is in frequent contact with members of many state and local law enforcement agencies as well as special agents with the U.S. Secret Service, FBI, U.S. Customs, Department of Justice, the Department of Defense, and numerous members of high-tech crime units. He was also appointed as the first president of the North Carolina InfraGard chapter, which is now one of the largest chapters in the country. He is also a founding member and “official” MC of the U.S. Secret Service South Carolina Electronic Crimes Task Force.

Jack is also a Vietnam veteran who served with the 101st Airborne Division in Vietnam in 1967–68. He recently retired from the U.S. Army Reserves as a lieutenant colonel and was assigned directly to the Pentagon for the final seven years of his career. In his spare time, he has been a senior contributing editor for several local, national, and international magazines.





Foreword Contributor

With more than fifteen years of experience in exploring computer security, Kevin Mitnick is a largely self-taught expert in exposing the vulnerabilities of complex operating systems and telecommunications devices. His hobby as an adolescent consisted of studying methods, tactics, and strategies used to circumvent computer security, and to learn more about how computer systems and telecommunication systems work.

In building this body of knowledge, Kevin gained unauthorized access to computer systems at some of the largest corporations on the planet and penetrated some of the most resilient computer systems ever developed. He has used both technical and non-technical means to obtain the source code to various operating systems and telecommunications devices to study their vulnerabilities and their inner workings.

As the world’s most famous hacker, Kevin has been the subject of countless news and magazine articles published throughout the world. He has made guest appearances on numerous television and radio programs, offering expert commentary on issues related to information security. In addition to appearing on local network news programs, he has made appearances on 60 Minutes, The Learning Channel, Tech TV’s Screen Savers, Court TV, Good Morning America, CNN’s Burden of Proof, Street Sweep, and Talkback Live, National Public Radio, and as a guest star on ABC’s new spy drama “Alias". Mitnick has served as a keynote speaker at numerous industry events, hosted a weekly talk radio show on KFI AM 640 in Los Angeles, testified before the United States Senate, written for Harvard Business Review and spoken for Harvard Law School. His first best-selling book, The Art of Deception, was published in October 2002 by Wiley and Sons Publishers. His second title, The Art of Intrusion, was released in February 2005.
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Foreword

Annually, I attend a number of security conferences around the world. One speaker that I never miss is Johnny Long. Not only is Johnny one of the most entertaining speakers on the security circuit, his presentations are filled with interesting ideas that are corner stoned in what should be the first defense in security mitigation. Common sense.

Not only does Johnny challenge you not to ignore the obvious and to be more aware of your surroundings, his no tech hacking takes on a MacGyver approach to bypassing expensive security technology that sometimes are wholly relied upon to secure data and the premises.

Every day, corporations spend thousands of dollars on high-tech security defenses, but fail to give attention to the simple bypasses that no-tech hackers can leverage to their benefit. In this book Johnny presents eye-opening exploits that security professionals must take into consideration. In their haste to complete tasks and move along to the next topic, many security managers are overlooking simple flaws that render their high-dollar technologies, useless.

It is this complacency by security departments to ignore the simple threats; attackers are given the upper hand during a compromise. An intruder will always pursue the path of least resistance in an attack, while many businesses plan for the Mission Impossible scenario. Johnny will surprise you by bypassing a physical lock with a hand towel, tailgating behind a group of employees to enter a building, digging in the trash to uncover sensitive proprietary information, using Google and P2P networks to dig up sensitive information posted by internal employees and consumers alike, and then showing you how all of these things pooled together may provide the open door for an attacker to exploit you.

The most overlooked factor in securing a business is the people factor. The most expensive technologies will provide you no benefit if an attacker can call up an employee and convince them to turn it off or alter its setting to create a window of opportunity. Social engineering is perhaps the hacker’s favorite weapon of choice. Why waste time on an elaborate technical compromise, when you can make a few phone calls to gather seemingly innocuous information from unsuspecting people and leverage them into opening the door?

In my past life as a black-hat hacker, social engineering enabled me to get my foot in the door in record time—minutes. Afterwards, I would have to find and exploit technical flaws to achieve my objectives. The example of social engineering that Jack Wiles provided in this book may appear to be too good to be true. It isn’t. And that’s just a single pretext—the human imagination could think of many, many more. The question is, would you or your co-workers, employers, or mom and dad fall for it? The chapter on social engineering will offer insight on how no-tech hackers manipulate their victims into what is probably the most common method of attack for which no technological solution will safeguard your information.

Both consumers and businesses will find valuable information that creates awareness, within the pages of Johnny’s No-Tech Hacking. This book clearly illustrates the often-ignored threats that IT managers should take into consideration when designing security plans to protect their business. Not only will business find the content of this book riveting, consumers will also garner knowledge on methods to protect themselves from identity theft, burglary, and hardening their defenses on home systems maintained by a computer. Much like his Google Hacking, Johnny has once again offered an entertaining but thought-provoking look into hacking techniques and the ingenuity being utilized by your adversaries.

—Kevin Mitnick





Introduction

What Is “No-Tech Hacking?”

When I got into this field, I knew I would have to stay ahead of the tech curve. I spent many sleepless nights worming through my home network trying to learn the ropes. My practice paid off. After years of hard work and dedicated study, I founded a small but elite pen testing team. I was good, my foo strong. Networks fell prostrate before me. My co-workers looked up to me, and I thought I was The Man. Then I met Vince.

In his mid-40s, hawk-eyed, and vaguely European looking, Vince blended in with the corporate crowd; he was most often seen in a black leather trench coat, a nice dress shirt, dark slacks, black wing tips and the occasional black fedora. He had a definite aura. Tales of his exploits were legendary. Some said he had been a fed, working deep-black projects for the government. Other insisted he was some kind of mercenary genius, selling his dark secrets to the highest bidder.

He was brilliant. He could do interesting and seemingly impossible things. He could pick locks, short-circuit electronic systems, and pluck information out of the air with fancy electronic gear. He once showed me a system he built called a “van Eck” something-or-other.1 It could sniff the electromagnetic radiation coming from a CRT and reassemble it, allowing him to eavesdrop on someone’s computer monitor from a quarter mile away. He taught me that a black-and-white TV could be used to monitor 900MHz cellular phone conversations. I still remember hunching over a table in my basement going at the UHF tuner post of an old black-and-white TV with a pair of needle-nosed pliers. When I heard a cellular phone conversation coming through that old TV’s speaker, I decided then and there I would learn everything I could from Vince.

I was incredibly intimidated before our first gig. Fortunately, we had different roles. I was to perform an internal assessment, which emulated an insider threat. If an employee went rogue, he could do unspeakable damage to a network. In order to properly emulate this, our clients provided us a workspace, a network jack, and the username and password of a legitimate, non-administrative user. I was tasked with leveraging those credentials to gain administrative control of critical network systems. If I gained access to confidential records stored within a corporate database, for example, my efforts were considered successful. I had a near-perfect record with internal assessments and was confident in my abilities.

Vince was to perform a physical assessment that emulated an external physical threat. The facility had top-notch physical security. They had poured a ton of money into expensive locks, sensors, and surveillance gear. I knew Vince would obliterate them all with his high-tech superpowers. The gig looked to be a real slam-dunk with him working the physical and me working the internal. We were the “dream team” of security geeks.

When Vince insisted I help him with the physical part of the assessment, I just about fell over. I imagined a James Bond movie, with Vince as “Q” and myself (of course) as James Bond in ninja assault gear. Vince would supply the gadgets, like the van Eck thingamabob and I would infiltrate the perimeter and spy on their surveillance monitors or something. I giggled to myself about the unnatural things we would do to the electronic keypad systems or the proximity locks. I imagined the looks on the guard’s faces when we duct-taped them to their chairs after silently rappelling down from the ceiling of the surveillance room.

I couldn’t wait to get started. I told Vince to hand over the alien gadgets we would use to pop the security. When he told me he hadn’t brought any gadgets, I laughed and poked him. I never knew Vince was a kidder. When he told me he really didn’t bring any gear, I briefly considered pushing him over, but I had heard he was a black belt in like six different martial arts, so I just politely asked him what the heck he was thinking. He said we were going to be creative. The mercenary genius, the storm center of all the swirling rumors, hadn’t brought any gear. I asked him how creative a person could be when attacking a highly secured building without any gear. He just looked at me and gave me this goofy grin. I’ll never forget that grin.

We spent the morning checking out the site. It consisted of several multistory buildings and a few employee parking lots, all enclosed by protective fencing. Everyone came and went through a front gate. Fortunately, the gate was open and unguarded. With Vince driving, we rounded one building and parked behind it, in view of the loading docks.

“There,” he said.

“Where?” I asked.

“There,” he repeated.

Vince’s sense of humor sucked sometimes. I could never quite tell when he was giving me crap. I followed the finger and saw a loading dock. Just past the bay doors, several workers carried packages around. “The loading dock?” I asked.

“That’s your way in.”

I made a “Pffft” sound.

“Exactly. Easy.” he said.

“I didn’t mean ‘Pffft’ as in easy. I meant ‘Pffft’ as in there’s people there and you said I was going in.”

“There are, and you are,” he said. Vince was helpful that way. “Just look like you belong. Say hello to the employees. Be friendly. Comment on the weather.”

I did, and I did. Then I did, and I did and I found myself inside. I walked around, picked up some blueprints of tanks and military-looking stuff, photocopied them and left. Just like that. I’m skipping the description of my heart pounding at 400 beats per minute and the thoughts of what military prison would be like and whether or not the rumors about Bubba were true, but I did it. And it was an incredible rush. It was social engineering at its simplest, and it worked wonders. No one questioned me. I suppose it was just too awkward for them. I couldn’t hide my grin as I walked to the car. Vince was nowhere to be found. He emerged from the building a few minutes later, carrying a small stack of letter-sized paper.

“How did you get in?” I asked.

“Same way you did.”

“So why didn’t you just do it yourself?” I asked. “I had to make sure it would work first.”

I was Vince’s guinea pig but it didn’t really matter. I was thrilled and ready for more. The next building we targeted looked like an absolute fortress. There were no loading docks and the only visible entrance was the front door. It was wood and steel—too much like a castle door for my taste—and approximately six inches thick, sporting a proximity card-reader device. We watched as employees swiped a badge, pulled open the doors and walked in. I suggested we tailgate. I was on a roll. Vince shook his head. He obviously had other plans. He walked towards the building and slowed as we approached the front door. Six feet from the door, he stopped. I walked a step past him and turned around, my back to the door.

“Nice weather,” he said, looking past me at the door.

“Ehrmm, yeah,” I managed.

“Good day for rock climbing.”

I began to turn around to look at the building. I hadn’t considered climbing it.

“No,” he said. “Don’t turn around. Let’s chat.”

“Chat?” I asked. “About what?”

“You see that Bears game last night?” he asked. I had no clue what he was talking about or even who the Bears were but he continued. “Man, that was something else. The way that team works together, it’s almost as if …” Vince stopped in mid-sentence as the front door opened. An employee pushed the door open, and headed towards the parking lot. “They move as a single unit,” he continued. I couldn’t help myself. I turned around. The door had already closed.

“Crap,” I said. “We could have made it inside.”

“Yes, a coat hanger.”

Vince said strange stuff sometimes. That was just part of the package. It wasn’t crazy-person stuff, it was just stuff that most people were too dense to understand. I had a pretty good idea I had just witnessed his first crazy-person moment. “Let’s go,” he said. “I need a washcloth. I need to go back to the hotel.” I had no idea why he needed a washcloth, but I was relieved to hear he was still a safe crazy person. I had heard of axe murderers, but never washcloth murderers.

We passed the ride back to the hotel in silence; Vince seemed lost in his thoughts. He pulled up in front of the hotel, parked, and told me to wait for him. He emerged a few minutes later with a wire coat hanger and a damp washcloth. He tossed them into the back seat. “This should work,” he said, sliding into his seat and closing the doors. I was afraid to ask. Pulling away from the hotel, he continued. “I should be able to get in with these.”

I gave him a look. I can’t exactly say what the look was, but I imagine it was somewhere between “I’ve had an unpleasant olfactory encounter” and “There’s a tarantula on your head.” Either way, I was pretty convinced he’d lost his mind or had it stolen by aliens. I pretended not to hear him. He continued anyhow.

“Every building has to have exits,” he said. “Federal law dictates that in the case of an emergency, exit doors must operate from the inside out without the user having any prior knowledge of its operation.” I blinked and looked up at the sky through the windshield. I wondered if the aliens were coming for me next. “Furthermore, the exit must not require the use of any key or special token. Exit doors are therefore very easy to get out of.”

“This has something to do with that door we were looking at, doesn’t it?” I asked. The words surprised me. Vince and I were close to the same operating frequency.

He looked at me, and then I knew what my look looked like. I instinctively swatted at the tarantula that I could practically feel on my head. “This has everything to do with that door,” he said, looking out the front window and hanging a left. We were headed back to the site. “The front door of that facility,” he continued, “is formidable. It uses a very heavy-duty magnetic bolting system. My guess is that it would resist the impact of a 40-mile-an-hour vehicle. The doors are very thick, probably shielded, and the prox system is expensive.”

“But you have a washcloth,” I said. I couldn’t resist.

“Exactly. Did you notice the exit mechanism on the door?”

I hadn’t, and bluffing was out of the question. “No,” I admitted.

“You need to notice everything,” he said, pausing to glare at me. I nodded and he continued. “The exit mechanism is a silver-colored metal bar about waist-high.”

I took my shot. “Oh, right. A push bar.” The term sounded technical enough.

“No, not a push bar.” Access denied. “The bar on that door is touch-sensitive. It doesn’t operate by pressure; it operates when it senses it has been touched. Very handy in a fire.” We pulled through the site’s gate and parked. Vince unbuckled and grabbed the hanger and the washcloth from the back seat. He had untwisted the hanger, creating one long straight piece of strong, thin wire. He folded it in half, laid the washcloth on one end and folded the end of the hanger around it, then bent the whole thing to form a funny 90-degree-angled white washcloth flag. I smartly avoided any comment about using it to surrender to the guards. “Let’s go,” he said.

We walked to the front door. It was nearly 6:00 P.M. and very few employees were around. He walked up to the door, jammed the washcloth end of the hangar between the doors at waist height and started twisting the hanger around. I could hear the washcloth flopping around on the other side of the door. Within seconds, I heard a muffled cla-chunk and Vince pulled the door open and walked inside. I stood there gawking at the door as it closed behind him. The door reopened, and Vince stuck his head out. “You coming?”

The customer brief was a thing to behold. After the millions of dollars they had spent to secure that building, they learned that the entire system had been defeated with a washcloth and a wire coat hanger, all for want of a $50 gap plate for the door. The executives were incredulous and demanded proof, which Vince provided in the form of a field trip. I never learned what happened as a result of that demonstration, but I will never forget the lesson I learned: the simplest solutions are often the most practical.

Sure we could have messed with the prox system, figured out the magnetic tolerances on the lock or scaled the walls and used our welding torches—just like in the movies—to cut a hole in the ceiling, but we didn’t have to. This is the essence of no-tech hacking. It requires technical knowledge to reap the full benefit of a no-tech attack, but technical knowledge is not required to repeat it. Worst of all, despite the simplicity, a no-tech attack is perhaps the most deadly and misunderstood.

Through the years, I’ve learned to follow Vince’s advice. I now notice everything and I try to keep complicated thinking reigned in. Now, I’m hardly ever off duty. I constantly see new attack vectors, the most dangerous of which can be executed by anyone possessing the will to do so.


The Key to No-Tech Hacking

The key to no-tech hacking is to think simply, be aware, and to travel eyes open, head up. For example, when I go to a mall or some other socially dense atmosphere, I watch people. To me, strangers are an interesting puzzle and I reflexively try to figure out as much about them as I can. When I pass a businessman in an airport, my mind goes into overdrive as I try to sense his seat number and social status; make out his medical problems; fathom his family situation (or sense his sexual orientation); figure out his financial standing; infer his income level; deduce his dietary habits; and have a guess at his home address. When I go to a restaurant, I drift in and out of conversations around me, siphoning interesting tidbits of information. My attention wanders as I analyze my surroundings, taking it all in. When I walk through the parking lot of a building, I check out the vehicles along the way to determine what goes on inside and who the building’s residents might be. I do all this stuff not because of my undiagnosed attention deficit disorder but because it’s become a habit as a result of my job. I have personally witnessed the power of perception. When faced with tough security challenges, I don’t charge. I hang back and I watch. A good dose of heightened perception levels the playing field every time.

—Johnny Long




1 http://en.wikipedia.org/wiki/Van_Eck_phreaking
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Chapter 1 Dumpster Diving


Hackers pilfer secret data in lots of different ways, but did you they can suck sensitive data right off a corporate network without even touching the network? You might think I’m talking about wireless technology, which doesn’t require any “touching” at all, but I’m not. Be a good sport and don’t read the two “D” words written in big bold letters at the top of this page, and act surprised when I tell you hackers can accomplish this without relying on a single bit of technology (punny). Or, don’t play along, and pretend not to be surprised. In fact, maybe it’s better you go on thinking your personal or corporate secrets aren’t sitting exposed in a dumpster somewhere, waiting for a no-tech hacker to snatch them up. In that case you better just skip this chapter.



Introduction to Dumpster Diving

Dumpster diving involves … diving into dumpsters in search of valuable information. I know, it’s bad form to use the phrase in the definition of the phrase, but that’s what dumpster diving is, or what it used to be. These days, diving is optional. As this next photo shows, I find interesting stuff just hanging out in the open, waiting to be grabbed.

[image: image]

I find valuable trash in plain view all the time, like the insurance bill shown in the next photo, which is visible through the clear trash liner.

[image: image]

The next photo shows a pile of discarded documents belonging to a network administrator. I used my strong power of intuition to determine that these belonged to an administrator.

Judging from the next photo, “Fred” is obviously unhappy with his job—he’s hard at work surfing careerbuilder.com in search of a new position. This printout reveals an awful lot about Fred. What else can you tell me about him based on this single document?

[image: image]

For starters, it’s very probable that Fred’s got a four-year degree of some kind, otherwise he wouldn’t have printed out a job description that required that much schooling. It’s a good bet that he makes a good deal less than $80,000 a year, judging from the position’s salary, that he’s looking for a full-time gig, and that he’s probably working in the Defense Aerospace industry. Stuff like this makes me want to write Foreign Intelligence Service Recruiting for Dummies. Forget all the hard work of finding a mark’s name, email address, employer, educational background, department of defense affiliation and career aspirations. All it takes is a brainless dumpster sweep to find juicy recruiting targets.

[image: image]
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Personal info is one thing, but I find sensitive corporate information all the time as well. The next photo shows a purchase order, detailing a company’s several thousand-dollar purchase.

[image: image]

Although the form is quite dated, it lists a great deal of information including the client’s name, address and phone number, a description of the service (which is technical in nature and reveals information about the inner workings of the client), and authorized management signatures (which may be of use to a forger if the manager is still employed with the service company).

A purchase order isn’t really a big deal, but I think the next document might be. It’s marked “Do Not Disseminate.”

[image: image]

Disseminate is such a big word that I think people might not understand what it means. This causes obvious problems when it comes time to discard (or should I say throw away) the document. Confusing phrases abound though, like proprietary information. I found it written on the next document which was lying on the ground outside a dumpster.

[image: image]

A clearer phrase to use might be “For Internal Use Only.” But even this phrase is obviously somewhat confusing, because I found it written on this now-famous dumpster dangling document.

[image: image]

I guess I miss the point of warning phrases like these. Inigo Montoya had it right in The Princess Bride when he said “You keep using that [phrase]. I do not think it means what you think it means.” I vote for banning confusing phrases like Proprietary Information and Do not disseminate. I vote for splashing every document with a clearer tagline like “Put In Parking Lot For Everyone To Read.” At least then there’s no confusion about what people are supposed to do when it comes time to throw the thing away.

And just in case you think it’s an awful lot of effort to walk past a dumpster and grab stuff that’s hanging out of it, I’ve got good news. Sometimes if you’re really lucky, all you have to do is stand in a parking lot on a windy day and wait for sensitive stuff to blow right into your face. That’s exactly what happened to my buddy Mike at work one day. He grabbed the offending document and after discovering it didn’t belong to his employer, he shared it with me. Now I’m sharing it with you.

[image: image]

This bunch of scribble might not look like much to the untrained eye, but any techie will tell you that this map outlines everything needed to take control of a computer network. The (blurred) IP addresses is a real live address, and the username (admin) and password (blurred, beginning with the letters “G” and “a”) provide everything needed to log into the machine as an administrator. Another password (blurred, beginning with “R0ck3t”) written at the top of the page provides access to another private IP address (blurred, ending with “0.57”), and perhaps to other machines on the private network. The routing and subnet map along with terms like packet filter and strict routing reveal that the scribbler is technically adept, while terms like AES128, MD5 and ipsec indicate that he or she is at least somewhat security-conscious, but the simple fact remains that this document was tossed aside (along with other documents Mike didn’t bother to pluck out of the air) as if it were not important.

A high-tech attacker could spend hours, days, or weeks poking at the external box in an attempt to bypass AES-128 encryption and IPSEC to gain access to the private network behind it. Even then, he or she would struggle to bypass the security of the internal machines, to gain access to the “rocket” box. On the other hand, a no-tech hacker can bypass the security of the entire network in moments, just by peeling a document off his face and hanging on to it.

Fortunately, this kind of parking lot fodder is pretty rare. Admittedly, I’ve only seen a handful of cases that were this blatant. Most of the time I have to really push the limits and actually stick my head into the dumpster and peer inside. I discovered the next document in a dumpster on top of an open box of similar papers. The doc lists client names, account information, and a handy list of sales reps, the commissions they made and their Social Security numbers. A rival company might be interested in these documents, but an identity thief would have a field day with them.

[image: image]

When I found the dumpster shown in the next photo, I was disappointed because it had obviously just been emptied. The scattering of white envelopes left behind seemed innocuous enough, until I read the words healthcare information in bold red lettering. The rough, ripped edge of the envelope shown in the next photo seemed to suggest that some dummy had gotten the invoice in the mail, opened it, stuffed it back in the envelope and threw it out for a creepy (talented) no-tech hacker like me. If this were my invoice, I would have shredded it, then used the scraps to line my cat’s litter box—which seems to deter even the most dedicated of dumpster divers.

[image: image]

But the white envelope was not alone in this dumpster. I spotted a few more envelopes, each bearing the same scarlet lettering, and realized that each of the other envelopes (like the one shown in the next photo) was unopened, and each one had a different mailing address.

[image: image]

Curious, I walked around to the front of the building to check the tenant listing. Sure enough, the building directory listed the name of the healthcare provider I had seen stamped on the discarded envelopes. At that moment I knew that this was not a careless patient, but rather a careless healthcare provider.

I vaguely remembered something about legislation that threatened stiff penalties for healthcare providers that leaked patient information. A later Google search (yes, Google, and not Yahoo, thanks) revealed that the amendment to the Internal Revenue Service code of 1986, known by the acronym HIPAA (the Health Insurance Portability & Accountability Act) dealt with patient privacy. Specifically, it accounts for the “Protection of confidentiality and security of health data through setting and enforcing standards” and threatens fines of up to $250,000 for blatant abuses of its suggested standards. Although I knew this was not a quarter-million-dollar offense, I knew someone somewhere would probably be ticked off to know what this company was up to.


So did you tell them?

I have a feeling I’ll be putting this sidebar in just about every chapter, but it bears repeating. I see this kind of near-criminal negligence all the time, but I hardly ever report it. I know from a moral standpoint that I should, but I have rotten luck reporting my finds. I’ve been scolded, threatened with legal action and harassed one too many times for trying to do the right thing. So for now, I’m out of the reporting game. Instead, I use the edited versions of these photos in my books and talks to raise awareness about the seriousness of the problem. At least in this way, these photos can serve some sort of positive end.



So what’s the solution? First, raise awareness about the importance of trash. Signs like the one in the next photo are a nice reminder.
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A lock to secure the dumpster gate is also a nice touch.

[image: image]

Even if this gate were locked, a motivated dumpster diver would just hop the fence. A gate lock combined with a dumpster lock isn’t a half-bad idea, but when it comes to clamping down on dangerous dumpster docs, the golden rule is to shred everything. But shredding is a subjective word. There are lots of varieties of shredders, each of which provides a different level of security. A general-purpose strip-cut shredder will shred documents into vertical strips which can be easily reassembled. A cross cut shredder will cut the vertical strips horizontally. The smaller the resultant shred, the harder it is to reassemble the document. For example, a basic strip-cut shredder cuts documents into 1/8” by 1 1/8” pieces, like the ones shown in this photo.
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A top of the line, ultra-aggressive scanner will obliterate documents into 1 mm x 5 mm dust particles (shown in the next photo) that would frustrate even the world’s best spy agencies.

[image: image]

Table 1.1 lists shredder specifications from least secure to most secure.

Table 1.1 Shredder Specifications

[image: image]

A decent “micro-cut” shredder from an office supply store will cost around $200, and can cut paper, CDs and even credit cards into 3/32 × 5/16 pieces, for better than average security. Generally speaking, you’ll get what you pay for. Whatever you chose, anything’s better than putting documents in the trash in one piece, or laying them in the parking lot.

It’s also smart to know what’s in your trash before the bad guys do. If you’re in charge of security for your company, consider at least a weekly visit to your dumpster. Get a feel for what’s being tossed and what condition it’s in when it lands in the big green box. If you’re a consumer looking to protect your privacy, get a personal shredder and have a discussion with your family members about what should be shredded before being thrown away. If your family refuses to comply, you might consider relocating them. If they are not particularly noisy, you might find another great use for a dumpster with a lock on the lid.



(just kidding!)





Chapter 2 Tailgating


Hackers and Ninja go together like … smart people and stealthy assassins. OK, in reality, they really don’t go well together at all unless you have a really smart ninja or a really deadly hacker, in which case we’re more talking about ninja hackers, which in an entirely different breed. Don’t even get me started about pirate ninja hackers. But I digress. Hackers and ninja both like wearing black, and they do share the ability to slip inside a building and blend with the shadows. They can also both do that smoke trick—the one that lets them pass through walls unscathed, engulfed by a cool-looking (but smelly) cloud of smoke. Impossible, you say? Hardly. Read on as I reveal yet another bit of pure, no-tech hacker (ninja) magic.

P.S. – I humbly apologize to my Bujinkan brothers and sisters for the stereotypical (but culturally relevant) description of the ninja.



Introduction to Tailgating

Tailgating simply means following an authorized person into a building—basically, riding on their coattails. When I suggested tailgating into a veritable fortress, Vince opted for the washcloth trick. His idea was better given the situation, but tailgating is still one of the best no-tech methods for gaining access to a secured building. Tailgating has become a household term, meaning it’s a common problem.

Years ago, I was tasked with a physical assessment against a state government facility. The facility was split into two distinct areas: an open area to accommodate the general public and a restricted area for state employees. We were tasked with entering the restricted area and gaining access to the closed computer network inside. Our initial reconnaissance revealed that the open and restricted areas were connected, but an armed guard stood watch over the connecting hallway. The front door to the secured area was similarly protected. Doors armed with swipe card readers (none of which appeared vulnerable to the washcloth trick) protected each of the side doors. To make matters worse for my team, armed guards in marked vehicles patrolled the parking lots.

Although at first discouraged by the heavy security, we kept up our surveillance and eventually hit pay dirt. Huddled around a side entrance to the secured area, we spotted a group of employees chatting away while having a smoke. I knew immediately we had found our way in. We headed to the nearest gas station where I bought a pack of cigarettes and a lighter.

I had come prepared to social engineer my way into the building as a phone technician.1 I wore cruddy jeans, work boots, and a white T-shirt with a phone company logo. I had a phone company employee badge clipped to my collar. My bright-yellow toolbox sported phone company logos and the clear top revealed a small stack of branded payphone info-strips. The toolbox was filled with phone test equipment. A battered hardhat completed the look.

The official-looking getup was, of course, a complete fabrication. I downloaded the phone company logo from the Internet. I printed the T-shirt myself using iron-on transfer paper. I printed the badge on my home printer and laminated it with a $2 kit. The payphone strips were liberated from some local payphones. The phone test gear was legitimate, collected from various sources for just such an occasion. I found the hardhat abandoned on the side of the road. Its battered condition made it more convincing.

[image: image]

Approaching the group of smokers would have been a bad idea, regardless of how good an actor I turned out to be. If they watched me approach from the parking lot, they would consider me an outsider. If instead they came out of the building and found me already there, halfway through a smoke, they might assume I had come out of the building for a break.

After the group of smokers headed back inside, I hurried to the side door and lit up a cigarette. Two employees eventually came out and began talking between themselves. I nodded casually and joined in their small talk. They chattered about company politics and I nodded at appropriate moments, making sure to blow smoke up into the air every now and then to convince them of my familiarity with cigarettes. I grunted about how the phone system had been acting up lately. They laughed and agreed (lucky for me) and I tried not to gag on the cigarette, wondering the whole time if I was turning as green as I felt. As they put out their smokes, they swiped their badges to return inside. I flicked my cigarette into the road—which is a corporate smoker faux pas–and held the door open for them. They thanked me for the kind gesture and I filed in behind them. Let me say that again. They thanked me for holding the door for them despite the fact that I had just broken into their building because of them. Once inside I had my way with the facility.

I made my way through the building and was never challenged. At one point, I even walked through the security office. The receptionist looked surprised to see me until I pointed to an empty desk and told her the phone was broken. She wasn’t sure whether the phone was broken or not but she let me in. After all, I was the phone guy. I plopped my toolbox on the desk, picked up the phone and heard a dial tone. I shook my head, put the phone back on the cradle and lifted my toolbox off the desk, along with a stack of important-looking papers. I left the office grumbling about stupid work orders and how they always give me the wrong jack number and how it always made me look like an idiot. The receptionist giggled and told me to come back any time. I think she liked me. It was probably the helmet.

All in all, it was a good day. We popped yet another fortress with a series of simple, no-tech attacks. We left with piles of documents proving we had been inside, and my paperback-sized computer was loaded with hundreds of megabytes of sensitive State data. The employees never challenged me because they recognized the logo on my shirt and badge. Since the logos and the gear looked legit, I was probably who I appeared to be. But I had purposely played the role of a technician from the wrong phone company. The company I selected was a recognized data and voice service provider, but they didn’t provide local hardware support. In layman’s terms, even if I was an employee of that phone company, I had no business being in the facility, and even if I did, I wouldn’t have been testing phone handsets.

It all boiled down to playing a convincing role. I used the age-old technique of tailgating to gain initial access to the building and then threw in a healthy dose of social engineering to schmooze everyone I ran into inside the building. Every employee took me at face value, even though any one of them could have put an immediate end to the break-in.

The phone technician gag isn’t the only one at my disposal. Depending on the situation, I could have played the role of a delivery person, an electrician, a plumber, an elevator repairman or any other kind of service person. The choices are endless. All I need to do is be in the right place at the right time, present a convincing demeanor, and dress the part. Finding the right place and time takes patience. Schmoozing takes practice.

Dressing the part takes a bit more work, but even this is relatively simple. Let’s take a look at what’s required to get the right look.

Dressing the Part

Getting a photo helps. At first, I had trouble with this. Thinking people would get weirded out by my stalker ways, I remember I would did just about everything in my power to keep them from catching me in the act. I captured this photo of a phone service technician while driving.

[image: image]

Check out the perfectly focused stickers on my window (and yes, avid no-tech hacker, I drove a Honda at the time). To make matters worse, the guy saw me take his picture, and turned to watch as I drove past. He probably made a mental note of my license plate number and called it in to the local phone technician stalker hotline. So much for stealth. Once I even stepped off the sidewalk into a row of bushes to snag a quality covert photo of an approaching delivery guy. The photo didn’t turn out, but at least I made a new friend. The delivery guy was nice enough to help me out of the prickly holly thicket.

Eventually I learned to follow my own advice and now I opt for a simpler approach—I just ask my target for permission to snap a few photos. I ask politely (avoiding those stalker vibes) and most people are more than happy to oblige me. In some cases, I make up a story about my kid liking big trucks, and ask if my target would mind posing for a quick photo. After, all, who’s going to deny a little kid happiness? The delivery guy shown in the next (heavily blurred) photo was extremely accommodating. I got a photo of his truck, his outfit and even his employee badge—more than enough detail to pull together a convincing delivery-guy persona.

[image: image]


Don’t shoot the messenger!

So the delivery guy let me take his picture. Should he be fired, or even reprimanded if I use his photo to break into some place dressed like him? Hardly. If I can wander around inside a target building dressed as a delivery guy, helping myself to sooper-secret documents, there’s a problem with my target’s security program. What it boils down to is that most folks take the world at face value. If an employee sees a familiar logo on a badge or a polo shirt, he or she will naturally assume I am who I appear to be. It’s socially awkward to confront an unfamiliar person, but as I’ve already said—it takes just one vigilant person to stop my team in its tracks.



I’m sorry to say that I blurred everything recognizable from the next photo, but take my word for it; it’s a delivery guy from another popular delivery company.

[image: image]

The phone technician in the next photo was hard at work on his laptop when I snapped the picture. Since he was so polite in allowing me to photograph him, I chose not to shoulder surf his session.

[image: image]

What if I told you one of the phone guys shown in the next photo was a phony? Would you be able to tell me which one?

[image: image]

Is the guy in the next photo a gas and electric technician or a hacker? He’s got an official-looking hat with just the right gas and electric logos, and he’s carrying an electronic gizmo. Considering this is exactly how many gas and electric employees dress when doing field work, you might never know the difference.

[image: image]

As a final example, consider the techie in the next photo. Scenes like this are relatively common in today’s high-tech environments. He’s obviously pondering a deep technical issue that mere mortals could never fully understand. It seemed rude to disturb him as he toiled away, so I just snapped some photos.

[image: image]

However, as the next photo shows, he’s no ordinary techie. Yes, he’s got his laptop jacked into an ATM machine.

[image: image]

Does this make him more suspicious that he was a moment ago? Probably not. Could he be a hacker? Maybe. The odds suggest that he’s exactly who he appears to be—an ATM repair guy with an ID badge and everything. But doesn’t every decent ATM hacker carry some sort of legitimate-looking badge?

When it comes time to bust your first potential hacker as a security-conscious citizen, you’ll most likely have serious misgivings about the situation. Approaching any hard-core techie in mid-algorithm is a universally stupid idea. Techies get grumpy about stuff like that. Besides, he’ll be really grumpy if you jack his flow and he turns out to be legitimately plugging away at his underpaying job. On the other hand, if this guy has the stones to hack an ATM smack-dab in the middle of a busy hallway, he’s probably got no qualms about rattling off a bold-faced lie to get you to go away. If he’s got real skill, he’ll talk you out of your employee badge so he doesn’t get hassled anymore as he tries to protect your bank account from evil ATM hackers.

Correctly assessing the situation can be dizzying, but fortunately you don’t need to play vigilante. If you think something’s up, tell someone who gets paid to care. Security guards, police officers, air marshals, mirror-shaded Secret Service agents and school crossing guards all care very deeply about protecting those in their charge. And even if they don’t care about protecting anything but themselves, most of them enjoy the paycheck their work produces. So the odds are pretty good that if you tell them about a potential security threat, they’ll either do something about it or get fired when that particular bad guy ends up robbing the place blind. Either way, it’s better to allow them the opportunity to do their job rather than play full-time hall monitor. I’m sure you have better things to do than annoying innocent bystanders.

And to those in charge of security guards, police officers, air marshals, mirror-shaded Secret Service agents and school crossing guards: make sure your people are informed enough to know how to handle “visitors” and that they tend to not choose the plank instead of doing the right thing. And keep an eye out for situations that seem to invite tailgating. For example, the next photo shows a woman swiping into the secured door of a U.S. government facility.
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The next photo shows the same door approximately ten seconds later.

[image: image]

After fifteen seconds or so, the door finally shut, allowing more than enough time for an intruder to slip through. The lady that swiped was nowhere to be found. Pay attention to these situations. The bad guys certainly do.

Real-World Tailgating Exercise

Tailgating describes the act of following an individual into a secured area, but getting in is only the beginning. Join me as I show you what a typical tailgating session looks like. I gained access to my target building by following an employee in through a side door. Although I tailgated behind the employee, I later realized the door wasn’t even locked. It did, however sport an Emergency Exit Only sign. Once inside the building, I got my camera ready. As soon as I did, I found another employee wandering the hallway. I held the camera to my waist, and took the series of photos shown below.
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The lady had a kind face and was very polite. I felt bad for snagging this rapid-fire series of photos that show the details of her lanyard and badge, but she wasn’t the only security-unconscious employee. I captured several other badge shots while inside the building.

As I wandered the halls, I found this trash bag sitting outside a locked office door.
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The clear bag revealed a pretty typical assortment of office garbage: banana peels, soda cans, paper plates and American Express bills.

Most of the offices inside the building were locked, protected by proximity card readers. Opting for the no-tech approach, I ignored these locked spaces and continued wandering. I took the next photo outside one office suite.

[image: image]

The phone wasn’t nearly as interesting as it could have been. Instead of a handy personnel directory, it listed the calling features of the phone: call waiting, conference calling, call forwarding and call parking. The pile of mail, on the other hand, seemed very interesting. Adopting the hands-off approach, I didn’t rifle through it, but the top envelope was another American Express bill.

As I continued to wander the hallways, I spotted an open door that looked like a janitor’s closet. I angled myself to get a look inside, and froze in my tracks.

[image: image]

This was no janitor closet—this was a network closet. This holy grail of tailgaters was sitting before me, wide open and completely unattended. Not only that, but each of the consoles was logged in, allowing me to do whatever I wanted to the company’s phone and computer network systems. I could have installed a backdoor, dropped a worm (“… a multi-headed worm to break an encryption and sniff out digital footprints throughout an encrypted network,” as John Travolta in the movie Swordfish once said) or whatever I wanted. Or I could have opted for a less Hollywood approach and installed my own WAP or a hardware key logger. Either way, the company’s phone calls, emails and confidential info were at my disposal, without having to leverage a single high-tech attack.

Although most facilities are much more security-conscious than this one, every single real-world attack I’ve launched in my professional career has involved some sort of no-tech hacking angle. Keep your eyes open as you walk through your everyday life, think like a hacker, and you’ll begin to see these things as well.


1 Of course, the phone company I emulated had no part in this. I have no affiliation with them, and this attack in no way reflects a security problem with that particular phone company. Neither my company nor I endorse this kind of behavior except in conjunction with an authorized security test. And please don’t full-body tackle every poor phone technician you spot in the hallway.








End of sample




    To search for additional titles please go to 

    
    http://search.overdrive.com.   


OEBPS/images/249-1.jpg





OEBPS/images/35-2.jpg





OEBPS/images/58-1.jpg





OEBPS/images/35-1.jpg





OEBPS/images/241-1.jpg





OEBPS/images/73-1.jpg





OEBPS/images/96-2.jpg





OEBPS/images/tbl1.1.jpg
Type Shred size Purpose

Strip cut 38" General documents

Cross cut 38" x 112" -3 38" General Documents

Strip cut 4 - 18" Sensitive documents

Strip cut ne" Confidential documents

Cross cut 118" x 1-17/8" Confidential documents

Cross cut 116" x 5/8" Secret Documents

Cross cut 132" x 12" Us DoD and Canadian RCMP
rated Top Secret documents

Cross-cut 126" x 1/5" Highest security level backed

(1mm x Smm)

by UsS. government







OEBPS/images/96-1.jpg








OEBPS/images/237-2.jpg





OEBPS/images/214-1.jpg
Search forFies

DIV

IIIII

20568






OEBPS/images/237-1.jpg





OEBPS/images/47-1.jpg





OEBPS/images/24-1.jpg





OEBPS/images/252-2.jpg





OEBPS/images/252-1.jpg





OEBPS/images/62-1.jpg





OEBPS/images/85-2.jpg





OEBPS/images/85-1.jpg





OEBPS/images/204-1.jpg
T R————

Home Phone: - -

LY} .
SN -

Larguge: Engish
[T — e ——

Offce Hours: Mon ~Fri 56 PM. Seturday by app.orly

Malpractie Insarance: -
Phone No.
Polcy No. |
Exp. Date 0

Claims Made: two setlements 2002, no history ofinsurarce deaial, termination o
estictior.

Name of Professional Schoal,_ s g S e g
= - -

o rres

T T MG T ohw |G O | 0T [OBT | Gov 4





OEBPS/images/59-2.jpg





OEBPS/images/36-1.jpg





OEBPS/images/59-1.jpg





OEBPS/images/36-2.jpg





OEBPS/images/242-1.jpg





OEBPS/images/51-1.jpg





OEBPS/images/74-1.jpg





OEBPS/images/97-1.jpg
srur 1220

-

L2}
Dt=20FOU

16:49:05 40 - 120090 R ')






OEBPS/images/74-2.jpg
Jrgnipes.com - Cch yibging Jech pick - Dryntew,

i eee mare s ioapfeap e e

. QUICK VIBRATING LOCKPICK

Ot i s cometo e i dsorcy i e o s o s day s
e e s R
Bl S s o ot o g
e et neemingt e s o el b e e

6 o 5 iy





OEBPS/images/97-2.jpg





OEBPS/images/215-1.jpg
666 -
Y
N Searh or s

iToes
§ wasic
& pewres i
B Tex nY
1 fies 2

e ame it Abum
@ wiebur  snd armng rehbo comy  mpaMiG
@ white  slave  good by 18-inc...o0.com-group-whitegir7Binterr.mpg.
@ 5l Kell - Office: o takes it .mpg
8 Beastaity - cute dark and biond wom... dogs, one big dane - -mpg
[@ Amateur -  Videotape Roommate: . - Underground Video - Porn .mpg
8 Aduit Movies - Beautiful French Teen .idell What A Trampll Wo.mpg

@ rebecca wid - Full Service Nurse - 350Kbps mpA2 - sex porm xcxmpeg
8 Slonde GirIn Latex Stockings | With A Big Cucumbermpg
Inia ngian Sex Prety Indian Chick Ha..y And tockings (1 Of 4) Chrst.mpg

B Devon - Sexmpg 3.0m8
9) (Adul0 - JemnaJameson Nurse.mog 33.7v8
[

@ big giant huge 15 inch - -





OEBPS/images/238-1.jpg





OEBPS/images/238-2.jpg





OEBPS/images/48-2.jpg





OEBPS/images/25-1.jpg





OEBPS/images/48-1.jpg





OEBPS/images/25-2.jpg





OEBPS/images/230-1.jpg
update request fron Client
s the IP session.

ing IP Address: 16.168.7.26
‘Creating 1CP socket for 1.52.20.4 on 462
Comecting to server at 16.52.20.4...

A TCP comnection to the server has been established

Record update request from Client
Close the IP session.

Using IP Address: 18.168.7.26

Creating 1CP socket for 16.52.26.4 on 462
ing to server at 10.52.28.4...

ction to the server has been estab;

ipdate request fron Client






OEBPS/images/253-1.jpg





OEBPS/images/40-2.jpg





OEBPS/images/40-1.jpg





OEBPS/images/86-1.jpg





OEBPS/images/x25A1.gif





OEBPS/images/265-1.jpg





OEBPS/images/265-2.jpg





OEBPS/images/6-1.jpg





OEBPS/images/86-2.jpg





OEBPS/images/6-2.jpg





OEBPS/images/18-1.jpg





OEBPS/images/209-1.jpg
006 0

3 Tt

ot R

Account Tnformation Summery. (RTINS EICEIEIT

e e T e ——

Schedied Paymat A
Dae Vi Dteecy it
Reponed.

D of Lt Acivy

(Chege O Aroat
Balows Papet Asoist

Dae Cisst:

O—
Crdoe Cheearon: (Acivey Desrpion

beterd Py Sa D
eloen Payoent Due:

e ofLow:

o T
-— o o [ o BEEEN
pem— —

v o

o stnoe o

e e e

ey =

e e s

o s e

forr—
=eefe

ve

oS T Tar

[T

572990 | Q3 OREC [OTRK |05 DOV

TXX I e






OEBPS/images/247-1.jpg





OEBPS/images/10-2.jpg
— ey






OEBPS/images/10-1.jpg





OEBPS/images/224-1.jpg
’
s—





OEBPS/images/56-1.jpg





OEBPS/images/201-2.jpg
— el

i Crargs o g:.u_.,

pr——
wetn Toum
Taxes, asd Surcharges & Fees i 300
T T T
[—
Vist werw.Sprintpes.com for a comolets ksting of account activity ang call deal
Call Detail

‘Voice Cal Detail
fows [ [Pore
i

£l
St






OEBPS/images/201-1.jpg
Invoice

nvoke Namber:

10, ot 50 oo
i D e D
L)
e
P e
e e
|
st P
T
Tod nvoice Amooet 0000
CheckCrd Mmoo P At

oy





OEBPS/images/33-1.jpg





OEBPS/images/262-1.jpg





OEBPS/images/82-1.jpg





OEBPS/images/94-2.jpg
bl o Bl SR






OEBPS/images/94-1.jpg





OEBPS/images/tbl70-1.jpg
Low Boundary High Boundary sticking Point
T 2 5
4 s as
s 85 8

n 2 s
145 155 15
5 185 ®
2 2 25
24 5 us
215 %5 »
3 2 ns
4 S s
75 5 E)






OEBPS/images/79-1.jpg
-T2l





OEBPS/images/79-2.jpg





OEBPS/images/198-1.jpg
K Wat's New? ANATISE 55T AT A
e Jax | 2 Unnown Artist o5
2 teetboven 2
Ludwiz van Besthoven, compo... 2=
The sesties
| serTankan
| Chuccgerry.

@ beethoven

Classca - bach - Plano Conc.. Classica 28 keps
(i besthoren - 9thsymphonymp3 128 kb5
Beethowen - 7th Symphony.mo3 128kbps
Classical - eethoven - 6th 5. 190kbs
Trans-Sierian Orchestra & V. 128kbs
Reothowr'c SthSymhony  Roethowno'c I3 Night | 18khre Trane- | kok

Classca - Vivald, oza, Be. 128ubps ok
Bectnonen Mocnlgnt senste | Gl for risxston . 128 Kops Cssse.
Hardi - Sysptiny 0. o T 2onus Ax
omae  maewes 3 128kpe snoven ok
Fureise 2 1124bps Beethoven ok
© Downloads Classical-Beethoven - Tre Bl 1284655 *k

- John Fogerty = George Thoros. 160kbps ke





OEBPS/images/235-2.jpg





OEBPS/images/45-2.jpg
“Vahoo! Messenget
Loor, 6 Vossorge 11 ey

=]

[© Commeed am,





OEBPS/images/235-1.jpg





OEBPS/images/45-1.jpg





OEBPS/images/212-1.jpg
666 7 Credit Card Account i doc.

Credit Card Account s

Royal Bank (Visa Classic)————4S10: 0
Bank of Montreal(Master Card)-———S191
Canadian Tire Options(Master Card)—$446
TD Emerald(Visa)}———— 4520
American Express Card———————3738

T T AT G T T TR i A AETART P





OEBPS/images/250-2.jpg





OEBPS/images/250-1.jpg





OEBPS/images/83-1.jpg





OEBPS/images/5-1.jpg
‘g nkinccui/
iSeninate,

8ted Lo ;,,7





OEBPS/images/5-2.jpg





OEBPS/images/68-1.jpg





OEBPS/page-template.xpgt
 

   
    
		 
    
  
     
		 
		 
    

     
		 
    

     
		 
		 
    

     
		 
    

     
		 
		 
    

     
         
             
             
             
             
             
             
        
    

  

   
     
  





OEBPS/images/19-2.jpg





OEBPS/images/19-1.jpg





OEBPS/images/248-2.jpg





OEBPS/images/248-1.jpg





OEBPS/images/11-1.jpg





OEBPS/images/34-1.jpg





OEBPS/images/57-1.jpg





OEBPS/images/34-2.jpg





OEBPS/images/fig6.82.jpg
eone L5 W S W Spdf (9 pages)

B 0 =)} } EmEE

Drower _ Previous Next __Page Back/Forward  Zoom In_Zoom Out Tool Mode.






OEBPS/images/11-2.jpg





OEBPS/images/fig6.81.jpg
-pdf (9 pages)

O 3 ST+
® Q GEmas

Drawer [Foward  Zoom InZoom Out Tool Mode

This PDF is password protected.

Please type the password below.

Passwore: [ERSRS





OEBPS/images/263-2.jpg





OEBPS/images/fig6.80.jpg
i

password, :





OEBPS/images/240-2.jpg





OEBPS/images/263-1.jpg





OEBPS/images/240-1.jpg





OEBPS/images/72-1.jpg





OEBPS/images/95-1.jpg





OEBPS/images/95-2.jpg





OEBPS/images/fig6.1.jpg
YOUR INPUT: johmay.ihackstuf.com
PING johnny.ihackstuff.com (216.133.72.171) from 24.95.172.235 1 56(34) bytes of data.
64 bytes from earth.noxus.net (216.133.72.171): icmp_seqel ttl-5¢ time=122 ms

64 bytes from carth.nexus.net (216.133.72,171): icmp_seqe2 ttle56 time=122
64 bytes from earth.nexus.net (216.133.72.171): icmp_seqe3 tl«

64 bytes from carth.nexus.net (216.133.72.171): icmp_
--- johnny.ihackstuff.com ping statistic

4 packets transmitted, 4 received, 0% loss, time 303éms
ztt min/avg/max/mdev = 120.970/122.375/123.953/1.061 =s






OEBPS/images/fig6.2.jpg
 Mtp://www.cs.wisc.edu/cgi-bin/fingertimc@tornado 0

1~(Q- nurt /cg1-bin/finger? i real fe” D

[tincktornado.cs.visc.edul
Login nase: tinc (mes
Directory: /u/t/i/tine

since Jan 31 08127133 on 10
since Jan 31 08134131 on pta/l trom cookie.cs.visc.eds
3 days 4 hours Idle Tine
since Jan 31 15126109 on pta/d from 10.0
1 hour 22 minutes Idle Time
since Jan 31 15128116 on pra’é from
5 hours § minutes Idle Tise
since Jan 31 15130,
1 day 0 hours 1al
since Jan 31 15143154 on pa/7 from
3 hours ¢ minutes Idle Time
since Jan 31 15157118 on pta/t from 10.0
1 day s hours 1dle Time
since Feb 2 1358115 on pta/l0 from orange.cs.visc.eds
1 day 0 hours 1dle Time
since Peb 2 1358115 on pta/y from orange.cs.visc.eds
22 hours Idle Tine
since Feb 2 1338115 on pta/2 from orange.cs.visc.edu
37 minates 1dle Time
since Feb 2 16104151 on pta/il from orange.
38 ninstes Idle Time
on since Jan 31 15:26:

22 1dle Time

8 88 88 3883878 88

wise.odu

vise.edu/-tine™>






OEBPS/images/fig6.5.jpg
Device List for Student Enrollment - Ipswitch WhatsUp Professional :
Gl SR murimeonzon

Explorer
agaress
8 Suramnr  sadgenarner st oa sz
B8 wom [y s
8 wiom [T 257
B sesex prrsp—— 25
B o i anh —_— 24
B Gromieag  aronhesdsan s 3
8 2 Ferp—, s
B Chass chaos est edn 251






OEBPS/images/fig6.6.jpg
Tobies-Fules Table (Tabl:fiter, Chi: 1NPUT)
iy Packets Byies Toruet rotoco Opters Iapat OUUL Source Destnstion Other Setings

KOTE: At ubmitin chanaes
o ke th changes acee

eaigursion to lash






OEBPS/images/fig6.3.jpg
eno PHPort Scanner
a > e +] @ nupmwww. +=/Q inur:portscan.php “from Port"P

PHPort Scanner

e T e—
Venon: S1b

Enter Scanning Arguments

Target r—
Port Range start:
Port Range Finish: [N
Timeout Secy:

Protocol Selection:
)
uDPe

Output Selection:
Minimal @
Verbose &

Very Verbose ®

‘Timing Selection:

Normal &





OEBPS/images/fig6.4.jpg
CITTTT—

WebUtil Version: 2.7

E

By T Pogpe Master

Make Your Choice Below

Note: Depending on present net traffc and the speed of your lnk,
‘Some ofthese commands may take a long time. Ptience is a virtue.

i

i

‘WebUI © Copyright 1998-2001 The Puppst Master
Pussompl s © Copyright The CGUPsa Coskbork.
by Matt Waght & Crig Ptchett






OEBPS/images/fig6.9.jpg
bt yoursmootie servces  networkig v logs ok mavenance

Welcame o Smosh el Exress 20

e & You' gy 1o contrig and ot rour Soomal
e Pledse ke st 1o oad e TN Sir G o
econdauing s Soool el e gde 3 aralabe o ober
et fom ow webste

-
[

16 414375 221 D sers osa average: 004,001,000

Produced i assastion with [ 2 EEEIRY s
epesszopuset 92000 2003 T Smoota Team.
et 4 vt of smoorwas Limtas Creats -porons Ccrgral o






OEBPS/images/fig6.7.jpg
Speedstream Router Management Interface

i ie ~(Q- intitle:"Speedstream Router Mimgtmtn \merh:z

@ Help
System Summary

System Type: SpeedStream 5100-Series
Home Config Part #: 003-6145-505
Firmware Part #: 004-E141-A1Z

MAC Address: 00:08:23:0A:DF 6D

Login

Status and
Statistics

Point to Point Connection Summary:

1 PPPoA(0) 80.53.144.169 (_Disconnect )

Reboot






OEBPS/images/fig6.8.jpg
806

O Router Setup Home o
%

oo

AN Settings
OHP Cient Lnt

‘Connection Type
ons.
MAC Adaress

‘Channel 1nd 530
Encypion
Use 30 Accoss Point

‘Appicaton Gatewsys
Vetus Servers

Coent 9 Fitars

MAC Adaross Fitaring
oz

WAN Ping Blocking
Securty Log

Parsota Control
Restar Router

Restors Factoy Detaut
SeveBachup Sating
Restors Previous
Settings

Fimars Updte
System Satings

W_'

Home | Help | Login _ Internet Stats: Connected

Status

You wil need o og i before you can change any settings.

T T —
LAN/WLAN MAC 00-30-B0-C7-F5-86

Firmware Version  12.00.005

Boot Version 1000010 1P sddress 192.168.0.1
Mardware o ‘Subnet mask. 2852582550
Seral No. A37036468 OHCP Server Enabied

WANMAC address  00-30-80-C7-F587  NAT Enavied
Connection Type __DriAMIC Firewsl Settings _ Ensbied
Subnet mask. 255255.2550 ssto wonderiand
Wan 19 Encrypion Oisable
Defautt gatewsy

NS Address






OEBPS/images/fig6.79.jpg
BIOI6 - -
[« > J[e] ] @ mormmsesgecamenens @ cooge

-

- — -

—— e — - ——
- — —
GOV I S s .pof - Similar pages

m —— 0 —— -

- ———
i L - F 3






OEBPS/images/fig6.78.jpg
eo006 =000 0o
B HMOr = ] ]

Drawer ricions Nex  Page  Back/fovard

frerm
Ol






OEBPS/images/fig6.77.jpg
Google






OEBPS/images/fig6.76.jpg
bank
routings bank:
accounts bankj
<accountn buak
- sn:
paypal pass
& paypal_passwd
paypal_passwd:
ebayid:
cbaypass:
LRI IR -
- et @ N e 73 S0 T M O et Cre -
Vg $ TN i W . - - gt | §
s e 33 2 i s e ey P4 T
N et P Oy s fows s Soeratgr Chock (REIAE &

Checking acceum “ < s+ Routing number: -






OEBPS/images/236-1.jpg





OEBPS/images/fig6.75.jpg
CE3 13/ ] - T






OEBPS/images/199-1.jpg
IS ———— SRS UL

el

EE

2004

R
]

2003
n

TACE

MO
SH
0
L
SH
MO
MO
MO
SH
SH
MO
i
™
MO
MO
MO

o
S

3

T

‘Corporation Clients | Accountant
-
.
SecT






OEBPS/images/fig6.74.jpg
(< > W e [+ JIChsr64.233.161. 104 searcw






OEBPS/images/23-1.jpg





OEBPS/images/46-1.jpg





OEBPS/images/fig6.73.jpg
Google

Q-

f, |

M_ .

i

W “r [ — m
15 il it L
“t- i — _ ,
o (R _:
S sl !






OEBPS/images/23-2.jpg
b





OEBPS/images/fig6.72.jpg
™
Y
4

= L 1n) -.. &4

.,1&32 §§g

5 | :

<
[Som=0

[“8au 220 a3 suzuenuz3zuzzzzaz333a






OEBPS/images/213-1.jpg
666 | visitl.doc

OF Toms [T





OEBPS/images/fig6.71.jpg





OEBPS/images/fig6.70.jpg
| < » [ ¢ |[ + ] [Clhup://64.233.161.104/search?q=cache:00pmIlk7iM) =






OEBPS/images/251-1.jpg





OEBPS/images/84-1.jpg
o





OEBPS/images/4-2.jpg





OEBPS/images/69-1.jpg





OEBPS/images/69-2.jpg





OEBPS/images/69-3.jpg





OEBPS/images/4-1.jpg





OEBPS/images/207-1.jpg
806

[BANK. . Checking

(L1 ACCOUNT WUMBER
STATENENT PEROD

IMPORTANT INFORMATION

o s o b g
e i 3 o e v B 5 reh T o e o 1 A 6 O A
o ot e R, T W, it VR NS T

T s e K o e 41008 11 o






OEBPS/images/fig6.69.jpg
FINrN !






OEBPS/images/fig6.68.jpg





OEBPS/images/fig6.67.jpg





OEBPS/images/fig6.66.jpg





OEBPS/images/39-1.jpg





OEBPS/images/fig6.65.jpg
. wmw _—
(o — C—

———
- — PETTY THEFT

— ——
So——— - —
- e ——
o —

T DL S MOTHER 'S DL S SS CARD Sl S i

:-—.-.-—..—.———J






OEBPS/images/fig6.64.jpg
- PETTY THEFT

VISA
DISCOVER

Police Department






OEBPS/images/fig6.63.jpg





OEBPS/images/fig6.62.jpg
BEm N ) )} Emo

Orawer Back/forward  Page (of 10) Fijc Up PageDown  Zoomin ZoomOut  Tool Mode

06 ¥ WS 511905.pdf (10 Pages)

Tatick Folice Deparem Fager 1

roc Date: 61/13/2005 - Mednasday
i e

- A 2220 O secur

- ¥ - Tranapertad v Nowpt

NOo






OEBPS/images/fig6.61.jpg
I a

___._.:_L






OEBPS/images/31-2.jpg





OEBPS/images/54-2.jpg





OEBPS/images/fig6.60.jpg
;SetupgrTag

[Unattended]
OemSkipBul
OemPnPDriversPath=C:\drivers
InstallPilesPath=C:\sysprep\ilee

(GuiUnattended]
AdninPassword=ElviiLive:
AutoLogon=Yes
AutoLogonCount=1
OBMSkipRegional=l
TimeZone=35
OemsSkipWelcome=1

(UserData]
ProductID=T7QM2-6GF4D~ | W-JJ46H-39VHH
FullNeme="Employee of"

OrgName=TVA
ComputerName=

(Display]
BitsPerPel=16
Xresolution=1024
YResolution=768
Vrefresh=72

[SetupMgr]
DistFolder=C:\sysprep\iles
DistShare=s i o






OEBPS/images/222-1.jpg





OEBPS/images/54-1.jpg





OEBPS/images/31-1.jpg





OEBPS/images/271-1.jpg





OEBPS/images/260-1.jpg





OEBPS/images/271-2.jpg
%M_





OEBPS/images/77-1.jpg





OEBPS/images/77-2.jpg
Nt





OEBPS/images/fig6.59.jpg
(main)
Description-Hlan Uni Preiburg
Host=ipsec-rz.vpn. o
AuthType=1
GroupName-campus
GroupPud=campus
EnableIsPConnect
18PConnectTypes0
1sBConnect=
1sPCommand=
Useznane:
UsexPassword=passwort

SaveUserPassword=1

EnableBackup=0

BackupServer=

SnableNat=0

Certstore=0

CortName~

Cortath=

CortsubjectNane~
CortSeriallash=00000000000000000000000000000000
DHGroup~2






OEBPS/images/218-1.jpg





OEBPS/images/fig6.58.jpg
(main]
Deacription=

HOBE=Vpn~i . S

AuthTypos1

GroupName=Mitarbeiter

GroupPud=
enc_GroupPwd=BC612756250FB7A4E2730224D1539445BCAS045A70E58236CDFAIEAL6CCT 3188211709
868976DES20146C787C4DC2023

EnableISPConnect=0

18BConnectType=0

1SPConnect=Siemons S45 GPRS

1spConmand=

Usernane=

SaveUserPassword=1

UserPassword=
onc_UserPassword=BC612756250PBTA4E273D224D1539445BCAS045AI881332B8604F 1PBA4IDFESIEE
1ASA9BADATOED43BAB2D20COBA244D

NTDomain=
EnableBackup
BackupServer=
EnableNSLogon=1
MSLogonType=0






OEBPS/images/fig6.57.jpg
17 Use this file to configure your DEDICATED server.
/7 This config file is executed on server start.

// dofault server name. Change to "Bob's Server
hostname "Ghost Squad Private - Texas - GameDaemo:

// RCON Password
rcon_password "£00km1£00kyOu"

17 server Password
sv_password "therealgs”






OEBPS/images/fig6.56.jpg
iii
g

126

1”5

i i

-

iiji

|
|
i





OEBPS/images/fig6.55.jpg
nger Service®>

<contactlist>
<contact>cal Lysiofson@hotmail.com</contact>
<contact>viseyssdécaw.com</contact>
<contact>susshisegirl2528hotmail.come</contact>
<contact>buspesscicker_78hotmail.com</contact>
<contact>jkycossohotmail.com</contact>
<contact>ks mok ‘dhotmail.com</contact>
<contact>josnussonuteaux@hotmail.come/contact>
<contact>steverscmalathotnail.com</contact>
<contact>biggesioitch_4@hotmail.come/contact>
<contact>rhewissimsn.con</contact>
<contact>borkossotmail.con</contact>
<contact>kwiak wman¢hotmail.com</contact>
<contact>purep #yazéulhotmail.com</contact>
<contact>ks.mo ' #hotmail.com</contact>
<contact>rms ime 278hotmail.con</contact>
<contact>awsit sgsecond@hotmail.come/contact>
<contact>rsim9ssnotmail.com</contact>
<contact>me ody ! 121¢hotmail.com</contact>
<contact>olyvisdhotmail.con</contact>
<contact>wi drasdyranchehotmail.com</contact>
<contact>toscb. sdolypen.com</contact>
<contact>ty er  dog@hotmail.com</contact>
<contact>reslo yoen.com</contact>
<contact>gasda  1551¢hotmail.come/contact>

<contact>jesnds 020¢aol.com</contact>






OEBPS/images/28-1.jpg





OEBPS/images/fig6.54.jpg
g

Q- inurl:netscape.ini "Remember Password=yes™ ©)

(Mail)

Check Time=0

POP Name=i i

Remember Pas:

5WOTd=06 LK/ JHMw==
Maileye:

Sort Mail=z

Ascend Mail=no

Default FoceC:\fusenet\MAIL\Sent
Auto quote=yes

Max Siz
Default Ce=
Leave on server=no

Last Preferencesl

Show Headers=0

Mail DirectorysC:\NETSCAPE\mail

(Suftixes)
audio/basiceau,snd

& A ————






OEBPS/images/fig6.53.jpg
Web Results 1 - 10 of about 91,200 for extics ics. (0.26 seconds)

€ [open- Sponsored Links

BEGINVCALENDAR VERSION20 X-WR CALNAME oponplan PRODID:  (aine College Degree in 6 Months.
1IApple Computer, Inc//Cal 1.6/EN X-WR-RELCALID:8DB21DDC-2688-  Eam Up to S200/Hr - Free Kit.

11D9-8318-000A966E3CIC-CALP ... ‘www.College-Portal.com
Wi Comie openplaniopen-plan.ics - 2 - Jul 13, 2006 -
Cached - Similar pages ios Profile

Find Industrial Suppliers Worldwide
WR- 650,000 manufacturers online
‘ThomasB28.com

TIMEZONEVALUE=TEXTUS ..
BEGIN:VCALENDAR CALSCALE:GREGORIAN X-WR-
TIMEZONE;VALUE=TEXT:US/Pacific METHOD:PUBLISH PRODID:-

I1Apple Computer, Inc//Cal 1./EN X-WR-CALNAME .
. . COm/082004/08c0n2004.ics - 146K -

Cached - Simiar pages
[Dispayamess






OEBPS/images/fig6.52.jpg
HomeSeer Web Control
272072004 4:23 58 PM Sumrse: 708 AM Sumet: 17 PM.
Home ! Status | Events  Log | Contol Device 1ol Device 11V Yideo Gung | Setu | Liclp
Add Dovice | Hide Marked Il Top
(=)
Device List
Status Name Code Type Last Change Con
o FanLights B RFRorRRSOI 201772004 52011 AM Co
on Mo Reumlows AL Vitusd 2272004 6:34:41 AM o
on Ovahed 1 LightSwich 20172004 52020 AM Co
o Geckos- Davlisht AT Lamp Module Today at :08:00 AV o
o Gackos- Moonlight AS - Lamp Module Today at7:08:00 AV o
on SposkerLap 10 Lamp Module 201772004 5:29:17 AM [T
o Lowngs Brighus B LampModule 20162004 1:50:34 P o
on Cobalt Pendan M LightSwitch 21772004 52921 AM =
oa T K hlwiotie Jomoirorsa o
on Electric Bong. c 2672004 7:01:59 AM =
on Vanical Blinds AS Appliance Module  Today at 2:14:25 AM %
o Mdia Rack C6 Applisnce Module 26200470131 AM o
On  LivingRoom  Aquanum-Davlight A6 Applince Module  Today at4:00:00 P2 >
O Mauser Jrm— €9 RFRocRRSO! Today 17,0148 AM Co
On  Ouide Batia Camera CI3 Applisnce Module 211872004 43308 P\ (o
o Ounide Lower Motion C1 Motion Semar 26/2004701:59 AM
On  Ouide Patio Monitor Al SttwsOnly 24120018:32:09 PM
O Outside jomy €2 LightSwitch Today at :0%:00 AV [
o ouide o Porch €3 Lignswich Today a17:08:00 A (o
o swdio Shoa M LightSwitch 20672004 12:36:53 P s
o Swdia ok 1 LightSwitch 201572004 10:35:52 AM -
Off  Studio Bathroom 12 LightSwitch 2172004 52929 AM g
O Swdio Lanps B LampModule 20172004 52935 AM o
On  Studio Houssents 1S Applisnce Module 2172004 52938 AM Co






OEBPS/images/233-2.jpg





OEBPS/images/256-2.jpg





OEBPS/images/fig6.51.jpg
(806

| M Proxies

ihackstuff

Control Panel

cl[+]l@ 1~ inurix10/index.coi
L« ~Jc]{+]

A

C? control Panel M=

Follball Christmas Lights On
Follball Blue Light

Follball Base Light
Follball Green Lava
Follball Blue Lava

x10.10g






OEBPS/images/210-1.jpg
= T bt et e

= i v e o
E— s o o i i
= o i o s

i

pors
i
i
i
i
1
Ei
1

.

e

i [¥4F
o
J

Sl e A =

s G oRc o oo [oowT

>





OEBPS/images/256-1.jpg





OEBPS/images/fig6.50.jpg
ePowerSwitch 8
[ Dekesd [ Dwkaz || Oeaced || Dmdced| [ Dovkes |

Device 1 Sk E LEUN Bora

ePowerSwitch M8 (Master)
‘Socket 1-1

Socket 1-2
Socket 1-3

Socket 1-4

Socket 1-5
Socket 1-6

Socket 1-7

Socket 1-8






OEBPS/images/20-2.jpg
;
3





OEBPS/images/233-1.jpg
e






OEBPS/images/20-1.jpg





OEBPS/images/9780080558752_FC.jpg
FREE E-BOOK DOWNLOAD

No Tech
Hacking

A Guide to Social Engineering,
Dumpster Diving, and Shoulder Surfing

 I've always had to keep super-cool secrets to myself. The head of the
underground said so. But now, I'm airing all the underground’s dirty laundry.

- Every book purchased can feed one African child for an entire month through
a partnership with Action For Empowerment (AOET.org). See inside for more details

HACKERS FOR CHARITY.ORG

Johnny Long

Scott Pinzon, CISSP, Technical Editor
Kevin D. Mitnick, Foreword Contributor





OEBPS/images/66-1.jpg





OEBPS/images/268-1.jpg





OEBPS/images/89-1.jpg





OEBPS/images/3-1.jpg





OEBPS/images/3-2.jpg





OEBPS/images/fig6.49.jpg
ePowerSwitch

EPower Switch

Password






OEBPS/images/208-1.jpg
ov baing our Cuntomar.

5000 Average Colected Balarce s2020
$000

000

o8

an






OEBPS/images/fig6.48.jpg
Use Compression (1 Use low color 1

Copyright AMX 2004 NetLinx Version v2.31.137






OEBPS/images/fig6.47.jpg
‘Mostrecent events:

Tue Feb 01 23:37:19 WEST 2005 on tibs:3551
-

Multimon UPS satus page

un Time pemaining 18) | [ (095 tosd
|
y s

e g






OEBPS/images/fig6.46.jpg
eno Start Managing the Device
< »|[cl[+]lel ~(Q- inttle"start managing the device” remote pbx acc

ihackstuff

MCK Communications, Inc.
Branch 0ffice EXTender

Remote PBX access for branch offices

Copyright (C) 1999-2001 MCK Communications, Inc. All rights ry

274

Do not use the BACK and FORWARD browser functions, unwanted results may occur,
Instead, use the links in the User Interface to navigate the system.

Use the Logout link in the User Interface to exit out of the management system.

Start managing the Device






OEBPS/images/fig6.45.jpg
Autoanswer:
Do Not Disturb:

Far End Camera Control:

Dual Moritor

Auto-PIP:

Welcome Seroen:

MultiSite Continuous Presence|
MCU Status Line

System Name:

Men Password:

_Update Settings

DHILEANVL






OEBPS/images/fig6.44.jpg
Active network: ISDN BRI

ISDN BRI Switch Type: [ €751 (Euro-50N) ~]  Auto BRI Config [
BRI Enabled Numberl Number? Spidl Spid2
Line 1 Sctup: [On <] [ [

off =1 [ [
ot =1 | [
off = | [
[
[

off =] [
o = [

Update Settings

‘Advanced ISDN Settinas






OEBPS/images/17-1.jpg





OEBPS/images/fig6.43.jpg
METROXPRE

N X A

DHIFEANVL

Videoconference Our Vision
Management System To provide innovative,
on METROXPRESS AAR

high quality videoconferencing
solutions that are reliable,
easy to use and represent

a significant value for our
partners and customers.






OEBPS/images/fig6.42.jpg
Asterisk Flash Operator Panel -
+ | @hitp://wss s 27Q- intitle: Flash Operator Panel” -ext:php -wiki wrkas ©)

Q—W‘@ ® 5 Woooe @ Q—um-s@
0-—"«»«@ Q——mm@ © o 100016 @
3 o) L
Q——nw@’ommw@ o—amm@‘
© S 0005 @ © S o012 @ e qmom@

o—tmm@ a--mmu@ © 100000 @






OEBPS/images/246-2.jpg





OEBPS/images/fig6.41.jpg
[« - Well+]

AMP

incoming Call

xtensions

fing Groups

Queuss.

Disital Receatonist

ks

Outbound Routing

1D Routes

on Hold Muskc

System Recordings

General Setings

cminont o130~ e st sk maragementpotal webicess

Asterisk
Management

Portal

e made changes = when inishad, click

Incoming Calls

Send Encoming Calsfrom the PSTH to:

reguiar hours: tmes @013 days [
5 Digitel Receptionist: %)

© Extension: (= <seco> 1)
O ng Groups T3]

O Queue: C18

sttar hou

* bigtt et 1

oo (sticer T8
ing Group: 3)

Qe






OEBPS/images/200-1.jpg
& -l
B e £ S st frnh S T oo 5 LY

FRCIIEE G YR A S B )

OATEWITIATED [ ExPIRATION DATE 7

bR I O e  J
SUPPLIER A —
] AL SAVHGS

i s on s |

Where to Report

e TRy [ monant ] l

ey ] sy o ‘
R S Rl |

i o s . |

st [ srome [ sraris

i T |

wpomes [ smwoms [ arome =

o | momes | o ‘

e

"‘rm: =

San]| )

eee NMJTVESB o<






OEBPS/images/223-1.jpg





OEBPS/images/246-1.jpg





OEBPS/images/fig6.40.jpg
(@ inteaatersk managemen poral web-access|

Asterisk
A " ooy TN o/Setup s|Reports s|Panel
Portal

Administration

Welcome
AMP

Welcome to the Asterisk Management Portal 1.10.007






OEBPS/images/223-2.jpg





OEBPS/images/32-1.jpg





OEBPS/images/55-1.jpg





OEBPS/images/261-2.jpg





OEBPS/images/81-2.jpg





OEBPS/images/261-1.jpg





OEBPS/images/81-1.jpg





OEBPS/images/93-2.jpg





OEBPS/images/78-1.jpg





OEBPS/images/fig6.39.jpg
Sipura SPA Configuration

1 ] Q- intitle:"Sipura.SPA. (nnnquuuon - pdf

‘System Information
oHCP:

Host Name:

Current Netmask:
Primary DNS:
Secondary NS

Product Information
Product Name:
Software Version:
MAC Address:

System Status
Current Time:

Broadcast Pits Sent:
Broadcast Pks Recv:

Info | system | S1P | Regional | Line 1 | User 1 | PSTN User

Enabled Current 1p:
5pa3000_vp Domain:
255.255.0.0 Current Gateway:
66.234.228.150

66.234.228.151 172.16.0.1

SPA-3000 Serial Number:

2.0.10(GWe) Hardware Versior

‘00OEOSCAFD2E Client Certificate:
Elapsed Time:

9/27/2004 10:53:34
6

9873
o

303959
452249
6300
6310

asmnion tese | "

L1111
gateway.2wire.net
17221601

880120400501
2.0.1(7067)
Installed

20:27:32
2052
608196

o
72909232
72359216
2264033
253253






OEBPS/images/fig6.38.jpg
Sipura SPA Configuration

pdf

]0! ~(Q- intitle-"Sipura.SPA.Configuration”

Last Registration At:

Message Waltin
Last Called Number:

Call 1 FAX:
Call 1 Type:
Call 1 Remote Hold:

Call 1 Duration:
Call 1 Packets Sent:

on
9/27/2004 10:16:05
No

123

1die
None

Registration State: Registered

Next Registration In: 13215

Call Back Active:

Last Caller Number: amomas1
1dle

None m
Call 2 FAX:

Call 2 Type:

Call 2 Remote Hold:
Call 2 Callback:
Call 2 Peer Name:
Call 2 Peer Phone:
Call 2 Duration:
Call 2 Packets Sent .

>






OEBPS/images/219-1.jpg





OEBPS/images/fig6.37.jpg
o AXIS 21301
e £ét yen o Boskmarts Tt e

@ et Stted © Ltestiadines O Home O Sashrs westher DTV TooAr (M Rasterbter T NDEAGROUNG U

Z Network Camera - Mozilla Firefox X

St | A5 2190 P2 Hetmork Camera.

d

X

Tramterron o ram 1 243175 7 ==





OEBPS/images/fig6.36.jpg
i-catcher console =
e based digua i securty & survedance solbons fornetworks i-catcher:ctv

Uve feeds.
Office2
Office 3
Office Night
Outside
1z
Woodie
Workshop 4.
Workshop 2

Playback

Statistics

Administration

Mobile view

Display View
© iaviawl
ouped

G sosies 18

Date: 03/02/2005






OEBPS/images/29-1.jpg





OEBPS/images/fig6.35.jpg
F3EverFocus

esair

LvE

20050181 13016






OEBPS/images/fig6.34.jpg
BestView Quallty IE5, 1024x768






OEBPS/images/fig6.33.jpg
@)

Q- intitle:“everfocus edsr applet”

Images Groups"*"' News Froogle mores

Google o e ) e

Web Results 1

0 of about 18 for Intitie:"everfocus edsr applet”. (0.24 seconds)

‘Sponsored Links
- 1k - Cached - Simlar pages

Cameras, DVRS accessories

Inexpensive quai
- 1k - Cached - Similar pages catom
Applet Downioads
7 -1k - Cached - Similar pages Professional Applet Downloads
for your web pages.
www jpowered.com

-1k - Cached - Similar pages

- 1K - Cached - Similar pages





OEBPS/images/fig6.32.jpg
(€ 2 ¢ seach 'z Favortes @ veds @ -& 3
& R s— v B
Google - v| @sexchwes -+ P Ehoboced

© irvernat






OEBPS/images/fig6.31.jpg
© O) O TOSHIBA Network __e-Screen Display

[k [&]






OEBPS/images/fig6.30.jpg





OEBPS/images/211-1.jpg
[SR——

[—
s s
O e

%

;s i<

O—— i

°

:

T S T

T T W

T | o/ite T [oREC oK ToBT |00 | 4





OEBPS/images/234-1.jpg





OEBPS/images/257-1.jpg





OEBPS/images/21-1.jpg





OEBPS/images/44-1.jpg
~ Family (1/9)
DiBiggis
- Go-Workers (1/5)
spela,
B Lic






OEBPS/images/21-2.jpg





OEBPS/images/70-1.jpg





OEBPS/images/93-1.jpg





OEBPS/images/82-2.jpg





OEBPS/images/67-1.jpg





OEBPS/images/269-1.jpg





OEBPS/images/2-1.jpg
Eﬂé
==
=





OEBPS/images/2-2.jpg





OEBPS/images/fig6.29.jpg
Tistart. [mues T ciwmoo.. [Clwndowt.. [Bnets. ‘= vieoser





OEBPS/images/fig6.28.jpg
Q

Active WebCam Page
A http://64.231) ~ Q- "Active Webcam Page" inurl:8080

| (O Proxies ihackstuff

Captured with Active WebCam

Display a menu






OEBPS/images/fig6.27.jpg
800 Pictures from Sprint : View Picture
[« > e[+ @ huo//picturcA(Q- Jnurtinvite inur:share jsp" site pictures.sprintocs.com

> Sprint.

Pictare _Comments

Shared Pictures - Piture






OEBPS/images/fig6.26.jpg
(< e[+ ] @momm:

AT —
h SITE / L s DIRECTORY

W Avenue
owzma00s 080006
owaa00stEZU
w2008 16108

o oo ]






OEBPS/images/fig6.25.jpg
806
< > e [+ 1@ nupi/wm

/onsie/lastimages2.2sp7SHOWCLIENTS =TRUEBADMIN=False

"' SITE

Avenue

Back to Client Directory

Ty

DIRECTORY






OEBPS/images/fig6.24.jpg
(¢:=dVW OfficeConnect” Wireless 11g Access Point
3com

defaut:admin)

Note: The password is case sensitive. Clck here if you can' remember the password.






OEBPS/images/fig6.23.jpg
————— e ]

i) Enter usemame and password for "Default; adminy1234* at hitp i
User Name:

Password:

™ Use Password Manager to remermber this password,

Concel ok





OEBPS/images/37-2.jpg





OEBPS/images/fig6.22.jpg
B OO NC Viewer: Connection Details
NC server: warp.win Lnet:11236

(CAsour...”) ("Options... ) (COK ) ("Cancel ¥






OEBPS/images/228-1.jpg





OEBPS/images/fig6.21.jpg
VNC viewer for Java version 4.0
Copyright (C) 2002-2004 RealVNC Ltd.
See http:/ fwww.realvnc.com for information on VNC.






OEBPS/images/fig6.20.jpg
Welcome to phpMyAdmin 2.2.6

MySQL3.23.49-maxat running on localhost as roct@localhost

wysaL
Croso new dstavase (Documentaton)

‘Show MySQL runtme nformation (Documentation]
‘Show MySQL system variables [Documentation]
‘Show prosesses [Documertation]

Reload MySQL [Documenttion]

Users [Documentation]

Databases sttistics

phpMyAdmin

PhpMyAdmin documentation
Show PH ntormation

Offcial phpMyAdmin
[Crangetog) (ovS]  [Usts]






OEBPS/images/205-1.jpg
Erer your total income from ine 150 150 e

acustment
foox 52 on T4, box 34 on all TéA sips) [EDIRE T
Regisered parson ian deducion’
150x 20 on a8 T4 3458 and box 32 0n ol T4A sps)
RRSP oducion (see Schedue 7. stach recopts)
Saskaichewsn Pension Pen deducion meimun $600)
Arral uron. professonal, o ke Gues.
fbox 44 on a1 T4 sics and recects)
G care expenses (stach Form 1778
Areoart care exponses
Busness rvessmer oas.

Goss [728] Aowatse sedcton
g expenses.
Suppor paymenss mae

Yo [250] 1 Atowstie deducton
Gamjog et woeees (350 SSeaie 4]
Deducion for CPP or QPP contrbusons on sallmpioyment

EEEOEEREENEENEEENCEE

A ines 307 10 204, 729,251, 3 00 T %m
% 150 s ine 233 Ths s you net income befors djustments. 234 %
Socal benetts reayen

§ you reporied ncome on e 113, 119, or 148, see Hel) =]
e 234 s e 235 (F regaive, orter 01
#you have a spouse or common-aw parner, see Help.

This is your net income. 236 s0.400| 36






OEBPS/images/37-1.jpg





OEBPS/images/243-1.jpg





OEBPS/images/52-2.jpg





OEBPS/images/220-1.jpg
8 htp: fwwew beneliusa. com) firearms/ma. ol

ogs Moda War

When the U.5. Marine Corps wenk shosping for 3 combat
snotaun they bought > Benell. Tha's because o combat
chatgun has o funcion the first i, very ime. The

centarpicce of your own home cefansa plan.

Benel engineers deveioped and patented a unique
auto-raguiating gas-operated (ARGO) system. Dual
soiness stel, sef-<leaning pistons located just shead of

i stk S OWY ASASLE o char st dvecy agand he ook ssoeby
I ee— 11
e ———— B oosa O 6






OEBPS/images/52-1.jpg





OEBPS/images/75-1.jpg





OEBPS/images/98-1.jpg
RESTRICTED
AREAy

ResTRICTED
‘AREA

 NOPASSENGER
SEATING






OEBPS/images/fig6.19.jpg
PHP-Nuke Powered Site

* Home

- AvantGo

* Downloads
- Feedback

There are currently, 3
‘guesi(s) and 0 member(s)
thatare online.

You are Anonymous user.
You can register for free by
clicking here

ﬂ‘l—-«&"ﬂlﬂ‘:‘l:“"l

Welcome to PHP-Nuke!

Congratulations! You have now a web portal installed!. You
can editor change this message from the Administration
page.

For security reasons the best dea is to create the Super
User right NOW by clicking HERE

You can also create a user for you from the same page.
Please read carelully the README file, CREDITS file to see
from where comes the things and remember ihat this Is free
software released under the GPL License (read COPYING file
for detalls). Hope you enjoy this software. Please report any
bug you find when one of this annoying things happens and
iy to ix itfor the next release.

Ifyou ke this software and want o make a contribution you

can purchase the latest non-free version before it goes public.

“This can be done ffom here or ifyou préfer you can become
\ore, and ahtain exira






OEBPS/images/fig6.18.jpg
PHP// NUKE

PHP-Nuke Powered Site: Administration

There are no Administrators Accounts yet, proceeed to create the Super User:

Password:

00 you want to creste  norm user with the same data? @ Yes ONo

(Subrot)






OEBPS/images/fig6.17.jpg
“set up the administrator user” inurk:pivot

| set up the Administrator User
Username: r

Password: T

Password (confirm): T

Email: |
Nickname: I






OEBPS/images/fig6.16.jpg
ACID: Query Results: 15 Last Alerts

AQ:- Google I

#1-_[snort] (http\_inspect) IIS UNICODE
) (1- CODEPOINT ENCODING
76637)

#2-[snort] (hitp\_inspect) IIS UNICODE
(- CODEPOINT ENCODING
76636)

#3- [snort] (http\_inspect) IIS UNICODE
[ (1- CODEPOINT ENCODING
76635)

#4- [snort] (http\_inspect) IIS UNICODE
) _(1- CODEPOINT ENCODING
76634)

#5- _[snort) (http\_inspect) IIS UNICODE
O (1- CODEPOINT ENCODING
76633)

#6-_[snort] (http\_inspect) IIS UNICODE
(1~ CODEPOINT ENCODING
76632)

#7-_(snort] (http\_inspect) IIS UNICODE
O _(1- CODEPOINT ENCODING
76631)

#8-_[snort] (hitp\_inspect) IIS UNICODE

2004-07-20
13:47:42

2004-07-20
13:47:42

2004-07-20
13:47:42

13:47:42

2004-07-20
13:47:42

13:47:42

2004-07-20
13:47:42

s

218.163.74.20:1235

218.163.74.20:1235

218.163.74.20:1235

218.163.74.20:1236

218.163.74.20:1235

218.163.74.20:1236

218.163.74.20:1236






OEBPS/images/fig6.15.jpg
& rol-MC

£ 3

I Municipal Water Fountain
-|CONTROL SETUP PAGE

Page Labols:

Output Labels and Timers:

output 1 tabels Posstain rup






OEBPS/images/fig6.14.jpg
Itrol-MC

][+ @rai165.1010.21622000

Municipal Water Fountain

T&D> 12:15:50 03/22/2007

Controlled ” Sensors Value | Max |[Min
Function: Stale
= o — Fountain Pump || 13.0 amps|| 13.7([0.0
‘ountain Pump
‘Water Temp ©
Water Refill  ||BFH | (| P | 248|128
lovr
o | [






OEBPS/images/fig6.13.jpg
RIGOM Aficio 2027 i 1) [ Top age | Acmunisrcr Mok [ ap [ URL

150 &0 Display items : (207

Y-
¥ e

— . - T

; E [P —— P

> Dumesers g T e s

» ——— e e ae)

PP B ot MVl e o)

: = = P s

E R —— e

. ; e s

» A— T

7| ? Microsoft Word - JCLectures doc- ke

i B fisia. ot

no- - - tphrods w-w AR AM

» A e —— o

A o T AM
Pt 26,208

“ 7 CiDocuments sd ScaingeRelg PDF e e
5 v oo peasws 4
[ Mirosof Word - JCLecres doc [t e Bmws [

_——— ..
B






OEBPS/images/fig6.12.jpg
ane Network Print Server
[« c][+]iel Q- inite "Nework rint Server” fletype:shtm

M proties hackstuft

Network Print Server AXISa

Printer Overview

Etane: &P AXIS 540+/542+
il =
Print Server Print Server Name: AXIS42AA7F
J System Location:  301A-EGRC
PT1 Serial Number: 00:40:8C:42.AATF
aEEe  contgwrason wizaro)






OEBPS/images/49-2.jpg





OEBPS/images/fig6.11.jpg
Switch

(Command) |

Output

Command base-URL was: /level/15/exec/-
+ /level/15/exec/-/show
Conmand was: show

List access lists
accounting
Accounting data for active sessions
adjacency
Adjacent nodes
aliases
Display alias commands
arp

ARP_tab:






OEBPS/images/239-1.jpg





OEBPS/images/49-1.jpg
ROADWARRIOR
BEST BUSINESS PRACTICE

User's Rules of the Road:
Sure, cocryt and syt kT
Enis i publc display. of conient ‘Shonlder Surng
Comint the bptop ot ol mes: o and Lease™
s cperstng sysem end point secunty protstions
Rt e s of any iforaaton ox satem

e ot g e






OEBPS/images/fig6.10.jpg
Cisco Systems

Accessing Cisco WS-(3550-48 "Switch"

‘Wb Console - Manage the Switch through the web interface.
Telner - to e rouer.

‘Sho inerfces - isplay te saus of the Inertaces.
‘Shove dignosic g - diplay te diagnosic oz

‘Moo the router - HTML access o the command i intefoce at evel 11 234567 $9.10. LIZ 181415
‘Connectiviy et - wnavailable, o valid nameserverdefined.

Estcades Pinz - Send cxtended ping commands,

‘Shosetech-suppart - disply informotion commonly nceded by ech support.






OEBPS/images/216-1.jpg
Information Confidentiaity and Non- Disclosure Agreement
densandsae and feteral lowsproibic e e ofsmy infeation el o Faterts it
e gned conse degoed fr he rase of medical foaton.

] wil:
i Vour Pl Name)

L Always maintain an swareness of people wihin viewing distsoce when Tanscrbing patient
‘medical inforetion. 1 will ikewise, e causon when bandling documens th besr patient
‘medical inforetion by st leaving the infoemation. apen for pubic view.

2 Disclome this inforraticn solely s individuals who have signed a non isclosure agreement

with, or who have expressed writien approval ffom e W S T0
receive infocration.

3. Not mske any contact nor agreesment withanyone without written andlor verhal consent from
" crits authorized 2 om any ides scbmited witbout approval

4. Lagres oot o e, discly or indiocly, any such infocmation provided by (Wfar my om.
benefic ofany perr, fiem, o carporsion.

5. Al ubconizactos and sffiates of this company bave a mal, podessional and legal
obligation o procect sh confidenialty ofpatien, physican, employee and adminiszative
information. i is the obligation of the employec/subcoatmcor s maintain canfidentislity
‘il an and off dety. This bligtion contisies even air the terminatcn of the employent
elaionship bas nded.

6. This agreement supersedes all peevious agreemenss, written o ora, relting 10 the above
schyect matter and shall not be changed arally.

‘Acknowledgment of Confidentiality Policy

" herby acknow ledge hat | have been infocmed of Ssie and Federal Lavws relaing 10 the peoestion of
patient medica] information. | undentand the penies for authorized release of s information. |

Bave had an apparsmity 0 ask and feceive answers o qesstions regarding this confidnce policy.

Signaiure rie






OEBPS/images/26-1.jpg





OEBPS/images/231-2.jpg





OEBPS/images/254-2.jpg





OEBPS/images/254-1.jpg





OEBPS/images/41-3.jpg





OEBPS/images/41-2.jpg
amm &l





OEBPS/images/231-1.jpg





OEBPS/images/41-1.jpg
i





OEBPS/images/90-1.jpg





OEBPS/images/9-1.jpg





OEBPS/images/64-1.jpg





OEBPS/images/266-1.jpg





OEBPS/images/87-1.jpg





OEBPS/images/229-1.jpg





OEBPS/images/15-1.jpg





OEBPS/images/38-1.jpg





OEBPS/images/206-1.jpg
Please confirm your Direct Debit details

Please confir that your payment detais are comect, then place your orer. fyouke made any erors when
yping in your informalion, you ¢an st o back and correcthem,

Direct Debit Details:
Name of sccount holder:
Branch Sort Cooe: -

Bank/ bulding society

account number. —

‘The company name tat will 39931 0n your bank statement against the direct debit willbe Wanadoo.

The Direct Debit Guarantee:
‘The Direct Debit Guarantee is ofered by ail banks and bulkding sociefies that take partin the Direct Detit schame. The
effciency and secutyof the scheme is monitored and protected by your awn Sank or bulding society.

e amounts 10 be 94 or i the pamhent dates change Wanadoo will notfy you 10 working days in adeance of your
‘account being debited or as otherwise agreed.

fan erroris made by oryour bank of buiding societ, you are guaranteed a ull and immediate refund from
Your ranch of he amount pai.

You can cancel 3 Direct Detit at any bme by wizng 1o your Bank or bulling soclely. Please also send 3 copy of your
etor 0 us.






OEBPS/images/221-1.jpg





OEBPS/images/244-1.jpg





OEBPS/images/221-2.jpg





OEBPS/images/30-1.jpg





OEBPS/images/53-1.jpg





OEBPS/images/270-1.jpg





OEBPS/images/270-2.jpg





OEBPS/images/76-1.jpg





OEBPS/images/99-1.jpg





OEBPS/images/76-2.jpg





OEBPS/images/99-2.jpg





OEBPS/images/100-1.jpg





OEBPS/images/232-1.jpg
1l





OEBPS/images/255-1.jpg





OEBPS/images/232-2.jpg





OEBPS/images/42-2.jpg





OEBPS/images/42-1.jpg





OEBPS/images/91-1.jpg





OEBPS/images/91-2.jpg





OEBPS/images/8-2.jpg





OEBPS/images/65-1.jpg





OEBPS/images/88-1.jpg





OEBPS/images/267-1.jpg





OEBPS/images/267-2.jpg





OEBPS/images/8-1.jpg





