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Chapter 1. General Networking

Networking Basics

The International Organization for Standardization (ISO) developed the Open Systems Interconnection (OSI) model to enable delineation of various functions performed by devices in the network as well as the applications. The OSI model consists of seven layers. Figure 1-1 outlines the OSI model and functions of each layer.

FIGURE 1-1 The OSI model
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Connection-oriented protocols provide guaranteed delivery of datagrams between devices in a network. Connectionless protocols provide best-effort services during the transmission of datagrams between network devices.

Peer-to-peer connectivity in a network involves each layer in the OSI stack on a single peer interacting with layers either higher or lower in the same peer and the same layer in the adjoining peer. For example, when Host A communicates with Host B, the transport layer in Host A interacts with session and network layers in Host A and the transport layer in Host B. Each layer adds a header before being processed by the adjoining lower layer. An exception to the rule is the data link layer, where a header and a trailer (cyclic redundancy check [CRC]) are added before being processed by the physical layer.

Ethernet in a nutshell


	Ethernet uses carrier sense multiple access collision detect (CSMA/CD) to detect collisions on the Ethernet broadcast domain. Devices operating in full-duplex mode do not implement CSMA/CD.

	CSMA/CD enables devices to transmit data when no other devices on the broadcast domain are doing the same. In the event of contention, the contending devices implement a backoff algorithm and wait for a random period of time before trying to access the network to send data.

	For more information about Ethernet specifications and limitations, refer to the Cisco Ethernet overview located at http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ethernet.htm#wp1020792.



Bridging and switching


	Forwarding frames from one interface to the other is called switching or bridging; the forwarding decision is based on the MAC address.

	Spanning Tree Protocol (STP) is used to ensure loop-free topology between switches in a Layer 2 domain. During spanning-tree operation (which runs on all Cisco switches), a root bridge is elected based on bridge priority (lower priority preferred, range 0–65,535, default 32,768). Lower-priority MAC addresses are used in the event of multiple bridges contending for the root bridge with the same priorities.

	MAC addresses of end stations are stored in the content addressable memory (CAM) table on the switches. When receiving frames on a switch, the incoming source address is added to the CAM table. Frames whose destination is not identified in the CAM table are broadcast out all ports on the VLAN.

	A VLAN is a group of devices (that can span across switches) that function as if they were on a single broadcast domain. By default, VLAN 1 is used for management purposes on all switches (native VLAN).

	Bridges communicate using frames called bridge protocol data units (BPDU). BPDUs are sent out all ports that are not in a blocking state. A root bridge has all ports in a forwarding state. To ensure a loop-free topology, nonroot bridges block any paths to the root that are not required. BPDUs use the destination MAC address 01-08-C2-00-00-00 in Ethernet environments.



Bridge port states


	Disabled—The port does not participate in spanning tree.

	Listening—The port listens for frames but does not forward frames to the interface.

	Learning—The port does not forward frames out this port, but the source address of the end station attached to the port is added to the CAM table.

	Forwarding—The port forwards and receives frames on the interface.

	Blocking—Spanning tree has placed this port in blocking state to avoid a loop.

	Portfast—Enables end stations to have immediate connectivity to the switching domain without making the port go through all the STP states.



EtherChannel and trunking


	Bundling Ethernet, Fast Ethernet, or Gigabit Ethernet ports together into a single logical link is called EtherChannel; all ports are in forwarding state. The ports need to be in the same VLAN or broadcast domain and have same the speed/duplex.

	The maximum number of physical ports that can be bundled into an EtherChannel is eight.

	The channel-group command is used in IOS to configure EtherChannels.

	A trunk is a physical or logical connection between two switches that carry more than one VLAN.

	Inter-Switch Link (ISL) is a Cisco proprietary protocol that enables switches to save VLAN information as traffic flows through the switch. 802.1Q is the IEEE standard trunking.

	For more information about EtherChannel load balancing, refer to http://www.cisco.com/warp/public/473/4.html.



IP Overview


	IP is a network layer protocol in the Internet protocol suite and is encapsulated in a data link layer protocol. IP provides best-effort service.

	IP Version 4 is the fourth iteration of IP, and it is the first version of the protocol to be widely deployed. It uses 32-bit (4-byte) addresses; IPv6 is a successor of IPv4. The main feature of IPv6 that is driving adoption today is the larger address space. Addresses in IPv6 are 128 bits long versus 32 bits in IPv4.

	The ToS bit in the IP header identifies the priority of the packet when upper-layer protocols handle the packet. It has eight values: 000-Routine, 001-priority, 010-immediate, 011-flash, 100-flash override, 101-critical (VoIP, real-time applications), 110-internetwork control, 111-network control.

	Flags are used to identify whether the packet can be fragmented (2 lower-order bits of 3 total bits are used) in the IP header.

	The Protocol field is used to identify the higher-layer protocol. For a complete list of protocol numbers, refer to http://www.iana.org/assignments/protocol-numbers.



Figure 1-2 outlines the IP header format.

FIGURE 1-2 IP header format outline
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Subnetting, Variable-Length Subnet Masking, and Classless Interdomain Routing

The following link outlines the fundamentals of IP addressing, subnetting (including variable-length subnet masking [VLSM]), and classless interdomain routing (CIDR): http://www.cisco.com/warp/public/701/3.html.

TCP

Figure 1-3 outlines the TCP header format.

FIGURE 1-3 TCP header format outline
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	TCP is a connection-oriented protocol, and thus ensures guaranteed delivery of data.

	TCP connection setup and teardown between two devices A and B consists of the following steps:

	A sends SYN to B.

	B replies with SYN+ACK to A.

	A replies with ACK to B.

	Data is forwarded between the two devices.

	To tear down the session, A sends FIN to B.

	B responds with ACK and FIN to A.

	A responds with ACK and completes teardown of the TCP session.







Table 1-1 provides an overview of all TCP services.

TABLE 1-1 TCP services
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Hot Standby Router Protocol

Hot Standby Router Protocol (HSRP) is used to provide redundancy by making two or more routers/switches share a single IP address that is used as a default gateway for end stations on the device connected on the segment. Routers that are thus configured to share a single virtual IP address that functions as a default gateway are called HSRP groups. A router functions either in active or standby state when operating with HSRP. The router in active state performs packet-forwarding functions; the router in standby state is ready to take over packet-forwarding functions if the router in active state fails.

Figure 1-4 outlines the configuration flowchart for HSRP. It also outlines a basic configuration for HSRP operation.

FIGURE 1-4 HSRP configuration flowchart
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Table 1-2 lists the default values for HSRP.

TABLE 1-2 HSRP default values

[image: image]

Routing Protocols

Routing Information Protocol (and Routing Information Protocol Version 2)


	Routing Information Protocol (RIP) is a distance vector protocol.

	RIPv1 is classful, RIPv2 is classless, metric is hop count, and the maximum hop count is 15 hops.

	In a classless routing protocol, the netmask is always propagated with the route being advertised, whereas in a classful routing protocol, the netmask cannot be propagated.

	RIPv2 supports authentication for sessions and equal-cost load balancing.

	Timers are Update(30Sec), Invalid(180Sec), HoldDown (unused), and Flush (120Sec).

	RIPv2 uses multicast addresses to send updates in the network; 224.0.0.9 is the address used to send updates (triggered and normal) to all RIP routers in network.



Configuring RIP

Step 1. Enable the RIP routing process by using the command router rip.

Step 2. Configure the version number of the RIP process using the version command under the Routing Information Protocol routing process.

Step 3. Configure the networks to be enabled for RIP routing using the network network-number command under the RIP routing process.

Step 4. (Optional) Configure passive interfaces for the RIP routing process to only inbound RIP updates using the passive-interface command. Thus, they do not discover neighbors or form an adjacency out that interface.

Step 5. Authentication is configured under the interface configuration using the commands in Table 1-3.

TABLE 1-3 Configuring RIP authentication
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	In addition, key management needs to be configured by defining a key chain. You must also identify the keys that belong to the key chain and specify how long each key is valid. Each key has its own key identifier (specified with the key number command), which is stored locally. The combination of the key identifier and the interface associated with the message uniquely identifies the authentication algorithm and message digest algorithm 5 (MD5) authentication key in use. Table 1-4 identifies commands used to configure key management.



TABLE 1-4 Configuring key management
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Interior Gateway Routing Protocol


	Interior Gateway Routing Protocol (IGRP) is a distance vector protocol, classful in nature.

	Uses a composite metric that factors in internetwork delay, bandwidth, reliability, and load.

	Enables unequal-cost load balancing using the variance command. IGRP accepts up to four paths to the same destination.

	Timers are Update(90Sec), Invalid(270Sec=3xUpdateTimer), HoldDown (280sec=(3xUpdateTimer+10sec)) and Flush (630Sec=7xUpdateTimer).

	IGRP metric = [K1 * Bandwidth + (K2 * Bandwidth) / (256 – Load) + K3 * Delay] * [K5 / (Reliability + K4)], where the default constant values are K1 = K3 = 1 and K2 = K4 = K5 = 0.



Configuring IGRP


	Enable the IGRP routing process using the router igrp autonomous-system-number command.

	Associate networks with an IGRP routing process using the network network-number command.

	(Optional) Adjust the IGRP metric weights using the command metric weights tos k1 k2 k3 k4 k5.

	(Optional) Adjust the routing protocol timers using the command timers basic update invalid holddown flush [sleeptime].

	Define the variance associated with a particular path to enable unequal-cost load balancing using the command variance multiplier.

	Distribute traffic proportionately to the ratios of metrics, or by the minimum-cost route using the traffic-share {balanced | min} command.



References

http://www.cisco.com/warp/public/103/3.html

http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/np1_c/1cprt1/1cigrp.htm

Open Shortest Path First protocol


	The Open Shortest Path First (OSPF) protocol is a link-state protocol defined in RFC 1247 that calculates the best path to destinations based on the shortest path first (SPF) or Djikstra's algorithm.

	Routing is performed in a hierarchy. The backbone area is called Area 0 and is the heart of the OSPF domain. All other nonbackbone areas need to be connected to Area 0. In the event they are not, temporary virtual links have to be configured via a transit area to Area 0 to make the area appear like it is connected to Area 0.

	Designated Router (DR) and Backup Designated Router (BDR) election happens on multiaccess networks. Updates are sent either to AllSPFRouters (224.0.0.5) or to AllDRouters (224.0.0.6), which includes the DR and the BDR.

	A router running the OSPF sends link-state advertisements (LSA) over all adjacencies whose networks have been enabled for OSPF. The LSAs describe all the router's links or interfaces, the router's neighbors, and the state of the links wherein the links might connect to stub networks (other OSPF routers either in the same area or different areas or routers that are not part of the OSPF domain). Because of the varying types of link-state information, OSPF defines multiple LSA types:
Type 1:Router LSA—Contains information on the router and directly connected links; flooded within the area
Type 2:Network LSA—Contains information on networks and routers connected to the same; generated by DR; flooded within the area
Type 3:Summary LSA—Identifies networks reachable outside the area; generated by the Area Border Router (ABR)
Type 4:ASBR Summary LSA—Identifies network reachability to an Autonomous System Boundary Router (ASBR) from an ABR; generated by the ABR
Type 5:External LSA—Generated by the ASBR; identifies networks reachable by ASBR; flooded through the OSPF domain
For more information about OSPF and configuring OSPF, refer to the Cisco OSPF design guide located at http://www.cisco.com/warp/public/104/1.html#t20 (recommended).

	To configure authentication in OSPF, three modes are supported: null, plain text, and MD5. By default, null authentication is used. Table 1-5 identifies the commands required to enable OSPF authentication.



TABLE 1-5 Configuring OSPF authentication
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Enhanced Interior Gateway Routing Protocol


	Enhanced Interior Gateway Routing Protocol (EIGRP) is a hybrid routing protocol; classless in nature, with metric calculated using the same formula as IGRP.

	Updates are not at regular intervals but only during a network or topology change (triggered). In addition, the updates are partial, such that only route changes are propagated, versus the entire routing table, and are sent to routers only where the change affects routing decisions.

	Can route IP, Internetwork Packet Exchange (IPX), and AppleTalk.

	Uses DUAL algorithm for faster convergence.
	EIGRP uses multicast to send updates by sending messages to 224.0.0.10, which enables the message/update to be sent to all EIGRP speakers in the domain.



Configuring EIGRP


	Enable the EIGRP routing process using the router eigrp autonomous-system-number command in global configuration mode.

	Configure networks to be enabled for EIGRP routing using the command network network.

	Disable automatic summarization using the command no auto-summary.

	For more information about EIGRP and its configuration, refer to the EIGRP design guide at http://www.cisco.com/warp/public/103/eigrp-toc.html (recommended).

	Authentication is configured on EIGRP similar to RIPv2 by configuring the authentication modes on the interface and associating an authentication key chain instance (see Table 1-6).



TABLE 1-6 Configuring EIGRP authentication
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In addition, the key chain must be configured as defined earlier in the "Routing Information Protocol (and Routing Information Protocol Version 2)" section.

Border Gateway Protocol

Border Gateway Protocol (BGP) is an exterior gateway protocol used as the de facto standard for routing in the Internet today. BGP is considered a path vector protocol because routing information exchange also propagates information on the path of autonomous systems via which the route was learned. BGP uses TCP port 179 (transport layer) for information exchange. In addition, BGP maintains a BGP table that contains information about all probable paths to reach a specific destination. Only the best path is imported into the routing table. For complete coverage of BGP attributes and their operation in route selection, refer to http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/bgp.htm. In addition, it is recommended that you visit the BGP Cisco FAQ located at http://www.cisco.com/warp/public/459/bgpfaq_5816.shtml.

Configuring BGP (basics only)


	Enable BGP on the router using the command router bgp autonomous-system-number.

	Configure explicit neighbors using the neighbor ip-address remote-as remote-as-number command.
	(Optional) Configure networks to be advertised into the BGP process using the network network-number mask subnet-mask command.

	For interior BGP (iBGP) sessions, change the source of BGP updates to a specific interface using the command neighbor ip-address update-source interface-type interface-number.

	For further configurations and in-depth coverage of BGP, refer to the Cisco BGP case studies located at http://www.cisco.com/warp/public/459/bgp-toc.html (recommended).

	Authentication (MD5) can be enabled per neighbor using the command neighbor ip-address password string.



IP Multicast Overview

Multicast is a subset of broadcast wherein just a specific subset of hosts receive the packet (versus all hosts on a broadcast domain). The host chooses as to membership to a certain multicast group address, thus enabling the host to receive packets destined for that group. Multicast addresses are Class D addresses ranging from 224.0.0.0 to 239.255.255.255. A large number of multicast protocols are in use today in networks. You can find detailed coverage of these protocols at http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ipmulti.htm and http://www.cisco.com/univercd/cc/td/doc/cisintwk/intsolns/mcst_sol/mcst_ovr.htm. In addition, special multicast addresses can be used to send messages/updates to subsets of hosts (for example, 224.0.0.1 [all hosts], 224.0.0.2 [all multicast routers on a subnet]).

Questions

1. Routing occurs at what layer of the OSI model?

a. Network layer

b. Data link layer

c. Transport layer

d. Application layer

2. IP RIP runs over ___, port number ___.

a. UDP, 21

b. TCP, 24

c. TCP, 520

d. UDP, 520

3. In what field or fields does the IP checksum calculate the checksum value?

a. Data only

b. Header and data

c. Header only

d. Not used in an IP packet

4. Which of the following routing protocols support authentication mechanisms? (Choose all that apply.)

a. OSPFv2

b. BGP

c. RIPv1

d. EIGRP

e. IGRP

5. The default value for HSRP priority is ___.

a. 100

b. 110

c. 150

6. The default values for BGP local preference, MED, and weight are ___.

a. 100, 100, 100

b. 100, 32768, 100

c. 32768, 100, 32768

d. 100, 32768, 0

7. The number of unique multicast IP addresses that map to a single Layer 2 multicast address is ___.

a. 16

b. 8

c. 4

d. 32

e. 64

8. The process of configuring a multicast sparse mode network to provide for fault tolerance and load sharing within a single multicast domain is called _____.

a. Source-based trees

b. Shared trees

c. Anycast RP

d. MBGP




End of sample
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RSA

Developed in 1977 by Ronald
Rivest, Adi Shamir, and Leonard
Adleman (therefore, RSA).

Common key size for RSA
is 1024 bits.

Created by NIST in 1994, Digital
Signature Algorithm (DSA) is the
algorithm used for digital signatures
but not for encryption.

Used in government installs, and was
created to work with the SHA-1 hash
algorithm,

The RSA algorithm is used in
IPsec for two discrete purposes:

m Encryption, where Peer X uses
Peer Y's public key to encrypt
data and then sends the data to
Peer Y. Because only Peer Y
has the corresponding public

key, he can successfully decrypt

the data.

m Digital signatures. Peer X
encrypts a hash value with his

DSA is roughly the same speed as RSA
when creating signatures. but 10 to 40
times slower when verifying signatures.
Because verification happens more
frequently than creation, this issue is
worth noting when deploying DSA

in any environment.

private key and then sends the data
to Peer Y. Peer Y obtains Peer X's
public key and decrypts the cipher
text to obtain the hash. Because
Peer Y used Peer X's public key.
only Peer X could have encrypted
the hash; hence, the encrypted hash
must have come from Peer X.
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AH

ESP

AH uses protocol number 51.

ESP uses protocol number 50.

Used for integrity checks on peer
and data sent by peer and for
authentication checks.

Used for integrity, authentication, and
confidentiality. Confidentiality is
established via encryption algorithms.
Optionally, ESP can perform integrity
checks on our peer and the data it is
sending.

AH does not provide
payload encryption.

ESP provides authentication and
encryption of the payload.

IPsec implements AH using a shim

header between Layer 2 and Layer 3.

The AH header has a Next Protocol
field, which identifies the next
Layer 4 transport protocol in use,
usually TCP or UDP.

IPscc implements ESP by creating a
shim header between Layer 2 and
Layer 3.

The ESP header has a Next Protocol
field, which identifies the next Layer 4
transport protocol in use, usually TCP
or UDP. ESP also has a trailer, which
identifies IPsec information and ESP
integrity-check information.
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Standby group number

0-255.

Standby MAC address

System assigned as 0000.0c07.acXX, where XX
i the HSRP group number.

Standby priority

Default is 100. Range is 0-255 (higher priority
is preferred as active in HSRP group).

Standby delay

Default is 0 delay. Both minimum and reload
delays can be set in a range of 0-10,000
seconds.

Standby track
interface priority

Default is 10.

Standby hello time

3 seconds (when configured for msee option,
range is 15-999 milliseconds).

Standby hold time

10 seconds (when configured for msec option,
range is 50-3000 milliseconds).
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MDS

SHA

Invented by Ron Rivest of RSA
Security (RFC 1321).

Was aimed at answering the shortcomings
of MDS. The MDS algorithm proved to
have some weaknesse ain situa-
tions; collisions “making a well-known
value match a particular hash-out value™
were confirmed. Knowing there were
possible weaknesses in the algorithm,
another, more secure algorithm was
needed. SHA-1 is defined in RFC 3174.

Message of arbitrary length is
taken as input and produces as
output a 128-bit fingerprint or
message digest of the input.

For example, if we have a 64-
byte Ethernet frame and run it
through the MDS algorithm, we
receive as output a 128-bit value.
If we run the same frame through
the algorithm again, we receive
the exact same 128-bit value. If
someone modifies a single bit,
however, and the hash algorithm
computes a 128-bit value, it

completely differs from the original

hash. The 128-bit value is created
irrespective of input packet

ize and

SHA-1 has as output a 160-bit value, as
opposed to MDS's 128-bit value. The
number of possible values is much larger,
which increases the strength of the data’s
integrity. SHA-1 also has additional
security measures built in to the algo-
rithm, such as additional iterations of
hashing that can be performed.

If we have a 64-byte Ethernet frame
and run it through the SHA-1 algo-
rithm, we receive as output & 160-bit
value. Similar to MDS if a single bit
is modified: the output hash value

is altered to depict the changed packet

remains the same for all packet sizes.
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Service

Characteristics

Address Resolution
Protocol (ARP)

Used to resolve a device’s MAC address when the 1P
address is known.

Reverse ARP Used by a device during bootup (o request an IP address
(RARP) for a specific MAC: replaced by DHCP.
Inverse ARP Used in Frame Relay, and used (o resolve the remote-

side data-link connection identifier (DLCI).

Gratuitous ARP

A grawitous ARP is when the MAC address in a system
is changed. That is, the MAC address for a given host’s
IP address mapping is changed for any valid reason,
such as network card replacement or router failure, In
this case, when the host or router s rebooted or

replaced, the device sends a gratuitous ARP packet
advising all hosts of the new MAC address. Because
this is a broadcast packet, all the hosts in the network
receive and process this packet. They update their old
mapping in the ARP cache with this new mapping. This
ensures that devices can communicate immediately.

DHCP

Used to provide an IP address/host configuration to a
device after bootup; it typically consists of a DHCP
server that services the device IP addressing/configura-
tion requests on the network. Routers, switches, fire-
walls, and wireless access points can also be configured
as DHCP servers to service requests. DHCP can provide
configurations such as IP address, default gateway,
Domain Name System (DNS) servers, Windows Internet
Naming Service (WINS) servers, and so on.

Hot Standby Router
Protocol (HSRP)

See the following section.

Connection-oriented protocol (uses TCP). F
maintains two concurrent connections between two

ices in the network for data transfer; port 20 is used
nd port 21 is used for control. See Chapter 3,
“Application Protocols.” for differences between active
and passive FTP.
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Command

Function

key chain name-of-chain

Defines the name of the key chain

key number

Configures a key number

key-string rext

Configures a key string that will be used
for authentication

accept-lifetime siart-ime
(infinite | end-time |
duration seconds)

Defines the time period when the key can
be received

send-lifetime start-fime
(infinite | end-time |
duration seconds)

Defines the time period when the key can
be sent
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ip rip authentication key-chain
name-of-chain

Enables RIP authentication on the
interface in interface configuration
mode

p rip authentication mode
(text | md5)

Configures authentication mode on
interface in interface configuration
mode
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Command
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ip authentication key-chain
igrp autonomous-system
name-of-chain

ip authentication mode eigrp
autonomous-sysiem mds

Associates an EIGRP autonomous system
and key chain per interface in interface
configuration mode

Configures authentication mode as MD5 on
the interface in interface configuration mode
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Command

Function

ip ospf authentication

Enables OSPF authentication under the
interface configuration

ip ospf authentication-key key

Configures a plain-text authentication
key on the interface

ip ospf message-digest-key key

Configures an MDS5 authentication key
under the interface configuration

area area-number authentication

Enables all interfaces in an area for
plain-text authentication (under OSPF
process configuration)

area arca-number authentication
MDS message-digest

Enables all interfaces in an area for
authentication (under OSPF process
configuration)
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RADIUS

TACACS+

Uses UDP as the transport
protocol.

Uses TCP as the transport protocol.

Lack of security because
RADIUS encrypts only the
password in the access-
request packet.

TACACS+ encrypts the entire body
of the packet.

RADIUS combines
authentication and authorization.

TACACS+ uses the AAA architecture,
which separates AAA.

RADIUS does not offer
multiprotocol support such as
AppleTalk Remote Access (ARA),
NetBIOS Frame Control Protocol,
NetWare Access Server Interface
(NASI), and X.25 packet
assembler/disassembler (PAD)
connections.

TACACS+ offers multiprotocol support.

RADIUS does not allow users to
control which commands can be
executed on a router and

which cannot.

TACACS+ provides per-user and
per-group basis as methods to control
the authorization of router commands






OEBPS/html/graphics/a004figure-01.gif
face 1o the end user on the OS stack

+Examples: Tolne, FTP, SUTP

~Enables parky when information i transmited between mulipe systems at the appication ayer

~Defines ocing and conversion aigrithms that are applietto data rom the appication ayer

+Examples: ASCIL JPEG, TIFF.MPS

+Manages session estabishment upkeep, and teardown between devices.
+Examples: 323, RTCP

«Responsibl for segmentation o normation received from ighor layers prior o natwork
layer handoft

+ Al provides raliabl data transport fo some protocdls
+Fundamental onty s calld a Layr 4 sogmont or datagram
+Examples: TGP, UDP, RTP

deniios i optiml path toa speifc nework destnaion by moans ofrouing decison
«lso responsive fordeice idenification using IP adcressing

«Fundamental ity i calod a Layor 3 packet

«Examplos: P IPX

«Primariy perorms the functons associated withransmission of data across a nk reably

«Eror otication,flow contro, and frame soquencing are also perormed by the dataink layer

+Gonsists of two sublayors:ogical link conro (LLC),which anables communication of dovices over
a singlo lnk, and MAC, which provides the moans forprotocas {0 accass the physicallayer media

«Fundamental entty s cald a Layer 2 fame.

+Examples:ISON, PP, HDLG, SDLC, Ethernetand s variants, Framo Relay

+Consistsofstandards hat dofine hardare speciications such as cabies, connectors, NICs,
eloctrical and mechanical specifcations, bt orderng, ancoding, signaling, and ransmission rales

+Examplos: RS-232, V.36, T1, 1, 10BASE-T, 100BASE-TX, POTS, SONET, DSL. 802.11x, RJ-45






OEBPS/html/graphics/a33table-01.gif
Command

Function

HELLO (HELO)

Identifies the SMTP client to the SMTP server.

MAIL (MAIL)

Initiates a mail transaction in which the mail data is
delivered to an SMTP server, which is then either
delivered to mailboxes or passed to another system
via SMTP.

RECIPIENT (RCPT)

Identifies an individual recipient of the mail data:
multiple use of the command is needed for multiple
users.

DATA (DATA)

Identifies the lines following the command (such as
the MAIL command) as the mail data in ASCIT
character codes.

SEND (SEND)

Initiates a mail transaction in which the mail data is
delivered to one or more terminals.

SEND OR MAIL
(SOML)

Initiates a mail transaction in which the mail
data is delivered to one or more terminals or
mailboxes.

SEND AND MAIL
(SAML)

Initiates a mail transaction in which the mail data is
delivered to one or more terminals and mailboxes.

RESET (RSET)

Aborts the current mail transaction. Any stored
sender, recipients, and mail data must be discarded.
and all buffers and state tables must be cleared. The
receiver must send an OK reply.

VERIFY (VRFY)

Verifies whether a user exists: a fully specified
‘mailbox and name are returned.

NOOP (NOOP)

Specifies no action other than that the receiver sent
an OK reply.

QUIT (QUIT)

Closes the transmission channel; the receiver must
send an OK reply.
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Command

Usage

service nagle

Enables the nagle algorithm, which can help
alleviate small TCP packet problems.

service tep-keepalives-in

Generates keepalive packets on all idle
incoming TCP sessions.

service tep-keepalives-out

Generates keepalive packets on all idle
outgoing TCP sessions.

no service udp-small-servers

Minor TCP/IP servers being disabled sends a
TCP reset packet to the sender, and the
original packet is discarded in the case of
echo, chargen, and daytime ports.

no service tep-small-servers

service password-encryption

Minor UDP servers being disabled sends an
ICMP port-unreachable message to the
source device, and the incoming packet is
discarded for echo, discard, and chargen ports.

Hides the passwords when the configuration
is viewed.

no service dhcp

Disables DHCP for host auto-configuration.

service sequence-numbers
that they are not tampered with.

Syslog entries are numbered to ensure

ip tep intercept list
ist-number

TCP Intercept helps prevent SYN flood
attacks by intercepting and validating TCP
connection requests from clients to servers
that match an extended access list.

ip tep intercept one-minute
low number-of-connections/sec

Defines the lower-water mark at which TCP.
Intercept deactivates aggressive mode.

ip tep intercept one-minute
high number-of-
connections/sec

Defines the high-water mark for which TCP
Intercept enters aggressive mode.
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Record type

Function

Start of Authority (SOA)

Required for every domain. Stores information
about DNS itself for the domain.

Name Server (NS)

Stores information used to identify the name
servers in the domain that store information for
that domain.

Address (A)

Stores the hostname and IP address of individual
hosts and is used to translate hostnames to
TP addresses.

Canonical Name
(CNAME)

Stores additional hostnames, or aliases, for hosts
in the domain.

Mail Exchange (MX)

Stores information about where mail for the
domain should be delivered.

Pointer (PTR)

Stores the IP address and hostname of individual
hosts and is used to translate IP addresses to
hostnames in a reverse DNS lookup.

Host Information
(HINFO)

Stores information about the hardware for
specific hosts.

Well Known
Services (WKS)

Stores information about the various network
services available from hosts in the domain.

Text Information (TXT)

Stores up to 256 characters of text per line.

Responsible Person (RP)

Stores information about the person responsible
for the domain.
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Command

Function

service timestamps log

Tells the router to time-stamp the datetime
localtime messages.

logging on

Enables message logging to all supported
destinations other than the console. Logging on
is the default on CO routers.

no logging on

Directs logging to the console only and disables
logging output to other destinations.

logging console level

Limits the types of messages by using the
level argument.

logging buffered

Logs messages to the internal buffer. The
buffer is circular: therefore, newer messages
overwrite older messages.

show logging

Displays the messages that are logged in the
buffer.

logging monitor level

Limits the level of messages logged to the
terminal lines (monitors) to set notifications.

logging ip-address

Logs messages o the syslog server host. The
ip-address argument is the TP address of the host.

logging trap level

Limits the number of messages sent to the
syslog servers; the default trap level is
informational.
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DES 3DES AES

It is a 56-bit encryption  As DES became more AES is a variable
algorithm, meaning the  vulnerable, the Internet  block-length and
number of possible keys  community required a Key-length cipher.
(“key space”) is 2456, fix. Because DES was

normally based in

hardware, a completely

new algorithm was out

of the question. As a

result, 3DES was created.

3DES uses a 168-bit

key. (Actually, it uses

3 56-bit keys.) In essence,

the 3DES algorithm

encrypts and decrypts

data 3 times with 3

different keys, effectively

creating a 168-bit key.

DES turns clear-text 3DES is the DES Current AES key
data into cipher text algorithm that performs 3 lengths are 128, 192,
with an encryption times sequentially. Three  or 256 bits to encrypt
algorithm. The receiving ~ keys are used to blocks with lengths
station decrypts the data  encrypt data, resulting — of 128, 192, or 256
from cipher text into in a 168-bit encryption bits. AES can be
clear text. The encryption  key. The sending device  implemented

key is a shared secret  encrypts the data with efficiently on a wide
key used to encryptand  the first S6-bit key. range of processors
decrypt messages. DES and in hardware.

is a block cipher algorithm, The sending device
which means that DES  decrypts the data with
performs operations on  the second key, also
fixed-length data streams 56 bits in length

of 64-bit datagrams. The

ibly consists  The sending device
however, only  encrypts for a final
56 of these are actually  time with another
used by the algorithm.  56-bit key.

ght bits are used solely

for checking parity and  The receiving device
are thereafter discarded.  decrypts the data with
Hence, the effective key  the first key.

length is 56 bits, and it is
usually quoted as such.

then encrypts the data
with the second key.

Finally, the receiving
devices decrypt the data
with the third key.
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Level Keyword Descrip!
0 emergencies System is unusable.

1 alerts Immediate action is needed.

2 Critical condition exists.

3 errors Error condition exists.

4 warnings Warning condition exists.

5 notification Normal but significant condition exists.
6 informational Informational messages.

7 debugging Debugging messages.





