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				Introduction

				Welcome to the fourth edition of Networking All-in-One For Dummies, the one networking book that’s designed to replace an entire shelf full of the dull and tedious networking books you’d otherwise have to buy. This book contains all the basic and not-so-basic information you need to know to get a network up and running and to stay on top of the network as it grows, develops problems, and encounters trouble.

				If you’re just getting started as a network administrator, this book is ideal. As a network administrator, you have to know about a lot of different topics: installing and configuring network hardware, installing and configuring network operating systems, planning a network, working with TCP/IP, securing your network, working with mobile devices, backing up your data, and many others.

				You can, and probably eventually will, buy separate books on each of these topics. It won’t take long before your bookshelf is bulging with 10,000 or more pages of detailed information about every imaginable nuance of networking. But before you’re ready to tackle each of those topics in depth, you need to get a bird’s-eye picture. This book is the ideal way to do that.

				And if you already own 10,000 pages or more of network information, you may be overwhelmed by the amount of detail and wonder, “Do I really need to read 1,000 pages about Bind to set up a simple DNS server?” or “Do I really need a six-pound book to show me how to install Linux?” Truth is, most 1,000-page networking books have about 100 or so pages of really useful information — the kind you use every day — and about 900 pages of excruciating details that apply mostly to networks at places like NASA and the CIA.

				The basic idea of this book is that I’ve tried to wring out the 100 or so most useful pages of information on nine different networking topics: network basics, building a network, network administration and security, troubleshooting and disaster planning, working with TCP/IP, home networking, wireless networking, Windows server operating systems, and Linux.

				So whether you’ve just been put in charge of your first network or you’re a seasoned pro, you’ve found the right book.

				About This Book

				Networking All-in-One For Dummies, 4th Edition, is intended to be a reference for all the great things (and maybe a few not-so-great things) that you may need to know when you’re setting up and managing a network. You can, of course, buy a huge 1,000-page book on each of the networking topics covered in this book. But then, who would you get to carry them home from the bookstore for you? And where would you find the shelf space to store them? In this book, you get the information you need all conveniently packaged for you in between one set of covers.

				This book doesn’t pretend to be a comprehensive reference for every detail of these topics. Instead, this book shows you how to get up and running fast so that you have more time to do the things you really want to do. Designed using the easy-to-follow For Dummies format, this book helps you get the information you need without laboring to find it.

				Networking All-in-One For Dummies, 4th Edition, is a big book made up of several smaller books — minibooks, if you will. Each of these minibooks covers the basics of one key element of network management, such as setting up network hardware, installing a network operating system, or troubleshooting network problems. Whenever one big thing is made up of several smaller things, confusion is always a possibility. That’s why Networking All-in-One For Dummies, 4th Edition, is designed to have multiple access points (I hear an acronym coming on — MAP!) to help you find what you want. At the beginning of the book is a detailed table of contents that covers the entire book. Then, each minibook begins with a minitable of contents that shows you at a glance what chapters are included in that minibook. Useful running heads appear at the top of each page to point out the topic discussed on that page. And handy thumb tabs run down the side of the pages to help you quickly find each minibook. Finally, a comprehensive index lets you find information anywhere in the entire book.

				This isn’t the kind of book you pick up and read from start to finish, as if it were a cheap novel. If I ever see you reading it at the beach, I’ll kick sand in your face. This book is more like a reference, the kind of book you can pick up, turn to just about any page, and start reading. You don’t have to memorize anything in this book. It’s a need-to-know book: You pick it up when you need to know something. Need to know how to set up a DHCP server in Windows? Pick up the book. Need to know how to create a user account in Linux? Pick up the book. Otherwise, put it down and get on with your life.

				How to Use This Book

				This book works like a reference. Start with the topic you want to find out about. Look for it in the table of contents or in the index to get going. The table of contents is detailed enough that you should be able to find most of the topics you’re looking for. If not, turn to the index, where you can find even more detail.

				Of course, the book is loaded with information, so if you want to take a brief excursion into your topic, you’re more than welcome. If you want to know the big security picture, read the whole chapter on security. If you just want to know how to make a decent password, read just the section on passwords. You get the idea.

				Whenever I describe a message or information that you see on the screen, I present it as follows:

				A message from your friendly network

				If you need to type something, you see the text you need to type like this: Type this stuff. In this example, you type Type this stuff at the keyboard and press Enter. An explanation usually follows, just in case you’re scratching your head and grunting, “Huh?”

				How This Book Is Organized

				Each of the nine minibooks contained in Networking All-in-One For Dummies, 4th Edition, can stand by itself. The first minibook covers the networking basics that you should know to help you understand the rest of the stuff in this book. Of course, if you’ve been managing a network for awhile already, you probably know all this stuff, so you can probably skip Book I or just skim it quickly for laughs. The remaining minibooks cover a variety of networking topics that you would normally find covered in separate books. Here’s a brief description of what you find in each minibook.

				Book I: Networking Basics

				This minibook covers the networking basics that you need to understand to get going. You find out what a network is, how networking standards work, what hardware components are required to make up a network, and what network operating systems do. You discover the difference between peer-to-peer networking and client-server networking. And you also get a comparison of the most popular network operating systems, including the current incarnations of Windows Server and Linux.

				Book II: Building a Network

				In this minibook, you find the ins and outs of building a network. First, you see how to create a plan for your network. After all, planning is the first step of any great endeavor. Then, you discover how to install network hardware, such as network interface cards, and how to work with various types of networking cable. You receive some general pointers about installing a network server operating system. You gain insight into how to configure various versions of Windows to access a network. And finally, you get an overview of how virtualization technologies like VMWare can help you manage your servers.

				Book III: Network Administration and Security

				In this minibook, you discover what it means to be a network administrator, with an emphasis on how to secure your network so that it’s safe from intruders but at the same time allows your network’s users access to everything they need. In the real world, this responsibility isn’t as easy as it sounds. This minibook begins with an overview of what network administrators do. Then, it describes some of the basic practices of good network security, such as using strong passwords and providing physical security for your servers. It includes detailed information about setting up and managing network user accounts, using virus scanners, setting up firewalls, backing up network data, keeping network software up to date, working with virtual private networks (VPNs), and troubleshooting common network problems.

				Book IV: TCP/IP and the Internet

				This minibook is devoted to the most popular network technology on the planet: TCP/IP. (Actually, it may be the most popular protocol in the universe. The aliens in Independence Day had a TCP/IP network on their spaceship, enabling Will Smith and Jeff Goldblum to hack their way in. The aliens should have read the section on firewalls in Book III.)

				Book V: Wireless Networking

				In this minibook, you discover the ins and outs of setting up and securing a wireless network.

				Book VI: Mobile Networking

				This minibook is devoted to the special requirements for managing mobile users who want to connect to your network. Here, you’ll find chapters on working with the most popular types of smartphones, including Blackberry, iPhone, and Android devices, as well as information about incorporating netbooks into your network.

				Book VII: Windows Server 2008 R2 Reference

				This minibook describes the basics of setting up and administering a server using the latest version of Windows Server 2008 R2. You also find helpful information about its predecessors, Windows Server 2008 and Windows Server 2003. You find chapters on installing a Windows server, managing user accounts, setting up a file server, and securing a Windows server. Plus, you find a handy reference to the many Windows networking commands that you can use from a command prompt.

				Book VIII: Using Other Windows Servers

				This minibook shows you the basics of setting up other popular Windows server products, including the IIS Web server, Exchange Server 2010 for managing e-mail, SQL Server 2008 for databases, and SharePoint 2010 for creating intranet sites.

				Book IX: Managing Linux Systems

				Linux has fast become an inexpensive alternative to Windows or NetWare. In this minibook, you discover the basics of installing and managing Linux. You find out how to install Fedora, work with Linux commands and GNOME (a popular graphical interface for Linux), configure Linux for networking, set up a Windows-compatible file server using Samba, and run popular Internet servers such as DHCP, Bind, and Sendmail. Plus, you get a concise Linux command reference that will turn you into a Linux command line junkie in no time.

				Icons Used in This Book

				Like any For Dummies book, this book is chock-full of helpful icons that draw your attention to items of particular importance. You find the following icons throughout this book:

				[image: technicalstuff.eps] Hold it — technical stuff is just around the corner. Read on only if you have your pocket protector.

				[image: tip.eps]Pay special attention to this icon; it lets you know that some particularly useful tidbit is at hand.

				[image: remember.eps] Did I tell you about the memory course I took?

				[image: warning_bomb.eps] Danger, Will Robinson! This icon highlights information that may help you avert disaster.

				Where to Go from Here

				Yes, you can get there from here. With this book in hand, you’re ready to plow right through the rugged networking terrain. Browse through the table of contents and decide where you want to start. Be bold! Be courageous! Be adventurous! And above all, have fun!

				Please note that some special symbols used in this eBook may not display properly on all eReader devices. If you have trouble determining any symbol, please call Wiley Product Technical Support at 800-762-2974. Outside of the United States, please call 317-572-3993.  You can also contact Wiley Product Technical Support at www.wiley.com/techsupport.
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				Chapter 1: Understanding Networks

				In This Chapter

				Introducing computer networks

				Finding out all about clients, servers, and peers

				Understanding the various types of networks

				Figuring out the disadvantages of networking

				The first computer network was invented when ancient mathematicians connected their abacuses (or is it abaci?) together with kite string so they could instantly share their abacus answers with each other. Over the years, computer networks became more and more sophisticated. Now, instead of string, networks use electrical cables, fiber-optic cables, or wireless radio signals to connect computers to each other. The purpose, however, has remained the same: sharing information and getting work done faster.

				This chapter describes the basics of what computer networking is and how it works.

				What Is a Network?

				A network is nothing more than two or more computers connected to each other so that they can exchange information, such as e-mail messages or documents, or share resources, such as disk storage or printers. In most cases, this connection is made via electrical cables that carry the information in the form of electrical signals. But in some cases, other types of connections are used. For example, fiber-optic cables let computers communicate at extremely high speeds by using impulses of light. Wireless networks let computers communicate by using radio signals, so the computers aren’t restricted by physical cables.

				In addition to the hardware that comprises the network, a network also requires special software to enable communications. In the early days of networking, you had to add this software to each computer on the network. Nowadays, network support is built in to all major operating systems, including all current versions of Windows, Macintosh operating systems, and Linux.

				Network building blocks

				All networks, large or small, require specialized network hardware to make them work. For small networks, the hardware may consist of nothing more than a collection of computers that are equipped with network ports, a cable for each computer, and a network switch that all the computers plug in to via the cable. Larger networks probably have additional components, such as routers or repeaters.

				Small or large, all networks are built from the following basic building blocks:

				♦ Client computers: The computers that end users use to access the resources of the network. Client computers are typically computers located on users’ desks. They usually run a desktop version of Windows such as Windows 7, Vista, or XP. In addition, the client computers usually run some type of application software such as Microsoft Office. Client computers are sometimes referred to as workstations.

				♦ Server computers: Computers that provide shared resources, such as disk storage and printers, as well as network services, such as e-mail and Internet access. Server computers typically run a specialized network operating system such as Windows Server 2008 or 2003, NetWare, or Linux, along with special software to provide network services. For example, a server may run Microsoft Exchange to provide e-mail services for the network, or it may run Apache Web Server so that the computer can serve Web pages.

				♦ Network interface: An interface — sometimes called a network port — that’s installed in a computer to enable the computer to communicate over a network. Almost all network interfaces implement a networking standard called Ethernet.

				 A network interface is sometimes called a NIC, which stands for network interface card, because in the early days of networking you actually had to install a separate circuit card in the computer to provide a network interface. Nowadays, nearly all computers come with network interfaces built in as an integral part of the computer’s motherboard. Although separate network cards are rarely required these days, the term NIC is still frequently used to refer to the network interface.

				[image: tip.eps] It’s still common to install separate network interface cards to provide more than one network interface on a single computer, or to replace a built-in network interface that has malfunctioned without having to replace the entire motherboard.

				♦ Cable: Computers in a network are usually physically connected to each other using cable. Although several types of cable have been popular over the years, most networks today use a type of cable called twisted-pair, also known by its official designation 10BaseT.

				 Twisted-pair cable is also sometimes referred to as Cat-5 or Cat-6 cable. These terms refer to the standards that determine the maximum speed with which the cable can carry data, Cat-6 being rated for more speed than Cat-5.

				 Twisted-pair cable can also be referred to simply as copper, to distinguish it from fiber-optic cable which is used for the highest-speed network connections. Fiber-optic cable uses strands of glass to transmit light signals at very high speeds.

				 In many cases, the cables run through the walls and converge on a central room called a wiring closet. But for smaller networks, the cables are often just strung along the floor, hidden behind desks and other furniture whenever possible.

				♦ Switches: Network cable usually doesn’t connect computers directly to each other. Instead, each computer is connected by cable to a device known as a switch. The switch, in turn, connects to the rest of the network. Each switch contains a certain number of ports, typically 8 or 16. Thus, you can use an eight-port switch to connect up to eight computers. Switches can be connected to each other to build larger networks. For more information about switches, see the “Network Topology” section later in this chapter. (Older networks may use a more primitive type of device called a hub instead of a switch. A hub provides the same function as a switch, but it isn’t as efficient. The term hub is sometimes used to mean switch, even though hubs and switches are not technically the same thing.)

				♦ Wireless networks: In many networks, cables and switches are making way for wireless network connections, which enable computers to communicate via radio signals. In a wireless network, radio transmitters and receivers take the place of cables. The main advantage of wireless networking is its flexibility. With a wireless network, you don’t have to run cables through walls or ceilings, and your client computers can be located anywhere within range of the network broadcast. The main disadvantage of wireless networking is that it’s inherently less secure than a cabled network.

				♦ Network software: Although network hardware is essential, what really makes a network work is software. A whole bunch of software has to be set up just right in order to get a network working. Server computers typically use a special network operating system (also known as a NOS) in order to function efficiently, and client computers need to have their network settings configured properly in order to access the network.

				 One of the most important networking choices to make is which network operating system you’ll use on the network’s servers. That’s because much of the task of building a new network and managing an existing one is setting up and maintaining the network operating system on the servers.

				Why bother?

				If the truth be told, computer networks are a pain to set up. So, why bother? Because the benefits of having a network make the difficulty of setting one up worthwhile. You don’t have to be a Ph.D. to understand the benefits of networking. In fact, you learned everything you need to know about the benefits of networking in kindergarten. Networks are all about sharing. Specifically, networks are about sharing three things: information, resources, and applications.

				♦ Sharing information: Networks allow users to share information in several different ways. The most common way of sharing information is to share individual files. For example, two or more people can work together on a single spreadsheet file or word-processing document. In most networks, a large hard drive on a central server computer is set up as a common storage area where users can store files to be shared with other users.

				 In addition to sharing files, networks allow users to communicate with each other in various ways. For example, messaging applications let network users exchange messages with each other using an e-mail application such as Microsoft Outlook. Users can also hold online meetings over the network. In fact, with inexpensive video cameras and the right software, users can hold videoconferences over the network.

				♦ Sharing resources: Certain computer resources, such as printers or hard drives, can be set up so that network users can share them. Sharing these resources can result in significant cost savings. For example, it’s cheaper to buy a single high-speed printer with advanced features such as collating, stapling, and duplex printing that can be shared by an entire workgroup than it is to buy separate printers for each user in the group.

				 Hard drives can also be shared resources. In fact, providing users with access to a shared hard drive is the most common method of sharing files on a network. A computer whose main purpose in life is to host shared hard drives is called a file server.

				 In actual practice, entire hard drives aren’t usually shared. Instead, individual folders on a networked hard drive are shared. This way, the network administrator can allow different network users to have access to different shared folders. For example, a company may set up shared folders for its sales department and accounting department. Then, sales personnel can access the sales department’s folder, and accounting personnel can access the accounting department’s folder.

				 You can share other resources on a network. For example, a network can be used to share an Internet connection. In the early days of the Internet, it was common for each user who required access to the Internet to have his or her own modem connection. Nowadays, it’s more common for the network to provide a shared, high-speed Internet connection that everyone on the network can access.

				♦ Sharing applications: One of the most common reasons for networking in many businesses is so that several users can work together on a single business application. For example, an accounting department may have accounting software that can be used from several computers at the same time. Or a sales-processing department may have an order-entry application that runs on several computers to handle a large volume of orders.

				Of Clients and Servers

				[image: remember.eps] The network computer that contains the hard drives, printers, and other resources that are shared with other network computers is called a server. This term comes up repeatedly, so you have to remember it. Write it on the back of your left hand.

				Any computer that’s not a server is called a client. You have to remember this term, too. Write it on the back of your right hand.

				Only two kinds of computers are on a network: servers and clients. Look at your left hand and then look at your right hand. Don’t wash your hands until you have these terms memorized.

				The distinction between servers and clients in a network would be somewhat fun to study in a sociology class because it’s similar to the distinction between the haves and the have-nots in society:

				♦ Usually, the most powerful and expensive computers in a network are the servers. This fact makes sense because every user on the network shares the server’s resources.

				♦ The cheaper and less powerful computers in a network are the clients. Clients are the computers used by individual users for everyday work. Because clients’ resources don’t have to be shared, they don’t have to be as fancy.

				♦ Most networks have more clients than servers. For example, a network with ten clients can probably get by with one server.

				♦ In some networks, a clear line of segregation exists between servers and clients. In other words, a computer is either a server or a client, and not both. A server can’t become a client, nor can a client become a server.

				♦ Other networks are more progressive, allowing any computer in the network to be a server and allowing any computer to be both server and client at the same time. The network illustrated in Figure 1-1, later in this chapter, is this type of network.

				Dedicated Servers and Peers

				In some networks, a server computer is a server computer and nothing else. This server computer is dedicated solely to the task of providing shared resources, such as hard drives and printers, to be accessed by the network client computers. Such a server is referred to as a dedicated server because it can perform no other tasks besides network services. A network that relies on dedicated servers is sometimes called a client/server network.

				Other networks take an alternative approach, enabling any computer on the network to function as both a client and a server. Thus, any computer can share its printers and hard drives with other computers on the network. And while a computer is working as a server, you can still use that same computer for other functions such as word processing. This type of network is called a peer-to-peer network because all the computers are thought of as peers, or equals.

				While you’re walking the dog tomorrow morning, ponder these points concerning the difference between dedicated server networks and peer-to-peer networks:

				♦ Peer-to-peer networking has been built in to all versions of Windows since Windows 95. Thus, you don’t have to buy any additional software to turn your computer into a server. All you have to do is enable the Windows server features.

				♦ The network server features that are built in to desktop versions of Windows (including Windows 7, Vista, and XP) aren’t very efficient because these versions of Windows were not designed primarily to be network servers. If you’re going to dedicate a computer to the task of being a full-time server, you should use a full-fledged network operating system, such as Windows Server 2008, instead.

				Networks Big and Small

				Networks come in all sizes and shapes. In fact, it’s common to categorize networks based on the geographical size they cover, as described in the following list:

				♦ Local area networks: A local area network, or LAN, is a network in which computers are relatively close together, such as within the same office or building.

				 Note that the term LAN doesn’t imply that the network is small. A LAN can, in fact, contain hundreds or even thousands of computers. What makes a network a LAN is that all those computers are located within close proximity to each other. Usually a LAN is contained within a single building, but a LAN can extend to several buildings on a campus — provided the buildings are close to each other (typically within 300 feet of each other, though greater distances are possible with special equipment).

				♦ Wide area networks: A wide area network, or WAN, is a network that spans a large geographic territory, such as an entire city or region, or even an entire country. WANs are typically used to connect two or more LANs that are relatively far apart. For example, a WAN may connect an office in San Francisco with an office in New York.

				 Again, it’s the geographic distance, not the number of computers involved, that makes a network a WAN. If the office in San Francisco and the office in New York both have only one computer, the WAN will have a total of two computers but will span more than 3,000 miles.

				♦ Metropolitan area networks: A metropolitan area network, or MAN, is a network that’s smaller than a typical WAN but larger than a LAN. Typically, a MAN connects two or more LANs that are within the same city but are far enough apart that the networks can’t be connected using a simple cable or wireless connection.

				Network Topology

				The term network topology refers to the shape of how the computers and other network components are connected to each other. There are several different types of network topologies, each with advantages and disadvantages.

				In the following discussion of network topologies, I use two important terms:

				♦ Node: A node is a device that’s connected to the network. For your purposes here, a node is the same as a computer. Network topology deals with how the nodes of a network are connected to each other.

				♦ Packet: A packet is a message that’s sent over the network from one node to another node. The packet includes the address of the node that sent the packet, the address of the node the packet is being sent to, and data.

				Bus topology

				The first type of network topology is called a bus, in which nodes are strung together in a line, as shown in Figure 1-1. The key to understanding how a bus topology works is to think of the entire network as a single cable, with each node “tapping” into the cable so it can listen in on the packets being sent over that cable. If you’re old enough to remember party lines, you get the idea.

				
					Figure 1-1: Bus topology.

				

				[image: 625873-fg010101.eps]

				In a bus topology, every node on the network can see every packet that’s sent on the cable. Each node looks at each packet to determine whether the packet is intended for it. If so, the node claims the packet. If not, the node ignores the packet. This way, each computer can respond to data sent to it and ignore data sent to other computers on the network.

				If the cable in a bus network breaks, the entire network is effectively disabled. Obviously the nodes on opposite sides of the break can’t continue to communicate with each other because data can’t span the gap created by the break. But even those nodes that are on the same side of the break will be unable to communicate with each other, because the open end of the cable left by the break disrupts the proper transmission of electrical signals.

				In the early days of Ethernet networking, bus topology was commonplace. Although bus topology has given way to star topology (see the next section) for most networks today, many networks today still have elements that rely on bus topology.

				Star topology

				In a star topology, each network node is connected to a central device called a hub or a switch, as shown in Figure 1-2. Star topologies are commonly used with LANs.

				If a cable in a star network breaks, only the node connected to that cable is isolated from the network. The other nodes can continue to operate without interruption — unless, of course, the node that’s isolated because of the break happens to be the file server.

				[image: technicalstuff.eps] You should be aware of the somewhat technical distinction between a hub and a switch. Simply put, a hub doesn’t know anything about the computers that are connected to each of its ports. So when a computer connected to the hub sends a packet to a computer that’s connected to another port, the hub sends a duplicate copy of the packet to all its ports. In contrast, a switch knows which computer is connected to each of its ports. As a result, when a switch receives a packet intended for a particular computer, it sends the packet only to the port that the recipient is connected to.

				
					Figure 1-2: Star topology.

				

				[image: 625873-fg010102.eps]

				Strictly speaking, only networks that use switches have a true star topology. If the network uses a hub, the network topology has the physical appearance of a star, but is actually a bus. That’s because when a hub is used, each computer on the network sees all the packets sent over the network, just like in a bus topology. In a true star topology, as when a switch is used, each computer sees only those packets that were sent specifically to it, as well as packets that were specifically sent to all computers on the network (those types of packets are called broadcast packets).

				Expanding stars

				Physicists say that the universe is expanding, and network administrators know they’re right. A simple bus or star topology is suitable only for small networks, with a dozen or so computers. But small networks inevitably become large networks as more computers are added. For larger networks, it’s common to create more complicated topologies that combine stars and buses.

				For example, a bus can be used to connect several stars. In this case, two or more hubs or switches are connected to each other using a bus. Each of these hubs or switches is then the center of a star that connects two or more computers to the network. This type of arrangement is commonly used in buildings that have two or more distinct workgroups. The bus that connects the switches is sometimes called a backbone.

				Another way to expand a star topology is to use a technique called daisy-chaining. When you use daisy-chaining, a switch is connected to another switch as if it were one of the nodes on the star. Then, this second switch serves as the center of a second star.

				Ring topology

				A third type of network topology is called a ring, shown in Figure 1-3. In a ring topology, packets are sent around the circle from computer to computer. Each computer looks at each packet to decide whether the packet was intended for it. If not, the packet is passed on to the next computer in the ring.

				
					Figure 1-3: Ring topology.

				

				[image: 625873-fg010103.eps]

				Years ago, ring topologies were common in LANs, as two popular networking technologies used rings: ARCNET and Token Ring. ARCNET is still used for certain applications such as factory automation, but is rarely used in business networks. Token Ring is still a popular network technology for IBM midrange computers. Although plenty of Token Ring networks are still in existence, not many new networks use Token Ring any more.

				Ring topology was also used by FDDI, one of the first types of fiber-optic network connections. FDDI has given way to more efficient fiber-optic techniques, however. So ring networks have all but vanished from business networks.

				Mesh topology

				A fourth type of network topology, known as mesh, has multiple connections between each of the nodes on the network, as shown in Figure 1-4. The advantage of a mesh topology is that if one cable breaks, the network can use an alternative route to deliver its packets.

				
					Figure 1-4: Mesh topology.

				

				[image: 625873-fg010104.eps]

				Mesh networks aren’t very practical in a LAN setting. For example, to network eight computers in a mesh topology, each computer would have to have seven network interface cards, and 28 cables would be required to connect each computer to the seven other computers in the network. Obviously, this scheme isn’t very scalable.

				However, mesh networks are common for metropolitan or wide area networks. These networks use devices called routers to route packets from network to network. For reliability and performance reasons, routers are usually arranged in a way that provides multiple paths between any two nodes on the network in a meshlike arrangement.

			

		

	
		
			
				Chapter 2: Understanding Network Protocols and Standards

				In This Chapter

				Deciphering the layers of the OSI reference model

				Understanding an Ethernet

				Getting the inside scoop on TCP/IP and IPX/SPX

				Finding out about other important protocols

				Protocols and standards are what make networks work together. Protocols make it possible for the various components of a network to communicate with each other. Standards also make it possible for network components manufactured by different companies to work together. This chapter introduces you to the protocols and standards that you’re most likely to encounter when building and maintaining a network.

				Understanding Protocols

				A protocol is a set of rules that enables effective communications to occur. You encounter protocols every day. For example, when you pay for groceries with a debit card, the clerk first tells you how much the groceries cost. You then swipe your debit card in the card reader, punch in your security code, indicate whether you want cash back, enter the amount of the cash back if you so indicated, then verify the total amount. You then cross your fingers behind your back and say a quiet prayer while the machine authorizes the purchase. Assuming the amount is authorized, the machine prints out your receipt.

				Here’s another example of an everyday protocol: making a phone call. You probably take most of the details of the phone-calling protocol for granted, but it’s pretty complicated if you think about it:

				♦ When you pick up a phone, you must listen for a dial tone before dialing the number (unless you’re using a cell phone). If you don’t hear a dial tone, you know that either (1) someone else in your family is talking on the phone or (2) something is wrong with your phone.

				♦ When you hear the dial tone, you initiate the call by dialing the number of the party you want to reach. If the person you want to call is in the same area code as you, most of the time you simply dial that person’s seven-digit phone number. If the person is in a different area code, you dial a one, the three-digit area code, and the person’s seven-digit phone number.

				♦ If you hear a series of long ringing tones, you wait until the other person answers the phone. If the phone rings a certain number of times with no answer, you hang up and try again later. If you hear a voice say, “Hello,” you begin a conversation with the other party. If the person on the other end of the phone has never heard of you, you say, “Sorry, wrong number,” hang up, and try again.

				♦ If you hear a voice that rambles on about how they’re not home but they want to return your call, you wait for a beep and leave a message.

				♦ If you hear a series of short tones, you know the other person is talking to someone else on the phone. So you hang up and try again later.

				♦ If you hear a sequence of three tones that increase in pitch, followed by a recorded voice that says “We’re sorry . . .” you know that the number you dialed is invalid. Either you dialed the number incorrectly, or the number has been disconnected.

				I can go on and on, but I think you probably get the point. Exchanges such as using debit cards or making phone calls follow the same rules every time they happen.

				Computer networks depend upon many different types of protocols in order to work. These protocols are very rigidly defined, and for good reason. Network cards must know how to talk to other network cards in order to exchange information, operating systems must know how to talk to network cards in order to send and receive data on the network, and application programs must know how to talk to operating systems in order to know how to retrieve a file from a network server.

				Protocols come in many different types. At the lowest level, protocols define exactly what type of electrical signal represents a one and what type of signal represents a zero. At the highest level, protocols allow a computer user in the United States to send an e-mail to another computer user in New Zealand. And in between are many other levels of protocols. You find out more about these levels of protocols (which are often called layers) in the section, “The Seven Layers of the OSI Reference Model,” later in this chapter.

				[image: tip.eps]Various protocols tend to be used together in matched sets called protocol suites. The two most popular protocol suites for networking are TCP/IP and Ethernet. TCP/IP was originally developed for Unix networks and is the protocol of the Internet and most local-area networks. Ethernet is a low-level protocol that spells out the electrical characteristics of the network hardware used by most local-area networks. A third important protocol is IPX/SPX, which is an alternative to TCP/IP that was originally developed for NetWare networks. In the early days of networking, IPX/SPX was widely used in local area networks, but TCP/IP is now the preferred protocol.

				Understanding Standards

				A standard is an agreed-upon definition of a protocol. In the early days of computer networking, each computer manufacturer developed its own networking protocols. As a result, you weren’t able to easily mix equipment from different manufacturers on a single network.

				Then along came standards to save the day. Standards are industry-wide protocol definitions that are not tied to a particular manufacturer. With standard protocols, you can mix and match equipment from different vendors. As long as the equipment implements the standard protocols, it should be able to coexist on the same network.

				Many organizations are involved in setting standards for networking. The five most important organizations are

				♦ American National Standards Institute (ANSI): The official standards organization in the United States. ANSI is pronounced AN-see.

				♦ Institute of Electrical and Electronics Engineers (IEEE): An international organization that publishes several key networking standards — in particular, the official standard for the Ethernet networking system (known officially as IEEE 802.3). IEEE is pronounced eye-triple-E.

				♦ International Organization for Standardization (ISO): A federation of more than 100 standards organizations from throughout the world. If I had studied French in high school, I’d probably understand why the acronym for International Organization for Standardization is ISO, and not IOS.

				♦ Internet Engineering Task Force (IETF): The organization responsible for the protocols that drive the Internet.

				♦ World Wide Web Consortium (W3C): An international organization that handles the development of standards for the World Wide Web.

				Table 2-1 lists the Web sites for each of these standards organizations.

				
					
						
								
								Table 2-1 Web Sites for Major Standards Organizations

							
						

						
								
								Organization

							
								
								Web Site

							
						

						
								
								ANSI (American National Standards Institute)

							
								
								www.ansi.org

							
						

						
								
								IEEE (Institute of Electrical and Electronic Engineers)

							
								
								www.ieee.org

							
						

						
								
								ISO (International Organization for Standardization)

							
								
								www.iso.org

							
						

						
								
								IETF (Internet Engineering Task Force)

							
								
								www.ietf.org

							
						

						
								
								W3C (World Wide Web Consortium)

							
								
								www.w3c.org

							
						

					
				

				The Seven Layers of the OSI Reference Model

				OSI sounds like the name of a top-secret government agency you hear about only in Tom Clancy novels. What it really stands for in the networking world is Open Systems Interconnection, as in the Open Systems Interconnection Reference Model, affectionately known as the OSI model.

				The OSI model breaks the various aspects of a computer network into seven distinct layers. These layers are kind of like the layers of an onion: Each successive layer envelops the layer beneath it, hiding its details from the levels above. The OSI model is also like an onion in that if you start to peel it apart to have a look inside, you’re bound to shed a few tears.

				The OSI model is not a networking standard in the same sense that Ethernet and TCP/IP are networking standards. Rather, the OSI model is a framework into which the various networking standards can fit. The OSI model specifies what aspects of a network’s operation can be addressed by various network standards. So, in a sense, the OSI model is sort of a standard of standards.

				Table 2-2 summarizes the seven layers of the OSI model.

				
					
						
								
								Table 2-2 The Seven Layers of the OSI Model

							
						

						
								
								Layer

							
								
								Name

							
								
								Description

							
						

						
								
								1

							
								
								Physical

							
								
								Governs the layout of cables and devices such as repeaters and hubs. 

							
						

						
								
								2

							
								
								Data Link

							
								
								Provides MAC addresses to uniquely identify network nodes and a means for data to be sent over the Physical layer in the form of packets. Bridges and switches are layer 2 devices.

							
						

						
								
								3

							
								
								Network

							
								
								Handles routing of data across network segments.

							
						

						
								
								4

							
								
								Transport

							
								
								Provides for reliable delivery of packets.

							
						

						
								
								5

							
								
								Session

							
								
								Establishes sessions between network applications.

							
						

						
								
								6

							
								
								Presentation

							
								
								Converts data so that systems that use different data formats can exchange information.

							
						

						
								
								7

							
								
								Application

							
								
								Allows applications to request network services.

							
						

					
				

				The first three layers are sometimes called the lower layers. They deal with the mechanics of how information is sent from one computer to another over a network. Layers 4 through 7 are sometimes called the upper layers. They deal with how application software can relate to the network through application programming interfaces.

				The following sections describe each of these layers in greater detail.

				[image: tip.eps]The seven layers of the OSI model are a somewhat idealized view of how networking protocols should work. In the real world, actual networking protocols don’t follow the OSI model to the letter. The real world is always messier than we’d like. Still, the OSI model provides a convenient — if not completely accurate — conceptual picture of how networking works.

				The Physical Layer

				The bottom layer of the OSI model is the Physical layer. It addresses the physical characteristics of the network, such as the types of cables used to connect devices, the types of connectors used, how long the cables can be, and so on. For example, the Ethernet standard for 10BaseT cable specifies the electrical characteristics of the twisted-pair cables, the size and shape of the connectors, the maximum length of the cables, and so on. The star, bus, ring, and mesh network topologies described in Book I, Chapter 1 apply to the Physical layer.

				Another aspect of the Physical layer is the electrical characteristics of the signals used to transmit data over the cables from one network node to another. The Physical layer doesn’t define any meaning to those signals other than the basic binary values of zero and one. The higher levels of the OSI model must assign meanings to the bits that are transmitted at the Physical layer.

				One type of Physical layer device commonly used in networks is a repeater. A repeater is used to regenerate the signal whenever you need to exceed the cable length allowed by the Physical layer standard. 10BaseT hubs are also Physical layer devices. Technically, they’re known as multiport repeaters because the purpose of a hub is to regenerate every packet received on any port on all of the hub’s other ports. Repeaters and hubs don’t examine the contents of the packets that they regenerate. If they did, they would be working at the Data Link layer, and not at the Physical layer.

				The network adapter (also called a network interface card or NIC) that’s installed in each computer on the network is a Physical layer device. You can display information about the network adapter (or adapters) installed in a Windows computer by displaying the adapter’s Properties dialog box, as shown in Figure 2-1. To access this dialog box in Windows 7 or Vista, open the Control Panel, choose Network and Internet, choose View Network Status and Tasks, and choose Change Adapter Settings. Then, right-click the Local Area Connection icon and choose Properties from the menu that appears.

				
					Figure 2-1: The Properties dialog box for a network adapter.

				

				[image: 625873-fg010201.eps]

				The Data Link Layer

				The Data Link layer is the lowest layer at which meaning is assigned to the bits that are transmitted over the network. Data link protocols address things such as the size of each packet of data to be sent, a means of addressing each packet so that it’s delivered to the intended recipient, and a way to ensure that two or more nodes don’t try to transmit data on the network at the same time.

				The Data Link layer also provides basic error detection and correction to ensure that the data sent is the same as the data received. If an uncorrectable error occurs, the data link standard must specify how the node is to be informed of the error so that it can retransmit the data.

				At the Data Link layer, each device on the network has an address known as the Media Access Control address, or MAC address. This address is actually hard-wired into every network device by the manufacturer. MAC addresses are unique; no two network devices made by any manufacturer anywhere in the world can have the same MAC address.

				You can see the MAC address for a computer’s network adapter by opening a command window and running the ipconfig /all command, as shown in Figure 2-2. In this example, the MAC address of the network card is A4-BA-DB-01-99-E8. (The ipconfig command refers to the MAC address as the physical address.)

				
					Figure 2-2: Using the ipconfig /all command to display the MAC address of a network adapter.

				

				[image: 625873-fg010202.eps]

				[image: technicalstuff.eps] One of the most import functions of the Data Link layer is to provide a way for packets to be sent safely over the physical media without interference from other nodes attempting to send packets at the same time. The two most popular ways to do this are CSMA/CD and token passing. Ethernet networks use CSMA/CD, and Token Ring networks use token passing.

				Two types of Data Link layer devices are commonly used on networks: bridges and switches. A bridge is an intelligent repeater that is aware of the MAC addresses of the nodes on either side of the bridge and can forward packets accordingly. A switch is an intelligent hub that examines the MAC address of arriving packets in order to determine which port to forward the packet to.

				[image: technicalstuff.eps] An important function of the Data Link layer is to make sure that two computers don’t try to send packets over the network at the same time. If they do, the signals will collide with each other, and the transmission will be garbled. Ethernet accomplishes this feat by using a technique called CSMA/CD, which stands for carrier sense multiple access with collision detection. This phrase is a mouthful, but if you take it apart piece by piece, you’ll get an idea of how it works.

				Carrier sense means that whenever a device wants to send a packet over the network media, it first listens to the network media to see whether anyone else is already sending a packet. If it doesn’t hear any other signals on the media, the computer assumes that the network is free, so it sends the packet.

				Multiple access means that nothing prevents two or more devices from trying to send a message at the same time. Sure, each device listens before sending. However, suppose that two devices listen, hear nothing, and then proceed to send their packets at the same time? Picture what happens when you and someone else arrive at a four-way stop sign at the same time. You wave the other driver on, he or she waves you on, you wave, he or she waves, you both wave, and then you both go at the same time.

				Collision detection means that after a device sends a packet, it listens carefully to see whether the packet crashes into another packet. This is kind of like listening for the screeching of brakes at the four-way stop. If the device hears the screeching of brakes, it waits a random period of time and then tries to send the packet again. Because the delay is random, two packets that collide are sent again after different delay periods, so a second collision is unlikely.

				CSMA/CD works pretty well for smaller networks. After a network hits about 30 computers, however, packets start to collide like crazy, and the network slows to a crawl. When that happens, the network should be divided into two or more separate sections that are sometimes called collision domains.

				The Network Layer

				The Network layer handles the task of routing network messages from one computer to another. The two most popular layer 3 protocols are IP (which is usually paired with TCP) and IPX (normally paired with SPX for use with Novell and Windows networks).

				Network layer protocols provide two important functions: logical addressing and routing. The following sections describe these functions.

				Logical addressing

				As you know, every network device has a physical address called a MAC address, which is assigned to the device at the factory. When you buy a network interface card to install into a computer, the MAC address of that card is fixed and can’t be changed. But what if you want to use some other addressing scheme to refer to the computers and other devices on your network? This is where the concept of logical addressing comes in; a logical address lets you access a network device by using an address that you assign.

				Logical addresses are created and used by Network layer protocols such as IP or IPX. The Network layer protocol translates logical addresses to MAC addresses. For example, if you use IP as the Network layer protocol, devices on the network are assigned IP addresses such as 207.120.67.30. Because the IP protocol must use a Data Link layer protocol to actually send packets to devices, IP must know how to translate the IP address of a device to the device’s MAC address.

				[image: remember.eps] You can use the ipconfig command shown earlier in Figure 2-2 to see the IP address of your computer. The IP address shown in the figure is 192.168.1.100. Another way to display this information is to use the System Information command, found on the Start menu under StartAll ProgramsAccessoriesSystem ToolsSystem Information. The IP address is highlighted in Figure 2-3. Notice that the System Information program displays a lot of other useful information about the network besides the IP address. For example, you can also see the MAC address, what protocols are being used, and other information.

				
					Figure 2-3: Displaying network information using the System Information program.

				

				[image: 625873-fg010203.tif]

				Although the exact format of logical addresses varies depending on the protocol being used, most protocols divide the logical address into two parts: a network address and a device address. The network address identifies which network the device resides on, and the device address then identifies the device on that network. For example, in a typical IP address, such as 192.168.1.102, the network address is 192.168.1, and the device address (called a host address in IP) is 102.

				Similarly, IPX addresses consist of two parts: a network address and a node address. In an IPX address, the node address is the same as the MAC address. As a result, IPX doesn’t have to translate between layer 3 and layer 2 addresses.

				Routing

				Routing comes into play when a computer on one network needs to send a packet to a computer on another network. In this case, a device called a router is used to forward the packet to the destination network. In some cases, a packet may actually have to travel through several intermediate networks in order to reach its final destination network. You can find out more about routers in Book I, Chapter 3.

				An important feature of routers is that you can use them to connect networks that use different layer 2 protocols. For example, a router can be used to send a packet from an Ethernet to a Token Ring network. As long as both networks support the same layer 3 protocol, it doesn’t matter whether their layer 1 and layer 2 protocols are different.

				[image: tip.eps]A protocol is considered routable if it uses addresses that include a network part and a host part. Any protocol that uses physical addresses isn’t routable because physical addresses don’t indicate to which network a device belongs.

				The Transport Layer

				The Transport layer is the layer where you’ll find two of the most well-known networking protocols: TCP (normally paired with IP) and SPX (normally paired with IPX). As its name implies, the Transport layer is concerned with the transportation of information from one computer to another.

				The main purpose of the Transport layer is to ensure that packets are transported reliably and without errors. The Transport layer does this task by establishing connections between network devices, acknowledging the receipt of packets, and resending packets that aren’t received or are corrupted when they arrive.

				In many cases, the Transport layer protocol divides large messages into smaller packets that can be sent over the network efficiently. The Transport layer protocol reassembles the message on the receiving end, making sure that all the packets that comprise a single transmission are received so that no data is lost.

				For some applications, speed and efficiency are more important than reliability. In such cases, a connectionless protocol can be used. A connectionless protocol doesn’t go to the trouble of establishing a connection before sending a packet. Instead, it simply sends the packet. TCP is a connection-oriented Transport layer protocol. The connectionless protocol that works alongside TCP is called UDP.

				In Windows XP or Vista, you can view information about the status of TCP and UDP connections by running the Netstat command from a command window, as Figure 2-4 shows. In the figure, you can see that several TCP connections are established.

				
					Figure 2-4: Using the Netstat command.

				

				[image: 625873-fg010204.eps]

				In fact, you can use the command Netstat /N to see the numeric network addresses instead of the names. With the /N switch, the output in Figure 2-4 would look like this:

				Active Connections

				ProtoLocal AddressForeign AddressState

				TCP127.0.0.1:2869127.0.0.1:54170ESTABLISHED

				TCP127.0.0.1:5357127.0.0.1:54172TIME_WAIT

				TCP127.0.0.1:27015127.0.0.1:49301ESTABLISHED

				TCP127.0.0.1:49301127.0.0.1:27015ESTABLISHED

				TCP127.0.0.1:54170127.0.0.1:2869ESTABLISHED

				TCP192.168.1.100:49300192.168.1.101:445ESTABLISHED

				[image: remember.eps] TCP is a connection-oriented Transport layer protocol. UDP is a connectionless Transport layer protocol.

				The Session Layer

				The Session layer establishes conversations known as sessions between networked devices. A session is an exchange of connection-oriented transmissions between two network devices. Each of these transmissions is handled by the Transport layer protocol. The session itself is managed by the Session layer protocol.

				A single session can include many exchanges of data between the two computers involved in the session. After a session between two computers has been established, it is maintained until the computers agree to terminate the session.

				The Session layer allows three types of transmission modes:

				♦ Simplex: In this mode, data flows in only one direction.

				♦ Half-duplex: In this mode, data flows in both directions, but only in one direction at a time.

				♦ Full-duplex: In this mode, data flows in both directions at the same time.

				[image: tip.eps]In actual practice, the distinctions in the Session, Presentation, and Application layers are often blurred, and some commonly used protocols actually span all three layers. For example, SMB — the protocol that is the basis of file sharing in Windows networks — functions at all three layers.

				The Presentation Layer

				The Presentation layer is responsible for how data is represented to applications. Most computers — including Windows, Unix, and Macintosh computers — use the American Standard Code for Information Interchange (ASCII) to represent data. However, some computers (such as IBM mainframe computers) use a different code, known as Extended Binary Coded Decimal Interchange Code (EBCDIC). ASCII and EBCDIC aren’t compatible with each other. To exchange information between a mainframe computer and a Windows computer, the Presentation layer must convert the data from ASCII to EBCDIC and vice versa.

				Besides simply converting data from one code to another, the Presentation layer can also apply sophisticated compression techniques so that fewer bytes of data are required to represent the information when it’s sent over the network. At the other end of the transmission, the Presentation layer then uncompresses the data.

				The Presentation layer can also scramble the data before it is transmitted and unscramble it at the other end by using a sophisticated encryption technique that even Sherlock Holmes would have trouble breaking.

				The Application Layer

				The highest layer of the OSI model, the Application layer, deals with the techniques that application programs use to communicate with the network. The name of this layer is a little confusing. Application programs such as Microsoft Office or QuickBooks aren’t a part of the Application layer. Rather, the Application layer represents the programming interfaces that application programs such as Microsoft Office or QuickBooks use to request network services.

				Some of the better-known Application layer protocols are

				♦ DNS (Domain Name System) for resolving Internet domain names.

				♦ FTP (File Transfer Protocol) for file transfers.

				♦ SMTP (Simple Mail Transfer Protocol) for e-mail.

				♦ SMB (Server Message Block) for file sharing in Windows networks.

				♦ NFS (Network File System) for file sharing in Unix networks.

				♦ Telnet for terminal emulation.

				Following a Packet through the Layers

				[image: technicalstuff.eps] Figure 2-5 shows how a packet of information flows through the seven layers as it travels from one computer to another on the network. The data begins its journey when an end-user application sends data to another network computer. The data enters the network through an Application layer interface, such as SMB. The data then works its way down through the protocol stack. Along the way, the protocol at each layer manipulates the data by adding header information, converting the data into different formats, combining packets to form larger packets, and so on. When the data reaches the Physical layer protocol, it’s actually placed on the network media (in other words, the cable) and sent to the receiving computer.

				When the receiving computer receives the data, the data works its way up through the protocol stack. Then, the protocol at each layer reverses the processing that was done by the corresponding layer on the sending computer. Headers are removed, data is converted back to its original format, packets that were split into smaller packets are recombined into larger messages, and so on. When the packet reaches the Application layer protocol, it’s delivered to an application that can process the data.

				
					Figure 2-5: How data travels through the seven layers.

				

				[image: 625873-fg010205.eps]

				The Ethernet Protocol

				As you know, the first two layers of the OSI model deal with the physical structure of the network and the means by which network devices can send information from one device on a network to another. By far, the most popular set of protocols for the Physical and Data Link layers is Ethernet.

				Ethernet has been around in various forms since the early 1970s. (For a brief history of Ethernet, see the sidebar, “Ethernet folklore and mythology,” later in this chapter.) The current incarnation of Ethernet is defined by the IEEE standard known as 802.3. Various flavors of Ethernet operate at different speeds and use different types of media. However, all the versions of Ethernet are compatible with each other, so you can mix and match them on the same network by using devices such as bridges, hubs, and switches to link network segments that use different types of media.

				[image: tip.eps]The actual transmission speed of Ethernet is measured in millions of bits per second, or Mbps. Ethernet comes in three different speed versions: 10 Mbps, known as Standard Ethernet; 100 Mbps, known as Fast Ethernet; and 1,000 Mbps, known as Gigabit Ethernet. Keep in mind, however, that network transmission speed refers to the maximum speed that can be achieved over the network under ideal conditions. In reality, the actual throughput of an Ethernet network rarely reaches this maximum speed.

				Ethernet operates at the first two layers of the OSI model — the Physical and the Data Link layers. However, Ethernet divides the Data Link layer into two separate layers known as the Logical Link Control (LLC) layer and the Medium Access Control (MAC) layer. Figure 2-6 shows how the various elements of Ethernet match up to the OSI model.

				
					Figure 2-6: Ethernet and the OSI model.
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				The following sections describe Standard Ethernet, Fast Ethernet, and Gigabit Ethernet in more detail.

				Standard Ethernet

				Standard Ethernet is the original Ethernet. It runs at 10 Mbps, which was considered fast in the 1970s but is pretty slow by today’s standards. Although there is still plenty of existing Standard Ethernet in use, it is considered obsolete and should be replaced by Gigabit Ethernet as soon as possible.

				Standard Ethernet comes in four incarnations, depending on the type of cable used to string the network together:

				♦ 10Base5: The original Ethernet cable was thick (about as thick as your thumb), heavy, and difficult to work with. It’s seen today only in museums.

				♦ 10Base2: This thinner type of coaxial cable (it resembles television cable) became popular in the 1980s and lingered into the early 1990s. Plenty of 10Base2 cable is still in use, but it’s rarely installed in new networks. 10Base2 (like 10Base5) uses a bus topology, so wiring a 10Base2 network involves running cable from one computer to the next until all the computers are connected in a segment.

				♦ 10BaseT: Unshielded twisted-pair cable (also known as UTP) became popular in the 1990s because it’s easier to install, lighter, and more reliable, and it offers more flexibility in how networks are designed. 10BaseT networks use a star topology with hubs at the center of each star. Although the maximum length of 10BaseT cable is only 100 meters, hubs can be chained together to extend networks well beyond the 100-meter limit.

				 10BaseT cable has four pairs of wires that are twisted together throughout the entire span of the cable. However, 10BaseT uses only two of these wire pairs, so the unused pairs are spares.

				♦ 10BaseFL: Fiber-optic cables were originally supported at 10 Mbps by the 10BaseFL standard. However, because faster fiber-optic versions of Ethernet now exist, 10BaseFL is rarely used.

				Fast Ethernet

				Fast Ethernet refers to Ethernet that runs at 100 Mbps, which is ten times the speed of Standard Ethernet. The following are the three varieties of Fast Ethernet:

				♦ 100BaseT4: The 100BaseT4 protocol allows transmission speeds of 100 Mbps over the same UTP cable as 10BaseT networks. To do this, it uses all four pairs of wire in the cable. 100BaseT4 simplifies the task of upgrading an existing 10BaseT network to 100 Mbps.

				♦ 100BaseTX: The most commonly used standard for office networks today is 100BaseTX, which transmits at 100 Mbps over just two pairs of a higher grade of UTP cable than the cable used by 10BaseT. The higher-grade cable is referred to as Category 5. Most new networks are wired with Category 5 or better cable.

				♦ 100BaseFX: The fiber-optic version of Ethernet running at 100 Mbps is called 100BaseFX. Because fiber-optic cable is expensive and tricky to install, it isn’t used much for individual computers in a network. However, it’s commonly used as a network backbone. For example, a fiber backbone is often used to connect individual workgroup hubs to routers and servers.


				Ethernet folklore and mythology

				If you’re a history buff, you may be interested in the story of how Ethernet came to be so popular. Here’s how it happened: The original idea for the Ethernet was hatched in the mind of a graduate computer science student at Harvard University named Robert Metcalfe. Looking for a thesis idea in 1970, he refined a networking technique that was used in Hawaii, called the AlohaNet (it was actually a wireless network), and developed a technique that would enable a network to efficiently use as much as 90 percent of its capacity. By 1973, he had his first Ethernet network up and running at the famous Xerox Palo Alto Research Center (PARC). Bob dubbed his network “Ethernet” in honor of the thick network cable, which he called “the ether.” (Xerox PARC was busy in 1973. In addition to Ethernet, PARC developed the first personal computer that used a graphical user interface complete with icons, windows, and menus, and the world’s first laser printer.)

				In 1979, Xerox began working with Intel and DEC (a once popular computer company) to make Ethernet an industry standard networking product. Along the way, they enlisted the help of the IEEE, which formed committee number 802.3 and began the process of standardizing Ethernet in 1981. The 802.3 committee released the first official Ethernet standard in 1983.

				Meanwhile, Bob Metcalfe left Xerox, turned down a job offer from Steve Jobs to work at Apple computers, and started a company called the Computer, Communication, and Compatibility Corporation — now known as 3Com. 3Com has since become one of the largest manufacturers of Ethernet equipment in the world.



				Gigabit Ethernet

				Gigabit Ethernet is Ethernet running at a whopping 1,000 Mbps, which is 100 times faster than the original 10 Mbps Ethernet. Gigabit Ethernet was once considerably more expensive than Fast Ethernet, so it was used only when the improved performance justified the extra cost. However, today Gigabit Ethernet is the standard for nearly all desktop and laptop PCs.

				Gigabit Ethernet comes in two flavors:

				♦ 1000BaseT: Gigabit Ethernet can run on Category 5 UTP cable, but higher grades such as Category 5e or Category 6 are preferred because they’re more reliable.

				♦ 1000BaseLX: Several varieties of fiber cable are used with Gigabit Ethernet, but the most popular is called 1000BaseLX.

				The TCP/IP Protocol Suite

				TCP/IP, the protocol on which the Internet is built, is actually not a single protocol but rather an entire suite of related protocols. TCP is even older than Ethernet. It was first conceived in 1969 by the Department of Defense. For more on the history of TCP/IP, see the sidebar, “The fascinating story of TCP/IP,” later in this chapter. Currently, the Internet Engineering Task Force, or IETF, manages the TCP/IP protocol suite.

				The TCP/IP suite is based on a four-layer model of networking that is similar to the seven-layer OSI model. Figure 2-7 shows how the TCP/IP model matches up with the OSI model and where some of the key TCP/IP protocols fit into the model. As you can see, the lowest layer of the model, the Network Interface layer, corresponds to the OSI model’s Physical and Data Link layers. TCP/IP can run over a wide variety of Network Interface layer protocols, including Ethernet, as well as other protocols, such as Token Ring and FDDI (an older standard for fiber-optic networks).

				
					Figure 2-7: TCP/IP and the OSI model.
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				The Application layer of the TCP/IP model corresponds to the upper three layers of the OSI model — that is, the Session, Presentation, and Application layers. Many protocols can be used at this level. A few of the most popular are HTTP, FTP, Telnet, SMTP, DNS, and SNMP.

				You can find out about many of the details of these and other TCP/IP protocols in Book IV. In the following sections, I just want to point out a few more details of the three most important protocols in the TCP/IP suite: IP, TCP, and UDP.

				IP

				IP, which stands for Internet Protocol, is a Network layer protocol that is responsible for delivering packets to network devices. The IP protocol uses logical IP addresses to refer to individual devices rather than physical (MAC) addresses. A protocol called ARP (for Address Resolution Protocol) handles the task of converting IP addresses to MAC addresses.

				[image: technicalstuff.eps]


				10Base what?

				The names of Ethernet cable standards resemble the audible signals a quarterback might shout at the line of scrimmage. In reality, the cable designations consist of three parts:

				The first number is the speed of the network in Mbps. So 10BaseT is for 10 Mbps networks (Standard Ethernet), 100BaseTX is for 100 Mbps networks (Fast Ethernet), and 1000BaseT is for 1,000 Mbps networks (Gigabit Ethernet).

				The word Base indicates the type of network transmission that the cable uses. Base is short for baseband. Baseband transmissions carry one signal at a time and are relatively simple to implement. The alternative to baseband is broadband, which can carry more than one signal at a time but is more difficult to implement. At one time, broadband incarnations of the 802.x networking standards existed, but they have all but fizzled due to lack of use.

				The tail end of the designation indicates the cable type. For coaxial cables, a number is used that roughly indicates the maximum length of the cable in hundreds of meters. 10Base5 cables can run up to 500 meters. 10Base2 cables can run up to 185 meters. (The IEEE rounded 185 up to 200 to come up with the name 10Base2.) If the designation ends with a T, twisted-pair cable is used. Other letters are used for other types of cables.



				Because IP addresses consist of a network part and a host part, IP is a routable protocol. As a result, IP can forward a packet to another network if the host is not on the current network. (The ability to route packets across networks is where IP gets its name. An internet is a series of two or more connected TCP/IP networks that can be reached by routing.)

				TCP

				TCP, which stands for Transmission Control Protocol, is a connection-oriented Transport layer protocol. TCP lets a device reliably send a packet to another device on the same network or on a different network. TCP ensures that each packet is delivered if at all possible. It does so by establishing a connection with the receiving device and then sending the packets. If a packet doesn’t arrive, TCP resends the packet. The connection is closed only after the packet has been successfully delivered or an unrecoverable error condition has occurred.

				One key aspect of TCP is that it’s always used for one-to-one communications. In other words, TCP allows a single network device to exchange data with another single network device. TCP isn’t used to broadcast messages to multiple network recipients. Instead, the User Datagram Protocol (UDP) is used for that purpose.


				The fascinating story of TCP/IP

				Some people are fascinated by history. They subscribe to cable TV just to get the History Channel. If you’re one of those history buffs, you may be interested in the following chronicle of TCP/IP’s humble origins. (For maximum effect, play some melancholy violin music in the background as you read the rest of this sidebar.)

				In the summer of 1969, the four mop-topped singers from Liverpool were breaking up. The war in Vietnam was escalating. Astronauts Neil Armstrong and Buzz Aldrin walked on the moon. And the Department of Defense built a computer network called ARPANET to link its defense installations with several major universities throughout the United States.

				By the early 1970s, ARPANET was becoming difficult to manage. So it was split into two networks: one for military use, called MILNET, and the other for nonmilitary use. The nonmilitary network retained the name ARPANET. To link MILNET with ARPANET, a new method of connecting networks, called Internet Protocol or just IP for short, was invented.

				The whole purpose of IP was to enable these two networks to communicate with each other. Fortunately, the designers of IP realized that it wouldn’t be too long before other networks wanted to join in the fun, so they designed IP to allow for more than two networks. In fact, their ingenious design allowed for tens of thousands of networks to communicate via IP.

				The decision was a fortuitous one, as the Internet quickly began to grow. By the mid-1980s, the original ARPANET reached its limits. Just in time, the National Science Foundation (NSF) decided to get into the game. NSF had built a network called NSFNET to link its huge supercomputers. NSFNET replaced ARPANET as the new background for the Internet. Around that time, such magazines as Time and Newsweek began writing articles about this new phenomenon called the Internet, and the Net (as it became nicknamed) began to grow like wildfire. Soon NSFNET couldn’t keep up with the growth, so several private commercial networks took over management of the Internet backbone. The Internet has grown at a dizzying rate ever since, and nobody knows how long this frenetic growth rate will continue. One thing is sure: TCP/IP is now the most popular networking protocol in the world.



				Many well-known Application layer protocols rely on TCP. For example, when a user running a Web browser requests a page, the browser uses HTTP to send a request via TCP to the Web server. When the Web server receives the request, it uses HTTP to send the requested Web page back to the browser, again via TCP. Other Application layer protocols that use TCP include Telnet (for terminal emulation), FTP (for file exchange), and SMTP (for e-mail).

				UDP

				The User Datagram Protocol (or UDP) is a connectionless Transport layer protocol that is used when the overhead of a connection isn’t required. After UDP has placed a packet on the network (via the IP protocol), it forgets about it. UDP doesn’t guarantee that the packet actually arrives at its destination. Most applications that use UDP simply wait for any replies expected as a result of packets sent via UDP. If a reply doesn’t arrive within a certain period of time, the application either sends the packet again or gives up.

				Probably the best-known Application layer protocol that uses UDP is DNS, the Domain Name System. When an application needs to access a domain name such as www.wiley.com, DNS sends a UDP packet to a DNS server to look up the domain. When the server finds the domain, it returns the domain’s IP address in another UDP packet. (Actually, the process is much more complicated than that. For a more detailed explanation, see Book IV, Chapter 4.)

				Other Protocols Worth Knowing About

				Other networks besides Ethernet, TCP/IP, and IPX/SPX are worth knowing about:

				♦ NetBIOS: Short for Network Basic Input/Output System, this is the basic application-programming interface for network services on Windows computers. It’s installed automatically when you install TCP/IP, but doesn’t show up as a separate protocol when you view the network connection properties. (Refer to Figure 2-1.) NetBIOS is a Session layer protocol that can work with Transport layer protocols such as TCP, SPX, or NetBEUI.

				♦ NetBEUI: Short for Network BIOS Extended User Interface, this is a Transport layer protocol that was designed for early IBM and Microsoft networks. NetBEUI is now considered obsolete.

				♦ IPX/SPX: A protocol suite that was made popular in the 1980s by Novell for use with their NetWare servers. TCP/IP has become so dominant that IPX/SPX is now only rarely used.

				♦ AppleTalk: Apple computers have their own suite of network protocols known as AppleTalk. The AppleTalk suite includes a Physical and Data Link layer protocol called LocalTalk, but can also work with standard lower-level protocols, including Ethernet and Token Ring.

				♦ SNA: Systems Network Architecture is an IBM networking architecture that dates back to the 1970s, when mainframe computers roamed the earth and PCs had barely emerged from the primordial computer soup. SNA was designed primarily to support huge terminals such as airline reservation and banking systems, with tens of thousands of terminals attached to central host computers. Now that IBM mainframes support TCP/IP and terminal systems have all but vanished, SNA is beginning to fade away. Still, many networks that incorporate mainframe computers have to contend with SNA.

			

		

	
		
			
				Chapter 3: Understanding Network Hardware

				In This Chapter

				Introducing servers

				Working with network interface cards

				Becoming familiar with network cable, network hubs, and switches

				Exploring repeaters, bridges, and routers

				Figuring out network storage

				The building blocks of networks are network hardware devices such as servers, adapter cards, cables, hubs, switches, routers, and so on. This chapter provides an overview of these building blocks.

				Servers

				Server computers are the lifeblood of any network. Servers provide the shared resources that network users crave, such as file storage, databases, e-mail, Web services, and so on. Choosing the equipment you use for your network’s servers is one of the key decisions you’ll make when you set up a network. In the following sections, I describe some of the various ways you can equip your network’s servers.

				[image: tip.eps]Right off the bat, I want to make one thing clear: Only the smallest networks can do without at least one dedicated server computer. For a home network or a small office network with only a few computers, you can get away with true peer-to-peer networking. That’s where each client computer shares its resources such as file storage or printers, and a dedicated server computer isn’t needed. For a more-detailed explanation of why this isn’t a good idea for larger networks, see Book II, Chapter 1.

				What’s important in a server

				Here are some general things to keep in mind when picking a server computer for your network:

				♦ Scalability: Scalability refers to the ability to increase the size and capacity of the server computer without unreasonable hassle. It’s a major mistake to purchase a server computer that just meets your current needs because, you can rest assured, your needs will double within a year. If at all possible, equip your servers with far more disk space, RAM, and processor power than you currently need.

				♦ Reliability: The old adage “you get what you pay for” applies especially well to server computers. Why spend $10,000 on a server computer when you can buy one with seemingly similar specifications at a discount electronics store for $2,000?

				 One reason is reliability. When a client computer fails, only the person who uses that computer is affected. When a server fails, however, everyone on the network is affected. The less-expensive computer is probably made of inferior components that are more likely to fail.

				♦ Availability: This concept of availability is closely related to reliability. When a server computer fails, how long does it take to correct the problem and get the server up and running again? Server computers are designed so their components can be easily diagnosed and replaced, which minimizes the downtime that results when a component fails. In some servers, components are hot swappable, which means that certain components can be replaced without shutting down the server. Some servers are designed to be fault-tolerant so that they can continue to operate even if a major component fails.

				♦ Service and support: Service and support are factors often overlooked when picking computers. If a component in a server computer fails, do you have someone on site qualified to repair the broken computer? If not, you should get an on-site maintenance contract for the computer. Don’t settle for a maintenance contract that requires you to take the computer in to a repair shop or, worse, mail it to a repair facility. You can’t afford to be without your server that long.

				Components of a server computer

				The hardware components that comprise a typical server computer are similar to the components used in less expensive client computers. However, server computers are usually built from higher-grade components than client computers for the reasons given in the preceding section. The following paragraphs describe the typical components of a server computer:

				♦ Motherboard: The motherboard is the computer’s main electronic circuit board to which all the other components of your computer are connected. More than any other component, the motherboard is the computer. All other components attach to the motherboard.

				 The major components on the motherboard include the processor (or CPU), supporting circuitry called the chipset, memory, expansion slots, a standard IDE hard drive controller, and I/O ports for devices such as keyboards, mice, and printers. Some motherboards also include additional built-in features such as a graphic adapter, SCSI disk controller, or network interface.

				♦ Processor: The processor, or CPU, is the brain of the computer. Although the processor isn’t the only component that affects overall system performance, it’s the one that most people think of first when deciding what type of server to purchase. At the time of this writing, Intel had two processor models specifically designed for use in server computers, as summarized in Table 3-1.

				 Each motherboard is designed to support a particular type of processor. CPUs come in two basic mounting styles: slot or socket. However, you can choose from several types of slots and sockets, so you have to make sure that the motherboard supports the specific slot or socket style used by the CPU. Some server motherboards have two or more slots or sockets to hold two or more CPUs.

				[image: technicalstuff.eps] The term clock speed refers to how fast the basic clock that drives the processor’s operation ticks. In theory, the faster the clock speed, the faster the processor. However, clock speed alone is reliable only for comparing processors within the same family. In fact, the Itanium processors are faster than Xeon processors at the same clock speed. That’s because the Itanium processor models contain more advanced circuitry than the older model, so they can accomplish more work with each tick of the clock.

				 The number of processor cores also has a dramatic effect on performance. Each processor core acts as if it’s a separate processor. Most server computers use dual-core (two processor cores) or quad-core (four cores) chips.
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♦ Memory: Don’t scrimp on memory. People rarely complain about servers having too much memory. Many different types of memory are available, so you have to pick the right type of memory to match the memory supported by your motherboard. The total memory capacity of the server depends on the motherboard. Most new servers can support at least 16GB of memory, and some can handle up to 256GB.

				♦ Hard drives: Most desktop computers use inexpensive hard drives called SATA drives. These drives are adequate for individual users, but because performance is more important for servers, another type of drive known as SCSI is usually used instead. For the best performance, use the SCSI drives along with a high-performance SCSI controller card. (However, because of its low cost, SATA drives are often used in inexpensive servers.)

				♦ Network connection: The network connection is one of the most important parts of any server. Many servers have network adapters built into the motherboard. If your server isn’t equipped as such, you’ll need to add a separate network adapter card. See the section, “Network Interface Cards,” later in this chapter, for more information.

				♦ Video: Fancy graphics aren’t that important for a server computer. You can equip your servers with inexpensive generic video cards and monitors without affecting network performance. (This is one of the few areas where it’s acceptable to cut costs on a server.)

				♦ Power supply: Because a server usually has more devices than a typical desktop computer, it requires a larger power supply (typically 300 watts). If the server houses a large number of hard drives, it may require an even larger power supply.

				Server form factors

				The term form factor refers to the size, shape, and packaging of a hardware device. Server computers typically come in one of three form factors:

				♦ Tower case: Most servers are housed in a traditional tower case, similar to the tower cases used for desktop computers. A typical server tower case is 18-inches high, 20-inches deep, and 9-inches wide and has room inside for a motherboard, five or more hard drives, and other components. Tower cases also come with built-in power supplies.

				 Some server cases include advanced features specially designed for servers, such as redundant power supplies (so both servers can continue operating if one of the power supplies fails), hot-swappable fans, and hot-swappable disk drive bays. (Hot-swappable components can be replaced without powering down the server.)

				♦ Rack mount: If you need only a few servers, tower cases are fine. You can just place the servers next to each other on a table or in a cabinet that’s specially designed to hold servers. If you need more than a few servers, though, space can quickly become an issue. For example, what if your departmental network requires a bank of ten file servers? You’d need a pretty long table.

				 Rack-mount servers are designed to save space when you need more than a few servers in a confined area. A rack-mount server is housed in a small chassis that’s designed to fit into a standard 19-inch equipment rack. The rack allows you to vertically stack servers in order to save space.

				♦ Blade servers: Blade servers are designed to save even more space than rack-mount servers. A blade server is a server on a single card that can be mounted alongside other blade servers in a blade chassis, which itself fits into a standard 19-inch equipment rack. A typical blade chassis holds six or more servers, depending on the manufacturer.

				 One of the key benefits of blade servers is that you don’t need a separate power supply for each server. Instead, the blade enclosure provides power for all its blade servers. Some blade server systems provide rack-mounted power supplies that can serve several blade enclosures mounted in a single rack.

				 In addition, the blade enclosure provides KVM switching so that you don’t have to use a separate KVM switch. You can control any of the servers in a blade server network from a single keyboard, monitor, and mouse. (For more information, see the sidebar, “Saving space with a KVM switch.”)

				 One of the biggest benefits of blade servers is that they drastically cut down the amount of cable clutter. With rack-mount servers, each server requires its own power cable, keyboard cable, video cable, mouse cable, and network cables. With blade servers, a single set of cables can service all the servers in a blade enclosure.


				Saving space with a KVM switch

				If you have more than two or three servers in one location, you should consider getting a device called a KVM switch to save space. A KVM switch lets you connect several server computers to a single keyboard, monitor, and mouse. (KVM stands for keyboard, video, and mouse.) Then, you can control any of the servers from a single keyboard, monitor, and mouse by turning a dial or by pressing a button on the KVM switch.

				Simple KVM switches are mechanical affairs that let you choose from among 2 to 16 or more computers. More elaborate KVM switches can control more computers, using a pop-up menu or a special keyboard combination to switch among computers. Some advanced KVMs can even control a mix of PCs and Macintosh computers from a single keyboard, monitor, and mouse.

				To find more information about KVM switches, go to a Web search engine such as Google and search for “KVM.”



				Network Interface Cards

				Every computer on a network, both clients and servers, requires a network interface card (or NIC) in order to access the network. A NIC is usually a separate adapter card that slides into one of the server’s motherboard expansion slots. However, most newer computers have the NIC built into the motherboard, so a separate card isn’t needed.

				For client computers, you can usually get away with using the inexpensive built-in NIC because client computers are used to connect only one user to the network. However, the NIC in a server computer connects many network users to the server. As a result, it makes sense to spend more money on a higher-quality NIC for a heavily used server. Most network administrators prefer to use name-brand cards from manufacturers such as Intel, SMC, or 3Com.

				Most NICs made today support 1 Gbps networking and will also support slower 100 Mbps and even ancient 10 Mbps networks. These cards automatically adjust their speed to match the speed of the network. So you can use a gigabit card on a network that has older 100 Mbps cards without trouble. You can find inexpensive gigabit cards for as little as $5 each, but a typical name-brand card (such as Linksys or Intel) will cost around $25 or $30.

				Here are a few other points to ponder concerning network interface cards:

				♦ A NIC is a Physical layer and Data Link layer device. Because a NIC establishes a network node, it must have a physical network address, also known as a MAC address. The MAC address is burned into the NIC at the factory, so you can’t change it. Every NIC ever manufactured has a unique MAC address.

				♦ For server computers, it makes sense to use more than one NIC. That way, the server can handle more network traffic. Some server NICs have two or more network interfaces built into a single card.

				♦ Fiber-optic networks also require NICs. Fiber-optic NICs are still too expensive for desktop use in most networks. Instead, they’re used for high-speed backbones. If a server connects to a high-speed fiber backbone, it will need a fiber-optic NIC that matches the fiber-optic cable being used.

				Network Cable

				Nearly all modern networks are constructed using a type of cable called twisted-pair cable, which looks a little like phone cable but is subtly different.

				You may encounter other types of cable in an existing network: coax cable that resembles TV cable, thick yellow cable that used to be the only type of cable used for Ethernet, fiber-optic cables that span long distances at high speeds, or thick twisted-pair bundles that carry multiple sets of twisted-pair cable between wiring closets in a large building. But as I mentioned, it’s twisted-pair cable for nearly all new networks.

				[image: tip.eps]A choice that’s becoming more popular every day is to forego network cable and instead build your network using wireless network components. Because Book V is devoted exclusively to wireless networking, I don’t describe wireless network components in this chapter.

				Coaxial cable

				A type of cable that was once popular for Ethernet networks is coaxial cable, sometimes called thinnet or BNC cable because of the type of connectors used on each end of the cable. Thinnet cable operates only at 10 Mbps and is rarely used for new networks. However, you’ll find plenty of existing thinnet networks still being used. Figure 3-1 shows a typical coaxial cable.

				
					Figure 3-1: Coax cable.

				

				[image: 625873-fg010301.eps]

				Here are some salient points about coaxial cable:

				♦ You attach thinnet to the network interface card by using a goofy twist-on connector called a BNC connector. You can purchase preassembled cables with BNC connectors already attached in lengths of 25 or 50 feet, or you can buy bulk cable on a big spool and attach the connectors yourself by using a special tool. (I suggest buying preassembled cables. Attaching connectors to bulk cable can be tricky.)

				♦ With coaxial cables, you connect your computers point-to-point in a bus topology. At each computer, a T connector is used to connect two cables to the network interface card.

				♦ A special plug called a terminator is required at each end of a series of thinnet cables. The terminator prevents data from spilling out the end of the cable and staining the carpet.

				♦ The cables strung end-to-end from one terminator to the other are collectively called a segment. The maximum length of a thinnet segment is about 200 meters (actually, 185 meters). You can connect as many as 30 computers on one segment. To span a distance greater than 185 meters or to connect more than 30 computers, you must use two or more segments with a device called a repeater to connect each segment.

				[image: tip.eps]♦ Although Ethernet coaxial cable resembles TV coaxial cable, the two types of cable aren’t interchangeable. Don’t try to cut costs by wiring your network with cheap TV cable.

				Twisted-pair cable

				The most popular type of cable today is twisted-pair cable, or UTP. (The U stands for unshielded, but no one says unshielded twisted pair. Just twisted pair will do.) UTP cable is even cheaper than thin coaxial cable, and best of all, many modern buildings are already wired with twisted-pair cable because this type of wiring is often used with modern phone systems. Figure 3-2 shows a twisted-pair cable.

				
					Figure 3-2: Twisted-pair cable.

				

				[image: 625873-fg010302.eps]

				When you use UTP cable to construct an Ethernet network, you connect the computers in a star arrangement. In the center of the star is a device called a hub. Depending on the model, Ethernet hubs enable you to connect from 4 to 24 computers using twisted-pair cable.

				An advantage of UTP’s star arrangement is that if one cable goes bad, only the computer attached to that cable is affected; the rest of the network continues to chug along. With coaxial cable, a bad cable affects the entire network, and not just the computer to which the bad cable is connected.

				Here are a few other details that you should know about twisted-pair cabling:

				♦ UTP cable consists of pairs of thin wire twisted around each other; several such pairs are gathered up inside an outer insulating jacket. Ethernet uses two pairs of wires, or four wires altogether. The number of pairs in a UTP cable varies, but it’s often more than two.

				♦ UTP cable comes in various grades called Categories. Don’t use anything less than Category 5e cable for your network. Although cheaper, it may not be able to support faster networks.

				 Although higher-Category cables are more expensive than lower-Category cables, the real cost of installing Ethernet cabling is the labor required to actually pull the cables through the walls. As a result, I recommend that you always spend the extra money to buy Category 5e cable.

				♦ If you want to sound like you know what you’re talking about, say “Cat 5e” instead of “Category 5e.”

				[image: tip.eps]♦ Many existing networks are cabled with Category 5 cable, which is fine for 100Mbps networks but isn’t rated for Gigabit networks. Category 5e cable (the e stands for enhanced) and Category 6 cable will support 1,000 Mbps networks.

				♦ UTP cable connectors look like modular phone connectors but are a bit larger. UTP connectors are officially called RJ-45 connectors.

				♦ Like thinnet cable, UTP cable is also sold in prefabricated lengths. However, RJ-45 connectors are much easier to attach to bulk UTP cable than BNC cables are to attach to bulk coaxial cable. As a result, I suggest that you buy bulk cable and connectors unless your network consists of just two or three computers. A basic crimp tool to attach the RJ-45 connectors costs about $50.

				♦ The maximum allowable cable length between the hub and the computer is 100 meters (about 328 feet).

				Switches

				The biggest difference between using coaxial cable and twisted-pair cable is that when you use twisted-pair cable, you also must use a separate device called a switch. Years ago, switches were expensive devices — expensive enough that most do-it-yourself networkers who were building small networks opted for thinnet cable in order to avoid the expense and hassle of using hubs.

				Nowadays, the cost of switches has dropped so much that the advantages of twisted-pair cabling outweigh the hassle and cost of using switches. With twisted-pair cabling, you can more easily add new computers to the network, move computers, find and correct cable problems, and service the computers that you need to remove from the network temporarily.

				Note that in some older networks, you may see a device known as a hub used instead of a switch. Hubs used to be used because they were less expensive than switches. However, the cost of switches came down dramatically, pushing hubs into relic status. If you have an older network that uses hubs and seems to run slowly, you can probably improve the network’s speed by replacing the older hubs with newer switches. For more information, see the sidebar, “Hubs and switches demystified,” later in this chapter.

				[image: technicalstuff.eps]


				Hubs and switches demystified

				Both hubs and switches let you connect multiple computers to a twisted-pair network. Switches are more efficient than hubs, but not just because they’re faster. If you really want to know, here’s the actual difference between a hub and a switch:

				In a hub, every packet that arrives at the hub on any of its ports is automatically sent out on every other port. The hub has to do this because it’s a Physical layer device, so it has no way to keep track of which computer is connected to each port. For example, suppose that John’s computer is connected to port 1 on an 8-port hub, and Andrea’s computer is connected to port 5. If John’s computer sends a packet of information to Andrea’s computer, the hub receives the packet on port 1 and then sends it out on ports 2–8. All the computers connected to the hub get to see the packet so that they can determine whether the packet was intended for them.

				A switch is a Data Link layer device, which means it’s able to look into the packets that pass through it to examine a critical piece of Data Link layer information: the MAC address. With this information in hand, a switch can keep track of which computer is connected to each of its ports. So if John’s computer on port 1 sends a packet to Andrea’s computer on port 5, the switch receives the packet on port 1 and then sends the packet out on port 5 only. This process is not only faster, but also improves the security of the system because other computers don’t see packets that aren’t meant for them.



				If you use twisted-pair cabling, you need to know some of the ins and outs of using hubs:

				♦ Because you must run a cable from each computer to the switch, find a central location for the switch to which you can easily route the cables.

				♦ The switch requires electrical power, so make sure that an electrical outlet is handy.

				♦ When you purchase a switch, purchase one with at least twice as many connections as you need. Don’t buy a four-port switch if you want to network four computers because when (not if) you add the fifth computer, you have to buy another switch.

				♦ You can connect switches to one another, as shown in Figure 3-3; this is called daisy chaining. When you daisy chain switches, you connect one end of a cable to a port on one switch and the other end to a port on the other switch. Note that on some switches, you must use a special designated port for daisy chaining. So be sure to read the instructions that come with the switch to make sure that you daisy chain it properly.

				
					Figure 3-3: Daisy chaining switches together.

				

				[image: 625873-fg010303.eps]

				♦ You can daisy chain no more than three switches together. If you have more computers than three hubs can accommodate, don’t panic. For a small additional cost, you can purchase hubs that have a BNC connection on the back. Then you can string the hubs together using thinnet cable. The three-hub limit doesn’t apply when you use thinnet cable to connect the hubs. You can also get stackable switches that have high-speed direct connections that enable two or more switches to be counted as a single switch.

				♦ When you shop for network hubs, you may notice that the expensive ones have network-management features that support something called SNMP. These hubs are called managed hubs. Unless your network is very large and you know what SNMP is, don’t bother with the more expensive managed hubs. You’d be paying for a feature that you may never use.

				♦ For large networks, you may want to consider using a managed switch. A managed switch allows you to monitor and control various aspects of the switch’s operation from a remote computer. The switch can alert you when something goes wrong with the network, and it can keep performance statistics so that you can determine which parts of the network are heavily used and which aren’t. A managed switch costs two or three times as much as an unmanaged switch, but for larger networks, the benefits of managed switches are well worth the additional cost.

				Repeaters

				A repeater (sometimes called an extender) is a gizmo that gives your network signals a boost so that the signals can travel farther. It’s kind of like a Gatorade station in a marathon. As the signals travel past the repeater, they pick up a cup of Gatorade, take a sip, splash the rest of it on their heads, toss the cup, and hop in a cab when they’re sure that no one is looking.

				You need a repeater when the total length of a single span of network cable exceeds 100 meters (328 feet). The 100-meter length limit applies to the cable that connects a computer to the switch or the cable that connects switches to each other when switches are daisy chained together. In other words, you can connect each computer to the switch with no more than 100 meters of cable, and you can connect switches to each other with no more than 100 meters of cable.

				Figure 3-4 shows how you can use a repeater to connect two groups of computers that are too far apart to be strung on a single segment. When you use a repeater like this, the repeater divides the cable into two segments. The cable length limit still applies to the cable on each side of the repeater.

				Here are some points to ponder when you lie awake tonight wondering about repeaters:

				♦ Repeaters are not typically used with twisted-pair networks.

				 Well, technically, that’s not true because the switches themselves function as repeaters. So what I really meant is that you typically see repeaters as stand-alone devices only when a single cable segment would be more than 100 meters.

				♦ A basic rule of Ethernet life is that a signal can’t pass through more than three repeaters on its way from one node to another. That doesn’t mean you can’t have more than three repeaters or switches, but if you do, you have to carefully plan the network cabling so that the three-repeater rule isn’t violated.

				♦ Repeaters are legitimate components of a by-the-book Ethernet network. They don’t extend the maximum length of a single segment; they just enable you to tie two segments together. Beware of the little black boxes that claim to extend the segment limit beyond the standard 100-meter limit for 10/100BaseT cable. These products usually work, but playing by the rules is better.

				
					Figure 3-4: Using a repeater.
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				Bridges

				A bridge is a device that connects two networks so that they act as if they’re one network. Bridges are used to partition one large network into two smaller networks for performance reasons. You can think of a bridge as a kind of smart repeater.

				Repeaters listen to signals coming down one network cable, amplify them, and send them down the other cable. They do this blindly, paying no attention to the content of the messages that they repeat.

				In contrast, a bridge is a little smarter about the messages that come down the pike. For starters, most bridges have the capability to listen to the network and automatically figure out the address of each computer on both sides of the bridge. Then the bridge can inspect each message that comes from one side of the bridge and broadcast it on the other side of the bridge, but only if the message is intended for a computer that’s on the other side.

				This key feature enables bridges to partition a large network into two smaller, more efficient networks. Bridges work best in networks that are highly segregated. For example (humor me here — I’m a Dr. Seuss fan), suppose that the Sneetches networked all their computers and discovered that, although the Star-Bellied Sneetches’ computers talked to each other frequently and the Plain-Bellied Sneetches’ computers also talked to each other frequently, rarely did a Star-Bellied Sneetch’s computer talk to a Plain-Bellied Sneetch’s computer.

				A bridge can partition the Sneetchnet into two networks: the Star-Bellied network and the Plain-Bellied network. The bridge automatically learns which computers are on the Star-Bellied network and which are on the Plain-Bellied network. The bridge forwards messages from the Star-Bellied side to the Plain-Bellied side (and vice versa) only when necessary. The overall performance of both networks improves, although the performance of any network operation that has to travel over the bridge slows down a bit.

				Here are a few additional things to consider about bridges:

				♦ Some bridges also have the capability to translate the messages from one format to another. For example, if the Star-Bellied Sneetches build their network with Ethernet and the Plain-Bellied Sneetches use Token Ring, a bridge can tie the two together.

				♦ You can get a basic bridge to partition two Ethernet networks for about $500 from mail order suppliers. More sophisticated bridges can cost as much as $5,000 or more.

				♦ For simple bridge applications, you don’t need an expensive specialized bridge device; instead, you can just use a switch. That’s because a switch is effectively a multi-port bridge.

				♦ If you’ve never read Dr. Seuss’s classic story of the Sneetches, you should.

				Routers

				A router is like a bridge, but with a key difference. Bridges are Data Link layer devices, so they can tell the MAC address of the network node to which each message is sent, and can forward the message to the appropriate segment. However, they can’t peek into the message itself to see what type of information is being sent. In contrast, a router is a Network layer device, so it can work with the network packets at a higher level. In particular, a router can examine the IP address of the packets that pass through it. And because IP addresses have both a network and a host address, a router can determine what network a message is coming from and going to. Bridges are ignorant of this information.

				One key difference between a bridge and a router is that a bridge is essentially transparent to the network. In contrast, a router is itself a node on the network, with its own MAC and IP addresses. This means that messages can be directed to a router, which can then examine the contents of the message to determine how it should handle the message.

				You can configure a network with several routers that can work cooperatively together. For example, some routers are able to monitor the network to determine the most efficient path for sending a message to its ultimate destination. If a part of the network is extremely busy, a router can automatically route messages along a less-busy route. In this respect, the router is kind of like a traffic reporter up in a helicopter. The router knows that the 101 is bumper-to-bumper all the way through Sunnyvale, so it sends the message on 280 instead.

				Here’s some additional information about routers:

				♦ The functional distinctions between bridges and routers — and switches and hubs, for that matter — get blurrier all the time. As bridges, hubs, and switches become more sophisticated, they’re able to take on some of the chores that used to require a router, thus putting many routers out of work.

				♦ Some routers are nothing more than computers with several network interface cards and special software to perform the router functions.

				♦ Routers can also connect networks that are geographically distant from each other via a phone line (using modems) or ISDN.

				♦ You can also use a router to join your LAN to the Internet. Figure 3-5 shows a router used for this purpose.

				
					Figure 3-5: Connecting to the Internet with a router.

				

				[image: 625873-fg010305.eps]

				Network Attached Storage

				Many network servers exist solely for the purpose of making disk space available to network users. As networks grow to support more users, and users require more disk space, network administrators are constantly finding ways to add more storage to their networks. One way to do that is to add more file servers. However, a simpler and less expensive way is to use network attached storage, also known as NAS.

				A NAS device is a self-contained file server that’s preconfigured and ready to run. All you have to do to set it up is take it out of the box, plug it in, and turn it on. NAS devices are easy to set up and configure, easy to maintain, and less expensive than traditional file servers.

				[image: warning_bomb.eps] NAS should not be confused with a related technology called storage area networks, or SAN. SAN is a much more complicated and expensive technology that provides huge quantities of data storage for large networks. For more information on SAN, see the sidebar, “SAN is NAS spelled backwards.”

				A typical entry-level NAS device is the Dell PowerVault NX300. This device is a self-contained file server built into a small rack-mount chassis. It supports up to four hard drives with a total capacity up to four terabyte (or 4,000GB). The NX300 uses a Xeon processor and two built-in gigabit network ports.


				SAN is NAS spelled backwards

				It’s easy to confuse the terms storage area network (SAN) and network attached storage (NAS). Both refer to relatively new network technologies that let you manage the disk storage on your network. However, NAS is a much simpler and less expensive technology. A NAS device is nothing more than an inexpensive self-contained file server. Using NAS devices actually simplifies the task of adding storage to a network because the NAS eliminates the chore of configuring a network operating system for routine file-sharing tasks.

				A storage area network is designed for managing very large amounts of network storage — sometimes downright huge amounts. A SAN consists of three components: storage devices (perhaps hundreds of them), a separate high-speed network (usually fiber-optic) that directly connects the storage devices to each other, and one or more SAN servers that connect the SAN to the local area network. The SAN server manages the storage devices attached to the SAN and allows users of the LAN to access the storage.

				Setting up and managing a storage area network is a job for a SAN expert. For more information about storage area networks, see the home page of the Storage Networking Industry Association at www.snia.org.



				The Dell NX300 runs a special version of Windows Server 2008 called the Windows Storage Server 2008. This version of Windows is designed specifically for NAS devices. It allows you to configure the network storage from any computer on the network by using a Web browser.

				Note that some NAS devices use customized versions of Linux rather than Windows Storage Server. Also, in some systems, the operating system resides on a separate hard drive that’s isolated from the shared disks. This prevents the user from inadvertently damaging the operating system.

				Network Printers

				Although you can share a printer on a network by attaching the printer to a server computer, many printers have network interfaces built in. This lets you connect the printer directly to the network. Then network users can connect to the printer and use it without going through a server.

				Even if you connect a printer directly to the network, it’s still a good idea to have the printer managed by a server computer running a network operating system such as Windows Server 2003 or 2007. That way, the server can store print jobs sent to the printer by multiple users and print the jobs in the order in which they were received.

			

		

	
		
			
				Chapter 4: Understanding Network Operating Systems

				In This Chapter

				Understanding what network operating systems do

				Figuring out the advantages of Windows Server 2003

				Analyzing Windows 2000 Server

				Taking a look at Windows NT Server

				Navigating NetWare

				Delving into peer-to-peer networking

				Exploring other network operating systems

				One of the basic choices that you must make before you proceed any further is to decide which network operating system (NOS) to use as the foundation for your network. This chapter begins with a description of several important features found in all network operating systems. Next, it provides an overview of the advantages and disadvantages of the most popular network operating systems.

				Network Operating System Features

				All network operating systems, from the simplest to the most complex, must provide certain core functions. These include the ability to connect to other computers on the network, share files and other resources, provide for security, and so on. In the following sections, I describe some of these core NOS features in general terms.

				Network support

				It goes without saying that a network operating system should support networks. (I can picture Mike Myers in his classic Saturday Night Live role as Linda Richman, host of Coffee Talk, saying “I’m getting a little verklempt. . . . Talk amongst yourselves. . . . I’ll give you a topic — network operating systems do not network, nor do they operate. Discuss.”)

				A network operating system must support a wide variety of networking protocols in order to meet the needs of its users. That’s because a large network typically consists of a mixture of various versions of Windows, as well as a few scattered Macintosh (mostly in the art department) and possibly some Linux computers. The computers often have distinct protocols.

				Many servers have more than one network interface card installed. In that case, the NOS must be able to support multiple network connections. Ideally, the NOS should have the ability to balance the network load among its network interfaces. In addition, in the event that one of the connections fails, the NOS should be able to seamlessly switch to another connection.

				Finally, most network operating systems include a built-in ability to function as a router that connects two networks. The NOS router functions should also include firewall features in order to keep unauthorized packets from entering the local network.

				File-sharing services

				One of the most important functions of a network operating system is its ability to share resources with other network users. The most common resource that’s shared is the server’s file system. A network server must be able to share some or all of its disk space with other users so that those users can treat the server’s disk space as an extension of their own computers’ disk spaces.

				The NOS allows the system administrator to determine which portions of the server’s file system to share. Although an entire hard drive can be shared, it isn’t commonly done. Instead, individual directories or folders are shared. The administrator can control which users are allowed to access each shared folder.

				Because file sharing is the reason many network servers exist, network operating systems have more sophisticated disk management features than are found in desktop operating systems. For example, most network operating systems have the ability to manage two or more hard drives as if they were a single drive. In addition, most can create mirrors, which automatically keep backup copies of drives on a second drive.

				Multitasking

				Only one user at a time uses a desktop computer; however, multiple users simultaneously use server computers. As a result, a network operating system must provide support for multiple users who access the server remotely via the network.

				At the heart of multiuser support is multitasking, which is the ability of an operating system to execute more than one program — called a task or a process — at a time. Multitasking operating systems are like the guy who used to spin plates balanced on sticks on the old Ed Sullivan Show. He’d run from plate to plate, trying to keep them all spinning so they wouldn’t fall off the sticks. To make it challenging, he’d do it blindfolded or riding on a unicycle.

				Although multitasking creates the appearance that two or more programs are executing on the computer at one time, in reality, a computer with a single processor can execute only one program at a time. The operating system switches the CPU from one program to another to create the appearance that several programs are executing simultaneously, but at any given moment, only one of the programs is actually executing. The others are patiently waiting for their turns. (However, if the computer has more than one CPU, the CPUs can execute programs simultaneously, which is called multiprocessing.)

				To see multitasking in operation on a Windows computer, press Ctrl+Alt+Delete to bring up the Windows Task Manager and then click the Processes tab. All the tasks currently active on the computer appear.

				For multitasking to work reliably, the network operating system must completely isolate the executing programs from each other. Otherwise, one program may perform an operation that adversely affects another program. Multitasking operating systems do this by providing each task with its own unique address space that makes it almost impossible for one task to affect memory that belongs to another task.

				[image: technicalstuff.eps] In most cases, each program executes as a single task or process within the memory address space allocated to the task. However, a single program can also be split into several tasks. This technique is usually called multithreading, and the program’s tasks are called threads.

				[image: technicalstuff.eps] The two approaches to multitasking are preemptive and non-preemptive. In preemptive multitasking, the operating system decides how long each task gets to execute before it should step aside so that another task can execute. When a task’s time is up, the operating system’s task manager interrupts the task and switches to the next task in line. All the network operating systems in widespread use today use preemptive multitasking.

				The alternative to preemptive multitasking is non-preemptive multitasking. In non-preemptive multitasking, each task that gets control of the CPU is allowed to run until it voluntarily gives up control so that another task can run. Non-preemptive multitasking requires less operating system overhead because the operating system doesn’t have to keep track of how long each task has run. However, programs have to be carefully written so that they don’t hog the computer all to themselves.

				Directory services

				Directories are everywhere. When you need to make a phone call, you look up the number in a phone directory. When you need to find the address of a client, you look up his or her name in your Rolodex. And when you need to find the Sam Goody store at a shopping mall, you look for the mall directory.

				Networks have directories, too. Network directories provide information about the resources that are available on the network, such as users, computers, printers, shared folders, and files. Directories are an essential part of any network operating system.

				In early network operating systems, such as Windows NT 3.1 and NetWare 3.x, each server computer maintained its own directory database of resources that were available on just that server. The problem with that approach was that network administrators had to maintain each directory database separately. That wasn’t too bad for networks with just a few servers, but maintaining the directory on a network with dozens or even hundreds of servers was next to impossible.

				In addition, early directory services were application specific. For example, a server would have one directory database for user logins, another for file sharing, and yet another for e-mail addresses. Each directory had its own tools for adding, updating, and deleting directory entries.

				Most modern networks — particularly those based on Windows servers — use a directory service called Active Directory. Active Directory is essentially a database that organizes information about a network and allows users and computers to gain permission to access network resources. Active Directory is simple enough to use for small networks with just a few dozen computers and users, but powerful enough to work with large networks containing tens of thousands of computers.

				Security services

				All network operating systems must provide some measure of security to protect the network from unauthorized access. Hacking seems to be the national pastime these days. With most computer networks connected to the Internet, anyone anywhere in the world can and probably will try to break into your network.

				The most basic type of security is handled through user accounts, which grant individual users the right to access the network resources — and govern what resources each user can access. User accounts are secured by passwords; therefore, good password policy is a cornerstone of any security system. Most network operating systems let you establish password policies, such as requiring that passwords have a minimum length and include a mix of letters and numerals. In addition, passwords can be set to expire after a certain number of days, so users can be forced to frequently change their passwords.

				Most network operating systems also provide for data encryption, which scrambles data before it is sent over the network or saved on disk, and digital certificates, which are used to ensure that users are who they say they are and files are what they claim to be.

				Microsoft’s Server Operating Systems

				Over the years, Microsoft has released several versions of its Windows-based server operating system: Windows NT Server 4, Windows 2000 Server, Windows Server 2003, and Windows Server 2008. Windows Server 2008 is the newest version, but because it’s relatively new, many organizations are still using Windows Server 2003. In fact, some are still using Windows 2000 Server, and there are probably a few (mostly on deserted islands cut off from civilization) running Windows NT Server 4.

				It’s useful to discuss these operating systems in the order they were released, because each new version builds on the previous version by introducing new and improved features. However, keep in mind as you read the following sections that Windows NT Server 4 and Windows 2000 Server are considered obsolete, and Windows Server 2003 will be too in a few short years.
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				NTFS drives

				All server versions of Windows use a special type of formatting for hard drives, different from the standard FAT system used by MS-DOS since the early 1980s. (FAT stands for File Allocation Table, in case you’re interested.) The new system, called NTFS (for NT File System), offers many advantages over FAT drives:

				NTFS is much more efficient at using the space on your hard drive. As a result, NTFS can cram more data onto a given hard drive than FAT.

				NTFS drives provide better security features than FAT drives. NTFS stores security information on disk for each file and directory. In contrast, FAT has only rudimentary security features.

				NTFS drives are more reliable because NTFS keeps duplicate copies of important information, such as the location of each file on the hard drive. If a problem develops on an NTFS drive, Windows NT Server can probably correct the problem without losing any data. In contrast, FAT drives are prone to losing information.



				Windows 2000 Server

				Windows 2000 Server built on the strengths of Windows NT Server 4 by adding new features that made Windows 2000 Server faster, easier to manage, more reliable, and easier to use for large and small networks alike.

				The most significant new feature offered by Windows 2000 Server is called Active Directory, which provides a single directory of all network resources and enables program developers to incorporate the directory into their programs. Active Directory drops the 15-character domain and computer names in favor of Internet-style DNS names, such as Marketing.MyCompany.com or Sales.YourCompany.com. (However, it still supports the old-style names for older clients that don’t deal well with DNS names.)

				Windows 2000 Server came in three versions:

				♦ Windows 2000 Server was the basic server, designed for small- to medium-sized networks. It included all the basic server features, including file and printer sharing, and acted as a Web and e-mail server.

				♦ Windows 2000 Advanced Server was the next step up, designed for larger networks. Advanced Server could support server computers that have up to 8GB of memory (not hard drive — RAM!) and four integrated processors instead of the single processor that desktop computers and most server computers had.

				♦ Windows 2000 Datacenter Server supported servers that have as many as 32 processors with up to 64GB of RAM and was specially designed for large database applications.

				For small networks with 50 or fewer computers, Microsoft offered a special bundle called the Small Business Server, which included the following components for one low, low price:

				♦ Windows Server 2003: The operating system for your network server.

				♦ Exchange Server 2003: For e-mail and instant messaging.

				♦ SQL Server 2000: A database server.

				♦ FrontPage 2000: For building Web sites.

				♦ Outlook 2000: For reading e-mail.

				Windows Server 2003

				The next server version of Windows was Windows Server 2003. Windows Server 2003 built on Windows 2000 Server, with the following added features:

				♦ A new-and-improved version of Active Directory with tighter security, an easier-to-use interface, and better performance.

				♦ A better and easier-to-use system management interface, called the Manage My Server window. On the flip side, for those who prefer brute-force commands, Windows Server 2003 includes a more comprehensive set of command line management tools than is offered by Windows 2000 Server. Of course, the familiar Microsoft Management Console tools from Windows 2000 Server are still there.

				♦ A major change in the application-programming interface for Windows programs, known as the .NET Framework.

				♦ Support for ever-larger clusters of computers. A cluster is a set of computers that work together as if they were a single server. Windows 2000 Server Datacenter Edition and previous versions supported clusters of four servers; Windows Server 2003 Enterprise and Datacenter Editions support clusters of eight servers. (Obviously, this is a benefit only for very large networks. The rest of us should just grin and say, “Cool!”)

				♦ An enhanced distributed file system that lets you combine drives on several servers to create one shared volume.

				♦ Support for storage area networks.

				♦ A built-in Internet firewall to secure your Internet connection.

				♦ A new version of Microsoft’s Web server, Internet Information Services (IIS) 6.0.

				Like its predecessor, Windows Server 2003 comes in several versions. Four, to be specific:

				♦ Windows Server 2003, Standard Edition: This is the basic version of Windows 2003. If you’re using Windows Server 2003 as a file server or to provide other basic network services, this is the version you’ll use. Standard Edition can support servers with up to four processors and 4GB of RAM.

				♦ Windows Server 2003, Web Edition: A version of Windows 2003 optimized for use as a Web server.

				♦ Windows Server 2003, Enterprise Edition: Designed for larger networks, this version can support servers with up to eight processors, 32GB of RAM, server clusters, and advanced features designed for high performance and reliability.

				♦ Windows Server 2003, Datacenter Edition: The most powerful version of Windows 2003, with support for servers with 64 processors, 64GB of RAM, and server clusters, as well as advanced fault-tolerance features designed to keep the server running for mission-critical applications.

				Windows Server 2008

				In February of 2008, Microsoft finally released the successor to Windows Server 2003, not surprisingly known as Windows Server 2008. Windows Server 2008 adds many new features to Windows Server 2003, including the following:

				♦ Even more enhancements to Active Directory, including the ability to manage digital certificates, a new type of domain controller called a read-only domain controller, and the ability to stop and restart Active Directory services without shutting down the entire server.

				♦ A new graphical user interface based on Windows Vista, including a new all-in-one management tool called the Server Manager.

				♦ A new version of the operating system called Server Core, which has no graphical user interface. Server Core is run entirely from the command line or by a remote computer that connects to the server via Microsoft Management Console. Server Core is designed to provide efficient file servers, domain controllers, or DNS and DHCP servers.

				♦ Remote connection enhancements that enable computers to establish Web-based connections to the server using the HTTPS protocol without having to establish a Virtual Private Network (VPN) connection.

				♦ Yet another new version of the Internet Information Services (IIS) Web server (7.0).

				Windows Server 2008 R2

				In the fall of 2009, Microsoft issued an update to Windows Server 2008, officially called Windows Server 2008 R2. Network administrators the world over rejoiced, in part because most of them are also Star Wars fans and they can now refer to their favorite operating system as “R2.”

				R2 builds on Windows Server 2008 with a variety of new features, including virtualization features that let you run more than one instance of the operating system on a single server computer, a new version of IIS (7.5), and support for up to 256 processors.

				Also, R2 officially drops support for 32-bit processors. In other words, R2 only runs on server-class 64-bit processors such as Itanium and Xeon.

				Other Server Operating Systems

				Although Windows Server is the most popular choice for network operating systems, it isn’t the only game in town. The following sections briefly describe three other server choices: Linux, Macintosh OS/X Server, and Novell’s NetWare.

				Linux

				Perhaps the most interesting operating system available today is Linux. Linux is a free operating system that’s based on Unix, a powerful network operating system often used on large networks. Linux was started by Linus Torvalds, who thought it would be fun to write a version of Unix in his free time — as a hobby. He enlisted help from hundreds of programmers throughout the world, who volunteered their time and efforts via the Internet. Today, Linux is a full-featured version of Unix; its users consider it to be as good or better than Windows.

				Linux offers the same networking benefits as Unix and can be an excellent choice as a server operating system.

				Apple Mac OS/X Server

				All the other server operating systems I describe in this chapter run on Intel-based PCs with Pentium or Pentium-compatible processors. But what about Macintosh computers? After all, Macintosh users need networks, too. For Macintosh networks, Apple offers a special network server operating system known as Mac OS/X Server. Mac OS/X Server has all the features you’d expect in a server operating system: file and printer sharing, Internet features, e-mail, and so on.

				Novell NetWare

				NetWare was once the king of network operating systems. Today, NetWare networks are rare, but you can still find them if you look hard enough. NetWare has always had an excellent reputation for reliability. In fact, some network administrators swear that they have NetWare servers on their networks that have been running continuously, without a single reboot, since Ronald Reagan was president. (Unfortunately, there hasn’t been a major upgrade to NetWare since George W. Bush’s first term.)

				Novell released the first version of NetWare in 1983, two years before the first version of Windows and four years before Microsoft’s first network operating system, the now defunct LAN Manager. Over the years, NetWare has gone through many versions. The most important versions were:

				♦ NetWare version 3.x, the version that made NetWare famous. NetWare 3.x used a now outdated directory scheme called the bindery. Each NetWare 3.x server has a bindery file that contains information about the resources on that particular server. With the bindery, you had to log on separately to each server that contained resources you wanted to use.

				♦ NetWare 4.x, in which NetWare Directory Service, or NDS, replaced the bindery. NDS is similar to Active Directory. It provides a single directory for the entire network rather than separate directories for each server.

				♦ NetWare 5.x was the next step. It introduced a new user interface based on Java for easier administration, improved support for Internet protocols, multiprocessing with up to 32 processors, and many other features.

				♦ NetWare 6.0 introduced a variety of new features, including a new disk management system called Novell Storage Services, Web-based access to network folders and printers, and built-in support for Windows, Linux, Unix, and Macintosh file systems.

				♦ Novell released its last major version of NetWare (6.5) in summer 2003. It included improvements to its browser-based management tools and was bundled with open-source servers such as Apache and MySQL.

				Beginning in 2005, NetWare has transformed itself into a Linux-based system called Open Enterprise System (OES). In OES, the core of the operating system is actually Linux, with added applications that run the traditional NetWare services such as directory services. (For more information, see “Linux” earlier in this chapter.)

				Peer-to-Peer Networking with Windows

				If you’re not up to the complexity of dedicated network operating systems, you may want to opt for a simple peer-to-peer network based on a desktop version of Windows.

				Advantages of peer-to-peer networks

				The main advantage of a peer-to-peer network is that it’s easier to set up and use than a network with a dedicated server. Peer-to-peer networks rely on the limited network server features that are built into Windows, such as the ability to share files and printers. Recent versions of Windows, including Windows 7, Vista, and Windows XP, include wizards that automatically configure a basic network for you so that you don’t have to manually configure any network settings.

				Another advantage of peer-to-peer networks is that they can be less expensive than server-based networks. Here are some of the reasons that peer-to-peer networks are inexpensive:

				♦ Peer-to-peer networks don’t require you to use a dedicated server computer. Any computer on the network can function as both a network server and a user’s workstation. (However, you can configure a computer as a dedicated server if you want to. Doing so results in better performance but negates the cost benefit of not having a dedicated server computer.)

				♦ Peer-to-peer networks are easier to set up and use, which means that you can spend less time figuring out how to make the network work and keep it working. And, as Einstein proved, time is money (hence his famous equation, E=M$2).

				♦ You must consider the cost of the server operating system itself. Windows Server can cost as much as $200 per user. And the total cost increases as your network grows, although the cost per user drops. For a peer-to-peer Windows server, you pay for Windows once. You don’t pay any additional charges based on the number of users on your network.

				Drawbacks of peer-to-peer networks

				Yes, peer-to-peer networks are easier to install and manage than domain-based networks, but they do have their drawbacks:

				♦ Because peer-to-peer networks are based on computers running client versions of Windows, they’re subject to the inherent limitations of those Windows versions. Client versions of Windows are designed primarily to be an operating system for a single-user desktop computer rather than to function as part of a network. These versions can’t manage a file or printer server as efficiently as a real network operating system.

				♦ If you don’t set up a dedicated network server, someone (hopefully, not you) may have to live with the inconvenience of sharing his or her computer with the network. With Windows Server, the server computers are dedicated to network use so that no one has to put up with this inconvenience.

				♦ Although a peer-to-peer network may have a lower cost per computer for smaller networks, the cost difference between peer-to-peer networks and Windows Server is less significant in larger networks (say, ten or more clients).

				♦ Peer-to-peer networks don’t work well when your network starts to grow. Peer-to-peer servers just don’t have the security or performance features required for a growing network.

				Windows 7

				The current version of Windows is known as Windows 7. It has powerful peer-to-peer networking features built in, so it’s easy to create a small peer-to-peer network based on Windows 7.

				Vista comes in six editions:

				♦ Starter: A simplified version that is available only pre-installed on computer systems from manufacturers such as Dell.

				♦ Home Basic: A special version that is available only in certain geographic markets such as China, India, and Pakistan. It is not available in Europe or the United States.

				♦ Home Premium: The standard edition for home use. You can use the Home Premium edition to build a simple peer-to-peer network, but not as part of a domain-based network.

				♦ Professional: Designed for business users with domain networks.

				♦ Enterprise: The complete version of Windows 7, which includes all the features of Windows 7 Professional and a few extra bells and whistles. This edition is available only to large businesses that have volume licenses with Microsoft.

				♦ Ultimate: The retail version of the Enterprise Edition. This version includes all of the features of Windows 7 Enterprise but can be purchased individually by home or small business users.

				Windows 7 provides the following networking features:

				♦ Built-in file and printer sharing allows you to share files and printers with other network users.

				♦ A Network Setup Wizard automatically sets the most common configuration options. The wizard eliminates the need to work through multiple Properties dialog boxes to configure network settings.

				♦ An Internet Connection Sharing (ICS) feature allows a Windows computer to share an Internet connection with other users. The ICS feature includes firewall features that protect your network from unauthorized access via the Internet connection.

				♦ A built-in firewall protects the computer when it’s connected to the Internet.

				♦ Simple user account management lets you create multiple users and assign passwords.

				♦ Built-in support for wireless networking makes connecting to a wireless network a breeze.

				♦ Advanced network diagnostics and troubleshooting tools help you find and correct networking problems.

				Windows Vista

				The previous version of Windows was known as Windows Vista. Like Windows 7, Windows Vista came in several editions. The most popular were:

				♦ Home Basic: For the simplest home users.

				♦ Home Premium: Has more advanced features but is still designed for home users. Both of the Home versions can be used to create peer-to-peer networks but can’t be used with domain-based networks.

				♦ Business: Designed for business users with domain networks.

				♦ Ultimate: Includes all of the available Windows features.

				Most of the improvements made in Windows 7 were in the user interface rather than in the networking features. As a result, Windows Vista provided most of the same networking capabilities as Windows 7.

				Older Windows versions

				Previous versions of Windows also offer peer-to-peer networking features. The following list summarizes the networking features of the major Windows releases prior to Windows Vista:

				♦ Windows XP: This is still a popular version of Windows, even though it was replaced by Windows Vista in 2005.

				♦ Windows Me: The release of Me (short for Millennium Edition) was aimed at home users. It provided a Home Networking Wizard to simplify the task of configuring a network. It was the last version of Windows that was based on the old 16-bit MS-DOS code.

				♦ Windows 2000 Professional: This is a desktop version of Windows 2000 Server. It has powerful peer-to-peer networking features similar to those found in Windows XP, although they are a bit more difficult to set up. It was the first desktop version of Windows that integrated well with Active Directory.

				♦ Windows 98 and Windows 98 Second Edition: These were popular upgrades to Windows 95 that enhanced its basic networking features.

				♦ Windows 95: This was the first 32-bit version of Windows. However, it still relied internally on 16-bit MS-DOS code, so it wasn’t a true 32-bit operating system. It provided basic peer-to-peer network features, with built-in drivers for common network adapters and basic file- and printer-sharing features.

				♦ Windows for Workgroups: This was the first version of Windows to support networking without requiring an add-on product. It simplified the task of creating NetBIOS-based networks for file and printer sharing. However, it had only weak support for TCP/IP.


				Workgroups versus domains

				In a Windows network, a domain is a group of server computers that share a common user account database. A user at a client computer can log in to a domain to access shared resources for any server in the domain. Each domain must have at least one server computer designated as the domain controller, which is ultimately in charge of the domain. Most domain networks share this work among at least two domain controllers, so that if one of the controllers stops working, the network can still function.

				A peer-to-peer network can’t have a domain because it doesn’t have a dedicated server computer to act as a domain controller. Instead, computers in a peer-to-peer network are grouped in workgroups, which are simply groups of computers that can share resources with each other. Each computer in a workgroup keeps track of its own user accounts and security settings, so no single computer is in charge of the workgroup.

				To create a domain, you have to designate a server computer as the domain controller and configure user accounts. Workgroups are much easier to administer. In fact, you don’t have to do anything to create a workgroup except decide on the name you want to use. Although you can have as many workgroups as you want on a peer-to-peer network, most networks have just one workgroup. That way, any computers on the network can share resources with any other computer on the network.

				One of the most common mistakes when setting up a peer-to-peer network is misspelling the workgroup name on one of the computers. For example, suppose you decide that all the computers should belong to a workgroup named MYGROUP. If you accidentally spell the workgroup name MYGRUOP for one of the computers, that computer will be isolated in its own workgroup. If you can’t locate a computer on your network, the workgroup name is one of the first things to check.
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				Chapter 1: Planning a Network

				In This Chapter

				Making a network plan

				Taking stock of your computer stock

				Making sure that you know why you need a network

				Making the three basic network decisions that you can’t avoid

				Using a starter kit

				Looking at a sample network

				Okay, so you’re convinced that you need to network your computers. What now? Do you stop by Computers-R-Us on the way to work, install the network before drinking your morning coffee, and expect the network to be fully operational by noon?

				I don’t think so.

				Networking your computers is just like any other worthwhile endeavor: Doing it right requires a bit of planning. This chapter helps you to think through your network before you start spending money. It shows you how to come up with a networking plan that’s every bit as good as the plan that a network consultant would charge thousands of dollars for. See? This book is already saving you money!

				Making a Network Plan

				Before you begin any networking project, whether it’s a new network installation or an upgrade of an existing network, you should first make a detailed plan. If you make technical decisions too quickly, before studying all the issues that affect the project, you’ll regret it. You’ll discover too late that a key application won’t run over the network, that the network has unacceptably slow performance, or that key components of the network don’t work together.

				Here are some general thoughts to keep in mind while you create your network plan:

				♦ Don’t rush the plan. The most costly networking mistakes are the ones that you make before you install the network. Think things through and consider alternatives.

				♦ Write down the network plan. The plan doesn’t have to be a fancy, 500-page document. If you want to make it look good, pick up a 1⁄2-inch three-ring binder. This binder will be big enough to hold your network plan with room to spare.

				♦ Ask someone else to read your network plan before you buy anything. Preferably, ask someone who knows more about computers than you do.

				♦ Keep the plan up to date. If you add to the network, dig up the plan, dust it off, and update it.

				[image: tip.eps]“The best laid schemes of mice and men gang aft agley, and leave us naught but grief and pain for promised joy.” Robert Burns lived a few hundred years before computer networks, but his famous words ring true. A network plan isn’t chiseled in stone. If you discover that something doesn’t work the way you thought it would, that’s okay. Just change your plan.

				Being Purposeful

				One of the first steps in planning your network is making sure that you understand why you want the network in the first place. Here are some of the more common reasons for needing a network, all of them quite valid:

				♦ My coworker and I exchange files using CDs or flash drives just about every day. With a network, it would be easier to trade files.

				♦ I don’t want to buy everyone a laser printer when I know the one we have now just sits there taking up space most of the day. So wouldn’t buying a network be better than buying a laser printer for every computer?

				♦ I want to provide an Internet connection for all my computers. (Many networks, especially smaller ones, exist solely for the purpose of sharing an Internet connection.)

				♦ Someone figured out that we’re destroying seven trees a day by printing interoffice memos on paper, so we want to save the rainforest by setting up an e-mail system.

				♦ Business is so good that one person typing in orders eight hours each day can’t keep up. With a network, I can have two people entering orders, and I won’t have to pay overtime to either person.

				♦ My brother-in-law just put in a network at his office, and I don’t want him to think that I’m behind the times.

				♦ I already have a network, but it’s so old it may as well be made of kite string and tin cans. An improved network will speed up access to shared files, provide better security, and be easier to manage.

				Make sure that you identify all the reasons why you think you need a network and then write them down. Don’t worry about winning the Pulitzer Prize for your stunning prose. Just make sure that you write down what you expect a network to do for you.

				If you were making a 500-page networking proposal, you’d place the description of why a network is needed in a tabbed section labeled “Justification.” In your 1⁄2-inch network binder, file the description under “Purpose.”

				[image: tip.eps]As you consider the reasons why you need a network, you may conclude that you don’t need a network after all. That’s okay. You can always use the binder for your stamp collection.

				Taking Stock

				One of the most challenging parts of planning a network is figuring out how to work with the computers that you already have. In other words, how do you get from here to there? Before you can plan how to get “there,” you have to know where “here” is. In other words, you have to take a thorough inventory of your current computers.

				What you need to know

				You need to know the following information about each of your computers:

				♦ The processor type and, if possible, its clock speed: It would be nice if each of your computers had a shiny new i7 Quad Core processor. In most cases, though, you find a mixture of computers: some new, some old, some borrowed, some blue. You may even find a few archaic pre-Pentium computers.

				 You can’t usually tell what kind of processor that a computer has just by looking at the computer’s case. Most computers, however, display the processor type when you turn them on or reboot them. If the information on the startup screen scrolls too quickly for you to read it, try pressing the Pause key to freeze the information. After you finish reading it, press the Pause key again so that your computer can continue booting.

				♦ The size of the hard drive and the arrangement of its partitions: To find out the size of your computer’s hard drive in Windows Vista or Windows 7, open the Computer window, right-click the drive icon, and choose the Properties command from the shortcut menu that appears. Figure 1-1 shows the Properties dialog box for a 922GB hard drive that has about 867GB of free space.

				
					Figure 1-1: The Properties dialog box for a disk drive (Windows Vista).

				

				[image: 625873-fg020101.eps]

				 If your computer has more than one hard drive, Windows lists an icon for each drive in the Computer window. Jot down the size and amount of free space available on each drive.

				♦ The amount of memory: To find this information in Windows, right-click Computer on the Start menu and choose the Properties command. The amount of memory on your computer is shown in the dialog box that appears. For example, Figure 1-2 shows the System Properties dialog box for a computer running Windows 7 with 8GB of RAM.

				♦ The operating system version: This you can also deduce from the System Properties dialog box. For example, the Properties page shown in Figure 1-2 indicates that the computer is running Windows 7 Ultimate.

				♦ What type of network card, if any, is installed in the computer: The easiest way to get this information is to right-click Computer on the Start menu, choose Manage, click Device Manager, right-click the network adapter, and choose Properties. For example, Figure 1-3 shows the Properties dialog box for the network adapter that’s built into the motherboard on my computer.

				
					Figure 1-2: The Properties page for a Windows 7 system.
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					Figure 1-3: The Properties page for a network adapter.

				

				[image: 625873-fg020103.eps]

				[image: tip.eps] The Device Manager is also useful for tracking down other hardware devices attached to the computer.

				♦ What network protocols are in use: To determine this in Windows Vista, open Control Panel, open Network and Sharing Center, click Manage Network Connections, and then right-click the Local Area connection and choose Properties. In Windows 7, open Control Panel, click View Network Status and Tasks, click Change Adapter Settings, then right-click the Local Area Connection and choose Properties. The dialog box shown in Figure 1-4 appears.

				
					Figure 1-4: The Properties page for a local area network connection.
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				♦ What kind of printer, if any, is attached to the computer: Usually, you can tell just by looking at the printer. You can also tell by double-clicking the Printers icon in Control Panel.

				♦ Any other devices connected to the computer: A CD, DVD, or CD-RW drive? Scanner? Zip or Jazz drive? Tape drive? Video camera? Battle droid? Hot tub?

				♦ Which driver and installation disks are available: Hopefully, you’ll be able to locate the disks or CDs required by hardware devices such as the network card, printers, scanners, and so on. If not, you may be able to locate the drivers on the Internet.

				♦ What software is used on the computer: Microsoft Office? AutoCAD? QuickBooks? Make a complete list and include version numbers.

				Programs that gather information for you

				Gathering information about your computers is a lot of work if you have more than a few computers to network. Fortunately, several software programs are available that can automatically gather the information for you. These programs inspect various aspects of a computer, such as the CPU type and speed, amount of RAM, and the size of the computer’s hard drives. Then they show the information on the screen and give you the option of saving the information to a hard drive file or printing it.

				Windows comes with just such a program, called Microsoft System Information. Microsoft System Information gathers and prints information about your computer. You can start Microsoft System Information by choosing StartAll ProgramsAccessoriesSystem ToolsSystem Information.

				When you fire up Microsoft System Information, you see a window similar to the one shown in Figure 1-5. Initially, Microsoft System Information displays basic information about your computer, such as your version of Microsoft Windows, the processor type, the amount of memory on the computer, and so on. You can obtain more detailed information by clicking Hardware Resources, Components, or other categories in the left side of the window.

				
					Figure 1-5:
 Let the System Information program gather the data you need.
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				To Dedicate or Not to Dedicate: That Is the Question

				One of the most basic questions that a network plan must answer is whether the network will have one or more dedicated servers or rely completely on peer-to-peer networking. If the only reason for purchasing your network is to share a printer and exchange an occasional file, you may not need a dedicated server computer. In that case, you can create a peer-to-peer network by using the computers that you already have. However, all but the smallest networks will benefit from having a separate, dedicated server computer.

				♦ Using a dedicated server computer makes the network faster, easier to work with, and more reliable. Consider what happens when the user of a server computer, which doubles as a workstation, decides to turn off the computer, not realizing that someone else is accessing files on his or her hard drive.

				♦ You don’t necessarily have to use your biggest and fastest computer as your server computer. I’ve seen networks where the slowest computer on the network is the server. This advice is especially true when the server is mostly used to share a printer or to store a small number of shared files. So if you need to buy a computer for your network, consider promoting one of your older computers to be the server and using the new computer as a client.

				Types of Servers

				Assuming that your network will require one or more dedicated servers, you should next consider what types of servers the network will need. In some cases, a single server computer can fill one or more of these roles. Whenever possible, it’s best to limit each server computer to a single server function.

				File servers

				File servers provide centralized disk storage that can be conveniently shared by client computers on the network. The most common task of a file server is to store shared files and programs. For example, the members of a small workgroup can use disk space on a file server to store their Microsoft Office documents.

				File servers must ensure that two users don’t try to update the same file at the same time. The file servers do this by locking a file while a user updates the file so that other users can’t access the file until the first user finishes. For document files (for example, word processing or spreadsheet files), the whole file is locked. For database files, the lock can be applied just to the portion of the file that contains the record or records being updated.

				Print servers

				Sharing printers is one of the main reasons that many small networks exist. Although it isn’t necessary, a server computer can be dedicated for use as a print server, whose sole purpose is to collect information being sent to a shared printer by client computers and print it in an orderly fashion.

				♦ A single computer may double as both a file server and a print server, but performance is better if you use separate print and file server computers.

				♦ With inexpensive inkjet printers running about $100 each, just giving each user his or her own printer is tempting. However, you get what you pay for. Instead of buying $100 printers for 15 users, you may be better off buying one $1,500 laser printer and sharing it. The $1,500 laser printer will be much faster, will probably produce better-looking output, and will be cheaper to operate.

				Web servers

				A Web server is a server computer that runs software that enables the computer to host an Internet Web site. The two most popular Web server programs are Microsoft’s IIS (Internet Information Services) and Apache, an open-source Web server managed by the Apache Software Foundation.

				Mail servers

				A mail server is a server that handles the network’s e-mail needs. It is configured with e-mail server software, such as Microsoft Exchange Server. Exchange Server is designed to work with Microsoft Outlook, the e-mail client software that comes with Microsoft Office.

				Most mail servers actually do much more than just send and receive electronic mail. For example, here are some of the features that Exchange Server offers beyond simple e-mail:

				♦ Collaboration features that simplify the management of collaborative projects.

				♦ Audio and video conferencing.

				♦ Chat rooms and instant messaging (IM) services.

				♦ Microsoft Exchange Forms Designer, which lets you develop customized forms for applications, such as vacation requests or purchase orders.

				Database servers

				A database server is a server computer that runs database software, such as Microsoft’s SQL Server 2000. Database servers are usually used along with customized business applications, such as accounting or marketing systems.

				Choosing a Server Operating System

				If you determine that your network will require one or more dedicated servers, the next step is to determine what network operating system those servers should use. If possible, all the servers should use the same NOS so that you don’t find yourself supporting different operating systems.

				Although you can choose from many network operating systems, from a practical point of view, your choices are limited to the following:

				♦ Windows Server 2003 or 2008

				♦ Linux or another version of Unix

				For more information, refer to Book I, Chapter 4.

				Planning the Infrastructure

				You also need to plan the details of how you will connect the computers in the network. This task includes determining which network topology the network will use, what type of cable will be used, where the cable will be routed, and what other devices (such as repeaters, bridges, hubs, switches, and routers) will be needed.

				Although you have many cabling options to choose from, you’ll probably use Cat 5e or better UTP for most — if not all — of the desktop client computers on the network. However, you have many decisions to make beyond this basic choice:

				♦ Will you use hubs, which are cheaper, or switches, which are faster but more expensive?

				♦ Where will you place workgroup hubs or switches — on a desktop somewhere within the group or in a central wiring closet?

				♦ How many client computers will you place on each hub or switch, and how many hubs or switches will you need?

				♦ If you need more than one hub or switch, what type of cabling will you use to connect the hubs and switches to one another?

				For more information about network cabling, see Book II, Chapter 2, and Book I, Chapter 3.

				[image: tip.eps]If you’re installing new network cable, don’t scrimp on the cable itself. Because installing network cable is a labor-intensive task, the cost of the cable itself is a small part of the total cable installation cost. And if you spend a little extra to install higher-grade cable now, you won’t have to replace the cable in a few years when it’s time to upgrade the network.

				Drawing Diagrams

				One of the most helpful techniques for creating a network plan is to draw a picture of it. The diagram can be a detailed floor plan, showing the actual location of each network component. This type of diagram is sometimes called a physical map. If you prefer, the diagram can be a logical map, which is more abstract and Picasso-like. Any time you change the network layout, update the diagram. Also include a detailed description of the change, the date that the change was made, and the reason for the change.

				You can diagram very small networks on the back of a napkin, but if the network has more than a few computers, you’ll want to use a drawing program to help you create the diagram. One of the best programs for this purpose is Microsoft Visio, shown in Figure 1-6. Here’s a rundown of some of the features that make Visio so useful:

				
					Figure 1-6: Using Visio to draw a network diagram.
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				♦ Smart shapes and connectors maintain the connections you’ve drawn between network components, even if you rearrange the layout of the components on the page.

				♦ Stencils provide dozens of useful shapes for common network components — not just for client and server computers, but for routers, hubs, switches, and just about anything else you can imagine. If you’re really picky about the diagrams, you can even purchase stencil sets that have accurate drawings of specific devices, such as Cisco routers or IBM mainframe computers.

				♦ You can add information to each computer or device in the diagram, such as the serial number or physical location. Then, you can quickly print an inventory that lists this information for each device in the diagram.

				♦ You can easily create large diagrams that span multiple pages.

				Sample Network Plans

				In what’s left of this chapter, I present some network plans that are drawn from real-life situations. These examples illustrate many of the network design issues I’ve covered so far in this chapter. The stories you’re about to read are true. The names have been changed to protect the innocent.

				Building a small network: California Sport Surface, Inc.

				California Sport Surface, Inc. (CSS) is a small company specializing in the installation of outdoor sports surfaces, such as tennis courts, running tracks, and football fields. CSS has an administrative staff of just four employees who work out of a home office. The company currently has three computers:

				♦ A brand-new Dell desktop computer running Windows 7 Basic, shared by the president (Mark) and vice president (Julie) to prepare proposals and marketing brochures, to handle correspondence, and to do other miscellaneous chores. This computer has a built-in gigabit Ethernet network port.

				♦ An older Gateway computer running Windows XP Home Edition, used by the bookkeeper (Erin), who uses QuickBooks to handle the company’s accounting needs. This computer has a built-in 10/100 Mbps Ethernet port.

				♦ A notebook that runs Windows Vista, used by the company’s chief engineer (Daniel), who often takes it to job sites to help with engineering needs. This computer has a built-in 10/100 Mbps Ethernet port.

				The company owns just one printer, a moderately priced inkjet printer that’s connected to Erin’s computer. The computers aren’t networked, so whenever Mark, Julie, or Daniel needs to print something, the file must be copied to a flash drive and given to Erin, who then prints the document. The computer shared by Mark and Julie is connected to the Internet via a residential DSL connection.

				The company wants to install a network to support these three computers. Here are the primary goals of the network:

				♦ Provide shared access to the printer so that users don’t have to exchange data on flash drives to print their documents.

				♦ Provide shared access to the Internet connection so that users can access the Internet from any of the computers.

				♦ Allow for the addition of another desktop computer, which the company expects to purchase within the next six months, and potentially another notebook computer. (If business is good, the company hopes to hire another engineer.)

				♦ The network should be intuitive to the users and shouldn’t require extensive upkeep.

				CSS’s networking needs can be met with the simple peer-to-peer network diagrammed in Figure 1-7. Here’s what the network requires:

				♦ The network needs a combination DSL router and four-port gigabit network switch. The company may outgrow this device when it adds a laptop, but if and when that happens, another 4- or 8-port switch can be added at that time.

				♦ The firewall features of the DSL router will need to be enabled to protect the network from Internet hackers.

				♦ File and printer sharing will need to be activated on Erin’s computer, and the printer will need to be shared.

				
					Figure 1-7: California Sport Surface’s new peer-to-peer network.
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				Connecting two networks: Creative Course Development, Inc.

				Creative Course Development, Inc. (CCD) is a small educational publisher located in central California that specializes in integrated math and science curriculum for primary and secondary grades. It publishes a variety of course materials, including textbooks, puzzle books, and CD-ROM software.

				CCD leases two office buildings that are adjacent to each other, separated only by a small courtyard. The creative staff, which consists of a dozen writers and educators, works in Building A. The sales, marketing, and administrative staff, which consists of six employees, works in Building B.

				The creative staff (Building A) has a dozen relatively new personal computers, all running Windows Vista Business Edition, and a server computer running Windows 2003 Server. These computers are networked via a single 24-port gigabit network switch. A fractional T1 line that’s connected to the network through a small Cisco router provides Internet access.

				The sales, marketing, and administrative staff (Building B) has a hodgepodge of computers, some running Windows Vista but most running Windows XP. They have a small Windows 2003 server that meets their needs. The older computers have 10/100BaseT network interfaces; the newer ones have gigabit interfaces. However, the computers are all connected to a 10/100 Mbps Ethernet switch with 12 ports. Internet access is provided by an ISDN connection.

				Both groups are happy with their computers and networks. The problem is that the networks can’t communicate with each other. For example, the creative team in Building A prepares weekly product-development status reports to share with the Administrative staff in Building B, and they frequently go to the other building to look into important sales trends.

				Although several solutions to this problem exist, the easiest is to bridge the networks with a pair of wireless switches. To do this, CCD will purchase two wireless access points. One will be plugged into the gigabit switch in Building A, and the other will be plugged into the switch in Building B. After the access points are configured, the two networks will function as a single network. Figure 1-8 shows a logical diagram for the completed network.

				Although the wireless solution to this problem sounds simple, a number of complications still need to be dealt with. Specifically:

				♦ Depending on the environment, the wireless access points may have trouble establishing a link between the buildings. It may be necessary to locate the devices on the roof. In that case, CCD will have to spend a little extra money for weatherproof enclosures.

				
					Figure 1-8: Creative Course Develop-ment’s wireless network solution.

				

				[image: 625873-fg020108.eps]

				♦ Before the networks were connected, each network had its own DHCP server to assign IP addresses to users as needed. Unfortunately, both DHCP servers have the same local IP address (192.168.0.1). When the networks are combined, one of these DHCP servers will have to be disabled.

				♦ In addition, both networks had their own Internet connections. With the networks bridged, CCD can eliminate the ISDN connection altogether. Users in both buildings can get their Internet access via the shared T1 connection.

				♦ The network administrator will also have to determine how to handle directory services for the network. Previously, each network had its own domain. With the networks bridged, CCD may opt to keep these domains separate, or it may decide to merge them into a single domain. (Doing so will require considerable work, so the company will probably leave the domains separate.)

				Improving network performance: DCH Accounting

				DCH Accounting is an accounting firm that has grown in two years from 15 employees to 35, all located in one building. Here’s the lowdown on the existing network:

				♦ The network consists of 35 client computers and three servers running Windows 2003 Server.

				♦ The 35 client computers run a variety of Windows operating systems. About a third (a total of 11) run Windows Vista Professional. The rest run Windows XP Professional. None of the computers run Windows 7.

				♦ The Windows Vista computers all have gigabit Ethernet cards. The older computers have 10/100 Mbps cards.

				♦ The server computers are somewhat older computers that have 10/100 Mbps network interfaces.

				♦ All the offices in the building are wired with Category 5e wiring to a central wiring closet, where a small equipment rack holds two 24-port 10/100 switches.

				♦ Internet access is provided through a T1 connection with a Cisco 1700 router.

				Lately, network performance has been noticeably slow, particularly Internet access and large file transfers between client computers and the servers. Users have started to complain that sometimes the network seems to crawl.

				The problem is most likely that the network has outgrown the old 10/100BaseT switches. All network traffic must flow through them, and they’re limited to the speed of 100 Mbps. As a result, the new computers with the gigabit Ethernet cards are connecting to the network at 100 Mbps.

				The performance of this network can be dramatically improved in two steps. The first step is to replace the 10/100 Mbps network interface cards in the three servers with gigabit cards (or, better yet, replace the servers with newer models). Second, add a 24-port gigabit switch to the equipment rack. The equipment rack can be rewired, as shown in Figure 1-9.

				
					Figure 1-9: DCH Accounting’s switched network.
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				 1. Connect the servers, the Cisco router, and the gigabit clients to the new gigabit switch. This will use 15 of the 24 ports.

				 2. Connect the two 10/100 switches to the new gigabit switch. This will use two more ports, leaving 7 ports for future growth.

				 3. Divide the remaining clients between the two 10/100 switches. Each switch will have 12 computers connected.

				This arrangement connects all the gigabit clients to gigabit switch ports and 100 Mbps clients to 100 Mbps switch ports.

				[image: tip.eps]For even better performance, DCH can simply replace both switches with 24-port gigabit switches.

			

		

	
		
			
				Chapter 2: Installing Network Hardware

				In This Chapter

				Installing network interface cards

				Installing network cable

				Attaching cable connectors

				Figuring out pinouts for twisted-pair cabling

				Building a crossover cable

				Installing switches

				After you have your network planned out, then comes the fun of actually putting everything together. In this chapter, I describe some of the important details for installing network hardware, including cables, switches, network interface cards, and professional touches, such as patch panels.

				Installing a Network Interface Card

				To connect a computer to your network, the computer must have a network interface. Virtually all computers sold in the last 10 years or so have a network interface built-in on the motherboard. However, you may still encounter the occasional older computer that doesn’t have a built-in network interface. In that case, you must install a network interface card to enable the computer for your network. Installing a network interface card is a manageable task, but you have to be willing to roll up your sleeves.

				If you’ve installed one adapter card, you’ve installed them all. In other words, installing a network interface card is just like installing a modem, a new video controller card, a sound card, or any other type of card. If you’ve ever installed one of these cards, you can probably install a network interface card blindfolded.

				Here’s a step-by-step procedure for installing a network interface card:

				 1. Gather up the network card and the driver disks. While you’re at it, get your Windows installation CD just in case.

				[image: warning_bomb.eps] 2. Shut down Windows and then turn off the computer and unplug it.

				 Never work in your computer’s insides with the power on or the power cord plugged in!

				 3. Remove the cover from your computer.

				 Figure 2-1 shows the screws that you must typically remove in order to open the cover. Put the screws someplace where they won’t wander off.

				
					Figure 2-1: Removing your computer’s cover.
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				[image: tip.eps] Note that if you have a name-brand computer such as a Dell or a Compaq, opening the cover may be trickier than just removing a few screws. You may need to consult the owner’s manual that came with the computer to find out how to open the case.

				 4. Find an unused expansion slot inside the computer.

				 The expansion slots are lined up in a neat row near the back of the computer; you can’t miss ’em. Any computer less than five years old should have at least two or three slots known as PCI slots.

				 5. When you find a slot that doesn’t have a card in it, remove the metal slot protector from the back of the computer’s chassis.

				 If a small retaining screw holds the slot protector in place, remove the screw and keep it in a safe place. Then pull the slot protector out and put the slot protector in a box with all your other old slot protectors. (After a while, you collect a whole bunch of slot protectors. Keep them as souvenirs or Christmas tree ornaments.)

				 6. Insert the network interface card into the slot.

				 Line up the connectors on the bottom of the card with the connectors in the expansion slot and then press the card straight down. Sometimes you have to press uncomfortably hard to get the card to slide into the slot.

				 7. Secure the network interface card with the screw that you removed in Step 5.

				 8. Put the computer’s case back together.

				 Watch out for the loose cables inside the computer; you don’t want to pinch them with the case as you slide it back on. Secure the case with the screws that you removed in Step 3.

				 9. Plug in the computer and turn it back on.

				If you’re using a Plug and Play card with Windows, the card is automatically configured after you start the computer again. If you’re working with an older computer or an older network interface card, you may need to run an additional software installation program. See the installation instructions that come with the network interface card for details.

				Installing Twisted-Pair Cable

				Most Ethernet networks are built using twisted-pair cable, which resembles phone cable but isn’t the same. Twisted-pair cable is sometimes called UTP. For more information about the general characteristics of twisted-pair cable, refer to Book I, Chapter 3.

				In the following sections, you find out what you need to know in order to select and install twisted-pair cable.

				Cable categories

				Twisted-pair cable comes in various grades called Categories. These Categories are specified by the ANSI/EIA standard 568. (ANSI stands for American National Standards Institute; EIA stands for Electronic Industries Association.) The standards indicate the data capacity, also known as the bandwidth, of the cable. Table 2-1 lists the various Categories of twisted-pair cable.

				Although higher-Category cables are more expensive than lower-Category cables, the real cost of installing Ethernet cabling is the labor required to actually pull the cables through the walls. You should never install anything less than Category 5 cable. And if at all possible, you should invest in Category 5e (the e stands for enhanced) or even Category 6 cable to allow for future upgrades to your network.

				[image: tip.eps]If you want to sound like you know what you’re talking about, say “Cat 5” instead of “Category 5.”

				
					
						
								
								Table 2-1 Twisted-Pair Cable Categories

							
						

						
								
								Category

							
								
								Maximum Data Rate

							
								
								Intended Use

							
						

						
								
								1

							
								
								1 Mbps

							
								
								Voice only

							
						

						
								
								2

							
								
								4 Mbps

							
								
								4 Mbps Token Ring

							
						

						
								
								3

							
								
								16 Mbps

							
								
								10BaseT Ethernet

							
						

						
								
								4

							
								
								20 Mbps 

							
								
								16 Mbps Token Ring

							
						

						
								
								5

							
								
								100 Mbps (2 pair)

							
								
								100BaseT Ethernet

							
						

						
								
							
								
								1,000 Mbps (4 pair)

							
								
								Gigabit Ethernet

							
						

						
								
								5e

							
								
								1,000 Mbps (2 pair)

							
								
								Gigabit Ethernet

							
						

						
								
								6

							
								
								1,000 Mbps (2 pair)

							
								
								Gigabit Ethernet

							
						

						
								
								6a

							
								
								10,000 Mbps 

							
								
								10 gigabit (experimental)

							
						

						
								
								7

							
								
								10,000 Mbps

							
								
								10 gigabit (experimental)

							
						

					
				

				What’s with the pairs?

				Most twisted-pair cable has four pairs of wires, for a total of eight wires. Standard Ethernet actually uses only two of the pairs, so the other two pairs are unused. You may be tempted to save money by purchasing cable with just two pairs of wires, but that’s a bad idea. If a network cable develops a problem, you can sometimes fix it by switching over to one of the extra pairs. But if you try to carry a separate connection over the extra pairs, electrical interference will prevent the signals from getting through.

				[image: warning_bomb.eps]You may also be tempted to use the extra pairs for some other purpose, such as for a voice line. Don’t. The electrical noise generated by voice signals in the extra wires can interfere with your network.

				To shield or not to shield

				Unshielded twisted-pair cable, or UTP, is designed for normal office environments. When you use UTP cable, you must be careful not to route cable close to fluorescent light fixtures, air conditioners, or electric motors (such as automatic door motors or elevator motors). UTP is the least expensive type of cable.

				In environments that have a lot of electrical interference, such as factories, you may want to use shielded twisted-pair cable, also known as STP. Because STP can be as much as three times more expensive than regular UTP, you won’t want to use STP unless you have to. With a little care, UTP can withstand the amount of electrical interference found in a normal office environment.

				Most STP cable is shielded by a layer of aluminum foil. For buildings with unusually high amounts of electrical interference, you can use more expensive, braided copper shielding for even more protection.

				When to use plenum cable

				The outer sheath of both shielded and unshielded twisted-pair cable comes in two varieties: PVC and Plenum. PVC cable is the most common and least expensive type. Plenum cable is a special type of fire-retardant cable that is designed for use in the plenum space of a building. Plenum cable has a special Teflon coating that not only resists heat, but also gives off fewer toxic fumes if it does burn. Unfortunately, plenum cable costs more than twice as much as ordinary PVC cable.

				[image: warning_bomb.eps] Most local building codes require that you use plenum cable whenever the wiring is installed within the plenum space of the building. The plenum space is a compartment that’s part of the building’s air distribution system and is usually the space above a suspended ceiling or under a raised floor.

				[image: tip.eps]Note that the area above a suspended ceiling is not a plenum space if both the delivery and return lines of the air-conditioning and heating system are ducted. Plenum cable is required only if the air-conditioning and heating system are not ducted. When in doubt, it’s best to have the local inspector look at your facility before you install cable.

				Sometimes solid, sometimes stranded

				The actual copper wire that composes the cable comes in two varieties: solid and stranded. Your network will have some of each.

				♦ In stranded cable, each conductor is made from a bunch of very small wires that are twisted together. Stranded cable is more flexible than solid cable, so it doesn’t break as easily. However, stranded cable is more expensive than solid cable and isn’t very good at transmitting signals over long distances. Stranded cable is best used for patch cables, such as the cable used to connect a computer to a wall jack or the cable used to connect patch panels to hubs and switches.

				 Strictly speaking, the cable that connects your computer to the wall jack is called a station cable — not a patch cable. Patch cables are used in the wiring closet, usually to connect patch panels to switches.

				♦ In solid cable, each conductor is a single solid strand of wire. Solid cable is less expensive than stranded cable and carries signals farther, but it isn’t very flexible. If you bend it too many times, it will break. Solid cable is usually used for permanent wiring within the walls and ceilings of a building.

				Installation guidelines

				The hardest part about installing network cable is the physical task of pulling the cable through ceilings, walls, and floors. This job is just tricky enough that I recommend that you don’t attempt it yourself except for small offices. For large jobs, hire a professional cable installer. You may even want to hire a professional for small jobs if the ceiling and wall spaces are difficult to access.

				Here are some general pointers to keep in mind if you decide to install cable yourself:

				♦ You can purchase twisted-pair cable in prefabricated lengths, such as 50 feet, 75 feet, or 100 feet. You can also special-order prefabricated cables in any length you need. However, attaching connectors to bulk cable isn’t that difficult. I recommend that you use prefabricated cables only for very small networks and only when you don’t need to route the cable through walls or ceilings.

				♦ Always use a bit more cable than you need, especially if you’re running cable through walls. For example, when you run a cable up a wall, leave a few feet of slack in the ceiling above the wall. That way, you’ll have plenty of cable if you need to make a repair later on.

				♦ When running cable, avoid sources of interference, such as fluorescent lights, big motors, X-ray machines, and so on. The most common source of interference for cables that are run behind fake ceiling panels are fluorescent lights; be sure to give light fixtures a wide berth as you run your cable. Three feet should do it.

				♦ The maximum allowable cable length between the hub and the computer is 100 meters (about 328 feet).

				♦ If you must run cable across the floor where people walk, cover the cable so that no one trips over it. Inexpensive cable protectors are available at most hardware stores.

				♦ When running cables through walls, label each cable at both ends. Most electrical supply stores carry pads of cable labels that are perfect for the job. These pads contain 50 sheets or so of precut labels with letters and numbers. They look much more professional than wrapping a loop of masking tape around the cable and writing on the tape with a marker.

				 Or, if you want to scrimp, you can just buy a permanent marker and write directly on the cable.

				♦ When several cables come together, tie them with plastic cable ties. Avoid masking tape if you can; the tape doesn’t last, but the sticky glue stuff does. It’s a mess a year later. Cable ties are available at electrical supply stores.

				♦ Cable ties have all sorts of useful purposes. Once on a backpacking trip, I used a pair of cable ties to attach an unsuspecting buddy’s hat to a high tree limb. He wasn’t impressed with my innovative use of the cable ties, but my other hiking companions were.

				[image: tip.eps]♦ When you run cable above suspended ceiling panels, use cable ties, hooks, or clamps to secure the cable to the actual ceiling or to the metal frame that supports the ceiling tiles. Don’t just lay the cable on top of the tiles.

				Getting the tools that you need

				Of course, to do a job right, you must have the right tools.

				Start with a basic set of computer tools, which you can get for about $15 from any computer store or large office-supply store. These kits include the right screwdrivers and socket wrenches to open up your computers and insert adapter cards. (If you don’t have a computer toolkit, make sure that you have several flat-head and Phillips screwdrivers of various sizes.)

				If all your computers are in the same room and you’re going to run the cables along the floor and you’re using prefabricated cables, the computer tool kit should contain everything that you need.

				If you’re using bulk cable and plan on attaching your own connectors, you need the following tools in addition to the tools that come with the basic computer tool kit:

				♦ Wire cutters: You need big ones for thinnet cable; smaller ones are okay for 10BaseT cable. If you’re using yellow cable, you need the Jaws of Life.

				♦ Crimp tool: You need the crimp tool to attach the connectors to the cable. Don’t use a cheap $10 crimp tool. A good one will cost $100 and will save you many headaches in the long run. Remember this adage: When you crimp, you mustn’t scrimp.

				♦ Wire stripper: You need this only if the crimp tool doesn’t include a wire stripper.

				If you plan on running cables through walls, you need these additional tools:

				♦ A hammer.

				♦ A bell.

				♦ A song to sing. Just kidding about these last two.

				♦ A keyhole saw. This is useful if you plan on cutting holes through walls to route your cable.

				♦ A flashlight.

				♦ A ladder.

				♦ Someone to hold the ladder.

				♦ Possibly a fish tape. A fish tape is a coiled-up length of stiff metal tape. To use it, you feed the tape into one wall opening and fish it toward the other opening, where a partner is ready to grab it when the tape arrives. Next, your partner attaches the cable to the fish tape and yells something like “Let ’er rip!” or “Bombs away!” Then you reel in the fish tape and the cable along with it. (You can find fish tape in the electrical section of most well-stocked hardware stores.)

				If you plan on routing cable through a concrete subfloor, you need to rent a jackhammer and a backhoe and hire someone to hold a yellow flag while you work.

				Pinouts for twisted-pair cables

				Each pair of wires in a twisted-pair cable is one of four colors: orange, green, blue, or brown. The two wires that make up each pair are complementary: One is a solid color, the other is white with a stripe of the corresponding color. For example, the orange pair has an orange wire and a white wire with an orange stripe. Likewise, the blue pair has a blue wire and a white wire with a blue stripe.

				When you attach a twisted-pair cable to a modular connector or jack, you must match up the right wires to the right pins. You can use several different standards to wire the connectors. To confuse matters, you can use one of the two popular standard ways of hooking up the wires. One is known as EIA/TIA 568A; the other is EIA/TIA 568B, also known as AT&T 258A. Table 2-2 shows both wiring schemes.

				[image: warning_bomb.eps] It doesn’t matter which of these wiring schemes you use, but pick one and stick with it. If you use one wiring standard on one end of a cable and the other standard on the other end, the cable won’t work.

				
					
						
								
								Table 2-2 Pin Connections for Twisted-Pair Cable

							
						

						
								
								Pin Number

							
								
								Function

							
								
								EIA/TIA 568A

							
								
								EIA/TIA 568BAT&T 258A

							
						

						
								
								Pin 1

							
								
								Transmit +

							
								
								White/green

							
								
								White/orange

							
						

						
								
								Pin 2

							
								
								Transmit –

							
								
								Green

							
								
								Orange

							
						

						
								
								Pin 3

							
								
								Receive +

							
								
								White/orange

							
								
								White/green

							
						

						
								
								Pin 4

							
								
								Unused

							
								
								Blue

							
								
								Blue

							
						

						
								
								Pin 5

							
								
								Unused

							
								
								White/blue

							
								
								White/blue

							
						

						
								
								Pin 6

							
								
								Receive –

							
								
								Orange

							
								
								Green

							
						

						
								
								Pin 7

							
								
								Unused

							
								
								White/brown

							
								
								White/brown

							
						

						
								
								Pin 8

							
								
								Unused

							
								
								Brown

							
								
								Brown

							
						

					
				

				10BaseT and 100BaseT actually use only two of the four pairs, connected to pins 1, 2, 3, and 6. One pair is used to transmit data, and the other is used to receive data. The only difference between the two wiring standards is which pair is used to transmit data and which pair is used to receive data. In the EIA/TIA 568A standard, the green pair is used to transmit and the orange pair is used to receive. In the EIA/TIA 568B and AT&T 258A standards, the orange pair is used to transmit and the green pair to receive.

				If you want, you can get away with connecting only pins 1, 2, 3, and 6. However, I suggest that you connect all four pairs as indicated in Table 2-2.

				Attaching RJ-45 connectors

				RJ-45 connectors for twisted-pair cables aren’t too difficult to attach if you have the right crimping tool. The trick is in both making sure that you attach each wire to the correct pin and pressing the tool hard enough to ensure a good connection.

				Here’s the procedure for attaching an RJ-45 connector:

				 1. Cut the end of the cable to the desired length.

				 Make sure that you make a square cut — not a diagonal cut.

				 2. Insert the cable into the stripper portion of the crimp tool so that the end of the cable is against the stop.

				 Squeeze the handles and slowly pull the cable out, keeping it square. This strips off the correct length of outer insulation without puncturing the insulation on the inner wires.

				 3. Arrange the wires so that they lay flat and line up according to Table 2-2.

				 You’ll have to play with the wires a little bit to get them to lay out in the right sequence.

				 4. Slide the wires into the pinholes on the connector.

				 Double-check to make sure that all the wires slipped into the correct pinholes.

				 5. Insert the plug and wire into the crimping portion of the tool and then squeeze the handles to crimp the plug.

				 Squeeze it tight!

				 6. Remove the plug from the tool and double-check the connection.

				 You’re done!

				Here are a few other points to remember when dealing with RJ-45 connectors and twisted-pair cable:

				♦ The pins on the RJ-45 connectors aren’t numbered, but you can tell which is pin 1 by holding the connector so that the metal conductors are facing up, as shown in Figure 2-2. Pin 1 is on the left.

				
					Figure 2-2: Attaching an RJ-45 connector to twisted-pair cable.

				

				[image: 625873-fg020202.eps]

				♦ Some people wire 10baseT cable differently — using the green and white pair for pins 1 and 2 and the orange and white pair for pins 3 and 6. This doesn’t affect the operation of the network (the network is color-blind), as long as the connectors on both ends of the cable are wired the same!

				♦ If you’re installing cable for a Fast Ethernet system, you should be extra careful to follow the rules of Category-5 cabling. That means, among other things, making sure that you use Category-5 components throughout. The cable and all the connectors must be up to Category-5 specs. When you attach the connectors, don’t untwist more than 1⁄2 inch of cable. And don’t try to stretch the cable runs beyond the 100-meter maximum. When in doubt, have cable for a 100 Mbps Ethernet system professionally installed.

				Crossover cables

				A crossover cable is a cable that you can use to directly connect two devices without a switch. You can use a crossover cable to connect two computers directly to each other, but crossover cables are more often used to daisy-chain hubs and switches to each other.

				If you want to create your own crossover cable, you have to reverse the wires on one end of the cable, as shown in Table 2-3. This table shows how you should wire both ends of the cable to create a crossover cable. Connect one of the ends according to the Connector A column and the other according to the Connector B column.

				Note that you don’t need to use a crossover cable if one of the switches or hubs that you want to connect has a crossover port, usually labeled Uplink. If the switch has an Uplink port, you can daisy-chain it by using a normal network cable. For more information about daisy-chaining hubs and switches, see the section, “Installing Switches,” later in this chapter.

				
					
						
								
								Table 2-3 Creating a Crossover Cable
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								Connector B

							
						

						
								
								Pin 1

							
								
								White/green

							
								
								White/orange

							
						

						
								
								Pin 2

							
								
								Green

							
								
								Orange
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								White/green

							
						

						
								
								Pin 4
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								Blue

							
						

						
								
								Pin 5

							
								
								White/blue

							
								
								White/blue

							
						

						
								
								Pin 6

							
								
								Orange

							
								
								Green

							
						

						
								
								Pin 7

							
								
								White/brown

							
								
								White/brown

							
						

						
								
								Pin 8

							
								
								Brown

							
								
								Brown

							
						

					
				

				Wall jacks and patch panels

				If you want, you can run a single length of cable from a network switch in a wiring closet through a hole in the wall, up the wall to the space above the ceiling, through the ceiling space to the wall in an office, down the wall, through a hole, and all the way to a desktop computer. That’s not a good idea, however, for a variety of reasons. For one, every time someone moves the computer or even cleans behind it, the cable will get moved a little bit. Eventually, the connection will fail, and the RJ-45 plug will have to be replaced. Then the cables in the wiring closet will quickly become a tangled mess.

				The alternative is to put a wall jack in the wall at the user’s end of the cable and connect the other end of the cable to a patch panel. Then, the cable itself is completely contained within the walls and ceiling spaces. To connect a computer to the network, you plug one end of a patch cable (properly called a station cable) into the wall jack and plug the other end into the computer’s network interface. In the wiring closet, you use a patch cable to connect the wall jack to the network switch. Figure 2-3 shows how this arrangement works.

				
					Figure 2-3: Using wall jacks and patch panels.

				

				[image: 625873-fg020203.eps]

				Connecting a twisted-pair cable to a wall jack or a patch panel is similar to connecting it to an RJ-45 plug. However, you don’t usually need any special tools. Instead, the back of the jack has a set of slots that you lay each wire across. You then snap a removable cap over the top of the slots and press it down. This forces the wires into the slots, where little metal blades pierce the insulation and establish the electrical contact.

				[image: tip.eps]When you connect the wire to a jack or patch panel, be sure to untwist as little of the wire as possible. If you untwist too much of the wire, the signals that pass through the wire may become unreliable.

				Installing Coaxial Cable

				Although twisted-pair cable is by far the most commonly used type of networking cable, some networks still rely on old-fashioned coaxial cable, usually called thinnet or sometimes BNC cable because of the type of connectors used on each end of the cable.

				Here are some salient points about working with coaxial cable:

				♦ You attach thinnet to the network interface card by using a goofy twist-on connector called a BNC connector. You can purchase preassembled cables with BNC connectors already attached in lengths of 25 or 50 feet, or you can buy bulk cable on a big spool and attach the connectors yourself by using a special tool. (I suggest buying preassembled cables. Attaching connectors to bulk coaxial cable can be tricky.)

				♦ With coaxial cables, you run cable from computer to computer until all the computers are chained together. At each computer, use a T connector to connect two cables to the network interface card.

				♦ A special plug called a terminator is required at each end of a series of thinnet cables. The terminator prevents data from spilling out the end of the cable and staining the carpet.

				♦ The cables strung end-to-end from one terminator to the other are collectively called a segment. The maximum length of a thinnet segment is about 200 meters (actually, 185 meters). You can connect as many as 30 computers on one segment. To span a distance greater than 185 meters or to connect more than 30 computers, you must use two or more segments with a funky device called a repeater to connect each segment.

				[image: warning_bomb.eps] ♦ Although Ethernet coaxial cable resembles TV coaxial cable, the two types of cable aren’t interchangeable. Don’t try to cut costs by wiring your network with cheap TV cable.

				Attaching a BNC Connector to Coaxial Cable

				Properly connecting a BNC connector to coaxial cable is an acquired skill. You need two tools — a wire stripper that can cut through the various layers of the coaxial cable at just the right location and a crimping tool that crimps the connector tightly to the cable after you get the connector into position. BNC connectors have three separate pieces, as shown in Figure 2-4.

				Here’s the procedure, in case you ignore my advice and try to attach the connectors yourself:

				 1. Slide the hollow tube portion of the connector (lovingly called the ferrule) over the cable.

				 Let it slide back a few feet to get it out of the way.

				 2. Cut the end of the cable off cleanly.

				 3. Use the stripping tool to strip the cable.

				 Strip the outer jacket back 1⁄2 inch from the end of the cable; strip the braided shield back 1⁄4 inch from the end; and then strip the inner insulation back 3⁄16 inch from the end.

				
					Figure 2-4: Attaching a BNC connector to coaxial cable.

				

				[image: 625873-fg020204.eps]

				 4. Insert the solid center conductor into the center pin.

				 Slide the center pin down until it covers the inner insulation.

				 5. Use the crimping tool to crimp the center pin.

				 6. Slide the connector body over the center pin and inner insulation but under the braided shield.

				 After you push the body back far enough, the center pin clicks into place.

				 7. Now slide the ferrule forward until it touches the connector body.

				 Crimp it with the crimping tool.

				[image: tip.eps]Don’t get sucked into the trap of trying to use easy “screw-on” connectors. They aren’t very reliable.

				Installing Switches

				Setting up a network switch is remarkably simple. In fact, you need to know only a few details:

				♦ Installing a switch is usually very simple. Just plug in the power cord and then plug in patch cables to connect the network.

				♦ Each port on the switch has an RJ-45 jack and a single LED indicator labeled Link that lights up when a connection has been established on the port. If you plug one end of a cable into the port and the other end into a computer or other network device, the Link light should come on. If it doesn’t, something is wrong with the cable, the hub (or switch port), or the device on the other end of the cable.

				♦ Each port may also have an LED indicator that flashes to indicate network activity. If you stare at a switch for awhile, you can find out who uses the network most by noting which activity indicators flash the most.

				♦ The ports may also have a Collision indicator that flashes whenever a packet collision occurs on the port. It’s perfectly acceptable for this light to flash now and then, but if it flashes a lot, you may have a problem with the network. Usually this just means that the network is overloaded and should be segmented with a switch to improve performance. But in some cases, a flashing Collision indicator may be caused by a faulty network node that clogs up the network with bad packets.

				Daisy-Chaining Switches

				If a single switch doesn’t have enough ports for your entire network, you can connect switches together by daisy-chaining them. If one of the switches has an uplink port, you can use a normal patch cable to connect the uplink port to one of the regular ports on the other switch. If neither device has an uplink port, use a crossover cable to connect them. (For instructions on making a crossover cable, see the section, “Crossover cables,” earlier in this chapter.)

				On some hubs and switches, a button is used to switch one of the ports between a normal port and an uplink port. This button is often labeled MDI/MDIX. To use the port as a normal port, switch the button to the MDI position. To use the port as an uplink port, switch the button to MDIX.

				[image: warning_bomb.eps] Some hubs and switches have a separate jack for the uplink port, but it turns out that the uplink port shares one of the normal ports internally. If that’s the case, plugging a cable into the uplink port disables one of the normal ports. You shouldn’t plug cables into both of these jacks. If you do, the switch won’t work properly.

				Note that the number of switches that you can chain together is limited. For 10BaseT networks, you shouldn’t connect more than three switches to each other. For 100 Mbps or gigabit segments, you can chain only two switches together.

				You can get around this rule by using stackable switches. Stackable switches have a special type of cable connector that connects two or more switches in a way that lets them function as if they were a single switch. Stackable switches are a must for large networks.
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Installing Windows Server 2008 R2

This document provides information about installing the Windows Server® 2008 R2 operating
system. It also provides information that you can use to troubleshoot problems that may occur
during the installation.

For the latest continuously updated information you should be aware of before you install or upgrade
to this product, including supported upgrade paths and any known issues that you may need to
work around, see the online version of this document (http://go. microsoft. com/fwlink/?LinkiD=
139360). For additional documents that provide further important information, such as any known
issues you may need to work around after installation is complete, see

http://go. microsoft. com/fwlink/?Linkld=146314.

Setup works in several stages. You will be prompted for some basic information, then Setup will
copy files and restart the computer. Setup concludes by presenting a menu for Initial Configuration
Tasks, which you can use to adjust the server configuration for your specific needs.

Preinstallation information

System requirements

The following are the system requirements for Windows Server 2008 R2. If your computer has less
than the "Minimum” requirements, you will not be able to install this product correctly. Actual
requirements will vary based on your system configuration and the applications and features you
install

Processor

|
e ENIEE]

O
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